PR
48 8% % % % B O 9 21 6 o

Hong Kong Police Force
Cyber Security and Technology Crime Bureau

’ . : "
A
e Y . » »
-“. s )
- .. - ~ .

74

e
/// /'1// 5 4

A R T
LEIERETInT
R i

i

e T n'?‘.m. - —

N R L i

T RS

N

TR TTTED]

T



i

\ o
q; s 2
FOREWORD
O\

N O
- ) mnxms 6
L ABOUT THE REPORT
B8 Background
E L) Acknowledgements
REEH Disclaimer
O
A 5 2 =H g e b LL, D ) SEEERSHS L
AE N o & b M4
EIJ %ﬁ g l FE H5 ;ﬁla ﬁ_A :b& O 2 : D/) GLOBAL CYBER THREAT SITUATION
5 J S AN ;l: Ll s i e
e AAA
;H_{‘ i lgﬁ #7% Eﬁ H b §E EI (L FESET 2 Supply Chain Attacks
. . . < ATIERE Artificial Intelligence
Leading with Innovation = _— Social Engineering
. ENZREE Ransomware
Securing the Cyberspace -
Py O
. . @ﬁ HEMNEREKE 22
Forglng Unlted Defence 3 ) HONG KONG CYBERSECURITY SITUATION
E M p owe rl N g t h e F U t yure FEEETEEE Key Cybersecurity Figures
PLERB BRI Cyber Threat Intelligence Analysis
HEEEERREIRLEEE Cyber Threats to Critical Infrastructures
SERaBLs Lessons Learnt
R EREE Professional Advice on Cybersecurity
R 0
TN z 46
O ) 20255 REREAN
! CYBER THREAT FORECAST 2025
N 0
(O] ) RAEREEHIEIE e
= CYBERSECURITY INITIATIVES
O o
(0] ) mese ®

APPENDIX



e

¥ = Foreword

EREBRABRZE2RBREEREN BEFER) BA+TE
F R T EAEEWERE  BUHAABLEROREEFE
MABREFRBNEBENTRMRE o HIbER - 2&)\%%
REEFEHBRENEELTERE2024 » GHREBB
FHRPEBRETE » DIRKRIGREEH P BEERE o %@ﬁ"f‘
F - EERERIE « BRAN - FEESHEBEEREE
EBRRE  BHTEEENERES  BOTEEBNERR
ERIE AEBEERER LEP(ESZ2RRENLE
EHEZEER ©

E¥2024%F - ERENMEBUES 2B BB ISR - 4
HERTENTFLEEE  MEKREEEENUONE
E2-R - £F > ARRTERBATERERBLEFEMEK
BB ARSEI SIET - EERERRAREER - 2778
ERERMERTLHEE - BH2RERT2REBEREL
7t BERTTEESESS -

=

HRABBERMES - BEBR2024F£18#81B33 000REHL
FE HEBEREER=HEA - *HEE?&%HE%%EE@S]
BT - R2023FWREE - BRABNEEELSA
FRiBE /AR A MIEEEER - R4F %Iﬂé"éﬂ%lﬂ%%;z%qﬂ/t\&%ﬁ&
DHTE2 SO0BIRMEEE R - ETHHEEENKERRB
BA4EIE o BERFEREEBRENBEHRETIETER
BREEE  ERFSERMEEEERRENTERR
TREER REFME DR FERTEEIEESD - BHKZIXK
ERAVMEIEEE -

TERBERE  PREBZUSAREER  SRIZRAR
THAFB R RIS ERABICTHERL - REHKRREE
FEREMBFEE S| AMERBIFRIE » R EREKIEREEE
HZEEN - BARRIL - BERBEMFS LB "RIEFE

EERERNE R TRERERERITEINEY o R20244F
TH - EENERLT THEEARE2TEROBE, - LG
REFIRIERE ERABUREEERSEN - AEBET
PHEHERBBERIMNTE o RF > HFEKESEZA
MRMREEER - #HERREIMEEIE  BFERLE
BB TREREE -

B EBRSEHTEESEKLREDDAEE - &
F - BRENZEABESLEREEEETAAR N REARE
MRS TR/ NVERIER - B EAM24ERRRME
MBAE BRI ITRREBICRORE - R EBRR AR
RABRMETEESN - L2508 - BRBIFS REPIZICE
REAIHERLERERRIEY - BERSEDS @K
BERE  URITEEBEHA TS RERRER

Brrr®RE2024
Cybersecurity Report 2024

This year marks a significant milestone - the 10th anniversary of the
Cyber Security and Technology Crime Bureau (“CSTCB”). | would like
to take this opportunity to express my heartfelt gratitude to CSTCB
officers and stakeholders from various sectors for their contributions
and support over the years. It gives me great pleasure to launch the first
CSTCB Cybersecurity Report 2024, which outlines the cybersecurity
landscape in Hong Kong over the past year as well as the challenges
and opportunities ahead. Over the past decade, CSTCB has kept
abreast of the developments, proactively innovated, and continuously
strengthened Hong Kong’s cybersecurity ecosystem to combat the
ever-evolving cyber threats. Through this, CSTCB has made a significant
contribution to safeguarding Hong Kong'’s cyberspace and maintaining
its position as one of the safest and most stable societies in the world.

Looking back at 2024, the international geopolitical situation has been
unceasingly dynamic. Safeguarding national security is more crucial
than ever, with cybersecurity being an integral part of this effort. A
cybersecurity organisation estimated that the global economic losses
from cybercrime in 2024 reached a staggering US$9.5 trillion. As an
open economy, Hong Kong is interconnected with countries and
cities around the world on all fronts. In the face of growing global
cybersecurity threats, Hong Kong cannot afford to stay aloof.

In 2024, Hong Kong recorded over 33,000 technology crime cases,
accounting for 35% of the overall crime rate in Hong Kong. The total
financial losses exceeded HK$5.1 billion, reflecting a slight decrease
compared to 2023 but still remaining at a record high in recent years.
More than 80% of these technology crimes cases were online deception.
At the same time, the Cyber Security Centre of CSTCB handled and
analysed over 25 million pieces of cyber threat intelligence, more than
440,000 of which targeted Hong Kong specifically. Despite CSTCB’s
ability to give timely notifications and take preventive measures
through robust cyber defence systems, these figures reflect that the risk
of cyber threats must not be taken lightly. This serves as a reminder that
we must continually enhance our cyber defence capabilities to respond
to the constant threat of cyberattacks.

In a broader sense, cyber threats have been growing exponentially
over the past few years, largely due to the weaponisation of innovative
technologies and the industrialisation of cybercrime-as-a-service. To
cope with future threats, CSTCB has, for years, adopted next-generation
innovative technologies and strengthened its cyber intelligence
gathering and sharing capabilities. In response, CSTCB established the
Cybercrime Policing Advisory Panel and the Cyber Security Action Task
Force in the past two years. In late 2024, CSTCB launched the Security
Operation Centre Alliance (SOCA) to build a comprehensive cyber threat
intelligence exchange platform for Hong Kong, underpinned by next-
generation technologies. This platform has integrated large-scale and
critical infrastructures, providing a unified approach to cybersecurity. In
the coming year, CSTCB will further integrate innovative technologies
into smart policing to enhance predictive capabilities in policing efforts
and strengthen Hong Kong's cybersecurity ecosystem.

Simultaneously, international cooperation remains pivotal in combating
cross-border cybercrime. Last year, | was appointed Vice-Chairperson
of the Asia and South Pacific Joint Operations on Cybercrime Working
Group by Cybercrime Directorate of INTERPOL to develop strategies
to combat cybercrime with law enforcement agencies from 24 other
member jurisdictions, deepen the exchange of intelligence and enhance
the capability of cross-border operational collaboration. Over the years,
CSTCB has also co-organised with the Cybercrime Directorate several
Cybercrime Directors’ workshops, bilateral and multilateral meetings,
cyber command courses, as well as transnational and cross-border joint
operations and cybersecurity exercises.
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At the same time, a solid legal foundation is an indispensable part of the fight
against cybercrime. Through close collaboration between the Hong Kong
Police Force (HKPF), the Security Bureau, the Digital Policy Office and the
Department of Justice, the Protection of Critical Infrastructures (Computer
Systems) Bill passed its third reading in the Legislative Council in March 2025
and is expected to come into effect on 1 January 2026. Apart from that, |
have also actively participated in the work of the Law Reform Commission by
conducting comprehensive research through the Cybercrime Sub-committee.
This initiative aims to identify the challenges brought about by the rapid
development of information technology, review existing laws and measures,
and propose necessary reforms with reference to the relevant developments
in other jurisdictions to ensure Hong Kong’s legal framework remains robust
against emerging cyber threats.

To enhance overall cybersecurity capabilities, CSTCB conducted several
large-scale exercises throughout the year. This included the cross-border
“BATTLEAIR” Counter Cyber and Physical Terrorism Joint Exercise, in
collaboration with INTERPOL, Singapore, and Macao authorities, as well as the
Inter-departmental Cyber Security Drill involving more than 70 government
bureaux and departments. Additionally, close co-operation with all sectors is
also an important foundation for tackling cyber threats successfully. Through
regular cybersecurity seminars, Ethical Phishing Email Campaign, BugHunting
Campaign, and Cyber Attack and Defence Elite Training cum Tournament,
CSTCB has successfully rallied stakeholders from various sectors to raise
their awareness of system security, proactively identify system vulnerabilities
and enhance overall cyber resilience, thereby enhancing Hong Kong’s overall
cybersecurity posture.

To raise public cybersecurity awareness, early intervention is essential for
preventing cybercrime. In 2024, we significantly upgraded the Scameter and
its mobile application, introducing new features such as automatic detection
of scam calls and websites, a public intelligence reporting platform, and Al-
powered analytic tools. Moving forward, we will roll out new functions to enhance
the protection of the public from cyber pitfalls. Moreover, CSTCB joined hands
with over 100 public and private organisations to launch the CyberDefenders’
Alliance, a publicity initiative, and hosted the Greater Bay Area Youth Artificial
Intelligence and Cyber Security Challenge as well as the Anti-Scam Carnival,
effectively enhancing cybersecurity awareness among the general pubilic,
particularly the youth.

Looking forward, CSTCB will continue to lead the development of the
cybersecurity ecosystem through innovation with resilience and determination,
and build a robust cybersecurity defence community with the goal of securing
the cyberspace. We will provide solid security for the development of the smart
city to realise the vision of empowering the future. Finally, | wish to express my
heartfelt gratitude to all stakeholders for their unwavering support, and | look
forward to safeguarding Hong Kong'’s cybersecurity sustainably in the future.
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INTERPOL’s Cybercrime Directorate recognises that the most impactful response to combat cybercrime will

require coordinated efforts between relevant private sector partners, judicial authorities, and the global law
enforcement community.
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Collaboration among law enforcement agencies is crucial. By sharing information, leveraging collective
expertise, fostering public-private partnerships, and participating in joint operations, we can enhance the
region’s cyber resilience and capabilities. The INTERPOL Asia and South Pacific Working Group is committed
to facilitating joint efforts, capacity building, and fostering partnerships to create a safer cyber environment
for all.

EREBEZERMEES Assistant Commissioner of Police Kah Wai LOH
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With industries accelerating digitalisation and increasing applications of Al, cloud
computing, 10T, open-source, and low-altitude technologies, hackers and malicious
actors have more opportunities to exploit, causing significant, concealed, and swift
harm. Addressing these challenges requires joint efforts from all sectors of society.
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In the evolving landscape of global cybersecurity, a commitment to emerging technologies and data
protection is essential for effectively combating increasingly pervasive and sophisticated threats.
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Commissioner for Digital Policy,
Digital Policy Office (DPO)
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Digital Policy Office

The Government of the Hong Kong Special Administrative Region
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Al boom sparks critical demand for built-in security.
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The cyber threats of 2025 are not isolated incidents but part of a growing, interconnected
web of cybercrime, where adversaries refine their tactics and exploit vulnerabilities at

scale. True resilience requires intelligence-driven security, proactive defences, and strong
collaboration between private enterprises, governments, and law enforcement.

Mr. Dmitry VOLKOV

Group-IB TBHEH R R iT48 8
CEO & CTO, Group-IB
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There is a critical need for enhanced public-private collaboration, international cooperation, and education in
crime prevention and policing to keep users safer. Every stakeholder's involvement is essential.
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Cultivating an organisation-wide security mindset.
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President, ISACA China Hong Kong Chapter NCO ¢
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Countering next-gen threats demands not only Al-driven tools but a

paradigm shift toward public-private collaboration to pool intelligence and
strengthen collective resilience.
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By 2025, Hong Kong faces rising cyber threats, driving adoption of Al-driven
security, Zero Trust, Secure Access Service Edge (SASE) architectures,

tighter privacy laws, and strengthened legislation to ensure digital resilience
and opportunities.
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In 2025, Al becomes a collaborator, boosting productivity while posing risks. Companies

need robust security strategies and holistic IT infrastructure to manage Al-related
challenges and enhance resilience.

Mr. Dave WEST
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President, Cisco Asia Pacific, Japan and Greater China

I
CISCO o]

ERB2026FMPBRETAT » ARFRMIFERTE - EHBESHAIE - FIASHENE K
ERMAG
Human error remains a critical vulnerability in Hong Kong’s 2025 cybersecurity landscape, enabling

attackers to exploit weak passwords, unpatched systems, deceptive HR onboarding, and deepfake
scams, bypassing even sophisticated defences.

B 44 Mr. Chad OLSEN
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k Forensic Leader, Hong Kong, KPMG Advisory

C FERRIEANERARERF RREWISFRS TR - BREN A

KPMG

Cybersecurity Report 2024

of the People’s Republic of China 9

China Hong Kong Chapter ?

5






8

FAIRNA$RE About The Report

dBe
| = '}%’ Background

BAEEE—ERRER  ERNITHEHESRRER
MiER  MERMELTREF - EFMNRITEEKIEL
5 BREBEEAHRE - MEZBUBCERIMR - Hi%
ZEERREEA - EEEERRZEMNEERE °

EER - BEEERBERETENLM - BRHHEN
2 MRRENETFRBETRETARKE - B
TATENARKRFERXARRBMERERELR A
BRI - BRERBMARZE2HEEETILS - fIEH
R AR AR ISR BRI TR A I BUARE D o

ERSBIBRAT  BREBETEEE  BEEHETR
R o FE20244F - RO T BIB2 S00BERBEE
B3 - IEEHBB6ESTLHE - MEEBELUTRIER
THARRER - (BATPI IR ERE - HIERIREE - fEER
Rl R - DRDBRERREA - MEREEARRA
BEMETER A TEERMHMNMFAARLRE - 8%
B DS MRBEIE - SSREMERE o

BEEAR B MRBBIERE - BEEEENA—EEY
MERMERERE  FRETAON - HALTRREBEA
MHERRERARTR - REHRBER  LRHTENE
BB R s PikatEd o

WrRe2HE2024

We live in a technological era where the role of the police force has evolved
alongside technological advancements. In addition to maintaining social
order, law enforcement must strengthen efforts to combat cybercrime and
safeguard overall public safety. As digitalisation accelerates, cybersecurity
has become a crucial issue in protecting individuals, businesses and even

national security.

In recent years, cyber threats and attacks have been surging. Hackers engage
in malicious activities and attacks targeting computer systems, network
infrastructure, and electronic data. These attacks often exploit technological
vulnerabilities or human negligence, causing significant losses. In view of this,
the government has begun introducing legislation on cybersecurity issues,
formulating relevant laws to enhance the prevention of and enforcement

against cybercrime.

In today’s digital age, cyber threats are not only frequent but relentless. In
2024, CSTCB analysed over 25 million pieces of cyber threat intelligence, i.e.
more than 68,000 pieces every day. Cyber threats strike silently in different
forms, but their impact can be far-reaching. CSTCB observed an exponential
growth in the frequency and sophistication of cyber threats, driven by rapid
technological advancements, increased interconnectivity, and attackers’
increasing use of automated tools and artificial intelligence to identify and

exploit system vulnerabilities.

As society becomes increasingly reliant on digital technologies, cyber threats
have become a pressing global concern, and Hong Kong is no exception.
Proactive and innovative measures are essential to ensure system security,
protect sensitive information, and stay ahead of constantly evolving attack

techniques.
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This report offers practical insights primarily for cybersecurity practitioners
and IT professionals implementing cybersecurity measures in daily
operations. For senior corporate management, this report provides actionable
recommendations to support informed decision-making and strengthen
organisational resilience. While the report is technical in nature, members
of the public may also benefit by gaining basic protective knowledge,
developing greater cybersecurity awareness, and cultivating good online

habits to better safeguard their personal information and online safety.

The information provided in this report is for reference only. Descriptions
of threat actors in this report are based solely on technical analysis and do
not constitute political attribution. Neither CSTCB nor the Government of
the Hong Kong Special Administrative Region (HKSARG) is responsible for
any inaccuracies, errors or omissions in this report, or for any loss, action
or inaction arising from the use of, or for advice based on, any information

therein.
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2IRBLRBL B2 Global Cyber Threat Situation
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Cyber Espionage Silent Intruders in the Digital World

BB BT /Oy

L ERHRRERNEEREZ—  —RE
A ERE R A ERARR o TR AR
BERRAR UEINRABKER - SREMER
FEREIREFRRAM AR RIERSE - ERHRE
238 o MFIEREBEMEMRAKK - MIEEHF
o AREBFEATRR TRSHNIEHERS  8FE
HFRZRNEERMG  ARTARE - LUIRERED
BEGERSIRFRIGH TREIE, I

Stealth and Patience

Cyber espionage is among the most dangerous forms of cyberattack
and is often associated with nation-state cyberattacks. They operate
in a methodical manner, with ample resources and a focus on long-
term strategic objectives. They leverage substantial resources and
advanced technical skills to maintain persistent network access
while evading detection. Rather than pursuing short-term gains,
they prioritise stealth and sustained impact. Their methodologies
display exceptional precision, often involving custom-developed
malware, exploitation of zero-day vulnerabilities, and living-off-the-
land (LOTL) techniques that camouflage malicious activities within
legitimate system operations.

MREIER ) BT

Living-off-the-land (LOTL) techniques
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Living-off-the-land (LOTL) refers to a cyberattack technique
where attackers use tools and resources that are already
present in the target systems. Since these are legitimate
utilities (e.g. PowerShell in Microsoft Windows OS), their
usage makes the malicious activity harder to detect.

BIR RADE BB
BEERBENNEEEBE SRR MEREE
RWETE - HREEEMAEY REIER « A
BEEMEBED - gl - —ERA EETTE
(OceanLotusZAPT32) MERFEMKRE
(APT) 4R RIALURE R EIBAANRA Fo S 5
BTHES - sHEIMEMS SN A EENAK
Bl [RTHBEHE - EF - BERMMRMAETE
Ah o IEEEIR TEETD) TMREEIR DB SRR -
S ARBR AR L 2T AR ETHE -

Nation-State Threat Actors

Nation-state threat actors typically conduct strategic cyber
intelligence collection operations, with objectives that may include
gathering intelligence, intellectual property, and strategic advantage.
For instance, an Advanced Persistent Threat (APT) group known
as “Oceanlotus” or “APT32” has launched organised, planned and
targeted spear phishing attacks against the Chinese government
and research institutions for a long period of time3. Apart from
education institutions, the military, energy as well as research and
development sectors, “OceanlLotus” has also been found in recent
years to be targeting large technology companies and local security
researchers using more advanced techniques.
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Figure 1. Phishing email containing malware sent by APT group “OceanlLotus” (Source: ThreatBook 2024 Threat Intelligence Report)

[3] QAX Threat Intelligence Centre (FREEB/EHRF D), “APT Group: Oceanlotus” ( “APTAEA: J8ETE" ), February 2025 (2025%2H), https://ti.qianxin.com/apt/

detail/5aa0eed8d70a3f07e3f738917?name=%E6%B5%B7%E8%8E%B2%E8%8A%B1&type=listt
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Case Study 1
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Threat Actor
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Fake job offer
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Bitcoin Wallet

Financial Objectives

Apart from political motivations, nation-state threat actors also
target blockchain technology and the cryptocurrency industry,
conducting cryptocurrency heists to pursue financial objectives.
For instance, a notorious APT group known as “Lazarus” has
been actively targeting the cryptocurrency industry since 2009.
The group has long been posting fake cryptocurrency-related
job advertisements or projects on social media platforms to
lure target individuals. Once the victims take the bait, they are
further enticed to install malware-laden video interview tools or
infected cryptocurrency projects, enabling the group to steal
their virtual assets“.
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Employees Download Malicious code Unauthorised (XF])
Request Cryptocurrency
Y/AE] Exchange Platform
Company Y (Company X)

[4] Qianxin Cybersecurity Threat Annual Report 2024 (FZ{EMREREM B 20245 ERE), February 21, 2025 (202502H21H),
https://www.qgianxin.com/threat/reportdetail?report_id=335
[5] Group-IB High Tech Crime Trends 2025 (Group-IB &#:H%IEE#B2HRE2025), February 26, 2025 (2025%F2H26H),
https://www.group-ib.com/landing/high-tech-crime-trends-2025/
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Supply Chain Attacks

VIBRMEREETKRBEAR

A Stealthy Pathway to Mass Compromise
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Targeting the Upstream

Supply chain attacks were on the rise in 2024
with several major incidents recorded. Instead
of directly targeting organisations, attackers
compromised trusted development pipelines,
transforming authorised update mechanisms into
systems for backdoor creation or malware delivery.
As malicious updates carried authentic digital
signatures, they were interpreted by security tools
as legitimate, bypassing conventional security
measures.

IEHTEED

WEEA2024FEMARMOKER - Tt
BHERENTAKE  ERHRBURIEEBNEtERE
WE - HEEKEEARANCENE - BBEEE
DEWH) - ERARHATRZEHTETERESE o #
ERKEETBRERREGARENRE - MEEE
FRIRRBHES  FHRTEH - EEEGENE - E

TBEREE ZHRAIEE

Asymmetric Advantage

A D

—

A notable characteristic of 2024 was attackers' exploration of new attack
surfaces, whether zero-day attacks targeting edge devices or supply chain
attacks on open source projects. Supply chain attacks offer adversaries

remarkable economy efficiency, enabling a single compromise to affect

thousands of downstream victims through automated distribution
mechanisms. The attack methodology has expanded beyond simple
code repositories to include cloud service providers, development tools,

and even hardware components, placing organisations in a position of

being attacked from all directions.

MELE2HE2024
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BlZ2= Case Study 2
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Sophisticated Execution

The execution of supply chain attacks demonstrates attackers' meticulousness
and patience. Threat actors typically conduct months of reconnaissance before
acting, carefully selecting targets that will generate the greatest downstream
impact. This prolonged presence allows attackers to thoroughly understand
development processes, security controls, and code signing protocols before
implanting their malicious code. By blending into the daily development work,

attackers can silently carry out their plans.

5

FHIREEEME
Open-source
Project
Contributor

il
Update

BEAES

Malicious code

func()

FHRSEERE

Open-source Project Repository

[6] Qianxin Cybersecurity Threat Annual Report 2024 (FR{EMIEL2H B 2024 FER ), February 21, 2025 (2025502H21H),
https://www.gianxin.com/threat/reportdetail?report_id=335
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Bk - BEAEREE  c BEERRERZRETNKERED -
FAATERETERETRMFIEMESBEF IR - £2024

2024, Al-powered cyberattacks rapidly evolved from
theoretical security risks to tangible, operationalised threats. The
democratisation of attack capabilities, once exclusive to skilled

hackers, became more accessible as Al tools lowered the technical

£ APTHSL “UTG-Q-015" BiBR— RS - HERT

barrier. In 2024, suspected Al-generated source code was found

SEUER A TEREAERMREIE o thoh » WEEBEM AL  in an attack launched by APT Group “UTG-Q-015"7. Attackers also
AT SRS BESENN ST EN AR » &aEgE leverage generative Al to craft highly convincing phishing scams

R -

tailored to target profiles, bypassing traditional detection methods.

ANLEERPKZLPRELSESEZEA— The Al cybercrime economy has evolved

BESERENTIE  RINBHEi into a broad and specialised marketplace,

where leaked cloud

B~ REFESERY(LLM) R ~ B

credentials,

Large-Language-Model (LLM) services,
N>kl FU 2 == ki L 43 5
BIETH s EREREETREEE automated tools, custom LLM access

[y

BERURBEANERNATERERS - &
FRAMEERS - TREATEAER
R, FAWHEXERET 5K

=

rights, and compromised Al systems
are openly traded. The emergence of
Malicious-Al-as-a-Service platforms has

significantly lowered technical barriers,

& - ERTKPRIEREE & thEET)
RAATEETERBETREKE -

ATEETENSHERZANEALEENNGHES - ERFNS
RTEBELRESENOFNAR  EEZZE2ATERIF - 86%HIH
BEBET_EANSEHNEATEEERNZR2EMcHp - &
BIREENABREENEE - REEERSRIIGEE - REH
ATERERG  FEXABERNER - m—ERREEEERE - (8
EARBRARBENENZERATERERS  WEEILUEBHE
ANEEER T2 EREREBLERE - KMBINERE BB NBE
H# o FIE - IWAATE B LABRMRMA DA TEERR
EIEER - A TSR EENRE

enabling even low-skilled threat actors to
leverage Al tools to conduct cyberattacks.

Al tools are now widely used to enhance productivity and competitive
advantages, but also introduce new risks to data security. According
to statistics from cybersecurity company Cisco, 86% of organisations
experienced Al-related security incidents in the past 12 months®. One
growing threat is data poisoning, where attackers contaminate training
data to sabotage Al systems and distort their outputs. Another risk
is data theft through model extraction. As companies feed valuable
information into their Al systems, attackers can bypass traditional
security controls and query the models in specific ways to steal
underlying data or intellectual property. Organisations adopting Al must
therefore implement strong Al risk management practices and promote
security-by-design in Al development.

[7] Qianxin Cybersecurity Threat Annual Report 2024 (FREMEEL 2/ ZE2024FERE), February 21, 2025 (2025%F02H21H),

https://www.gianxin.com/threat/reportdetail?report_id=335

[8] Cisco 2025 Cybersecurity Readiness Index (BF2025F 4848 L2 EMHEIER), April 28, 2025 (2025%F4F28H),

https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2025/m04/cisco-security-reimagine-ai-rsac.html

Wre2HE2024

BERFHURAEERREEREPEAA TS ERNTRRE
# - EHPIRERIREA TEEEE B RIBHARE - £20244F
128 » —f@%&% “UTG-Q-015" mMARMEEBIKITINEE » BB
AZREREIMAREEJavaScripti2 =5 « WK E—EREE
BEG4TIA - AEZETEBEEEAY - SEEARRE
A~ BUFRE LU B RIE - TREAERBERENSITER
HPythonB BRI E A TEREERS ©

Although it is hard to detect the full kill chain involving Al during
cyberattacks, traces of Al-generated code may still be identified. In
December 2024, a group known as “UTG-Q-015" launched a watering
hole attack, by compromising the servers to inject malicious JavaScript,
which then infected a web application plugin tool. The attack potentially
affected millions of websites in China, including IT communities,
government portals, and technical forums. Malware analysis revealed that
the malicious Python scripts were suspected to have been generated by
Al°.

size, MEM I

loc failed.')
" J." ]

B— - EmBERBRERES "UTG-Q-015" SERI/KITKE R ERSLE A TEELRShellcodeBRZE

Figure 2. Diagram showing suspected Al-generated scripts in shellcode used in a watering hole attack launched by a

hacker group named “UTG-Q-015"
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A watering hole attack is a targeted cyberattack strategy
in which attackers compromise websites frequently visited
by specific targets. By injecting malicious code into these

websites, the attackers ensure that the code execute

T2 o

automatically when the target accesses them.

[9] Qianxin Cybersecurity Threat Annual Report 2024 (FR{EMELEHE2024FERE), February 21, 2025 (202502H21H),
https://www.gianxin.com/threat/reportdetail?report_id=335

Cybersecurity Report 2024

17



18
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HRTIE

Social Engineering

B UREEE A RS

Weaponising Trust in Dlgltal Age

A2 R D IR SR

From Code to Coercion

RESBXRNEERMER B2 Nowadays, hackers are no longer just

EER  fIESERERE
BEERFNHRIE  AAERKEREESZ
SBEE - WEZELEREMEE - BAPTAH
B E2023F 40 - FFAEIRRAIRG &IWT—&
%\J%,‘.‘\Iﬂﬁﬁ CHEPEEAESR - HE - EE -
 ERETEITHRBEERRRNAKE L)(ﬁﬁ%’ﬁ
EEJTR%%EX@SLJ* R0 EREIE TFRVEIE
TMERTWEE - INERTABEE (VPN)
M EERTe (BEFEM4 - ARERERRERX
TIHRAEAR) BIMABARER - EEEBETL
FAEES A TEERHHBUTHER 1§

ANERAEE - BEEREHERN
HE#ERMSN - hfigei
BHERERE (WHARRRE
EEMRNEKE) BRAEEEE
ERDIERMRIERR - LEHEF
BHRTRE - tbE#ONET —E

tech wizards but also masters of human
manipulation. As cybersecurity defences
grow increasingly sophisticated and effective,
attackers have been forced to shift from
traditional methods, such as exploiting
system vulnerabilities and brute force attacks,
to more psychologically driven tactics,
particularly social engineering. This transition

<CODE/>

MiIREMINE o

A AR

underscores a growing consensus:

ABEREERESZETRIESH—IR

Human element is often the weakest link in cybersecurity

REEEE - TIFRHR
HRTRIBBAAAEOEGINEE B2 - B ﬁﬁu
HE) - FEMMEERESRREERENRIRTHER
RO EEEREIR o DIYRIME AT - IEREEBREMAEAL
(WRE -~ RITHMERBTHF) - USEEEERETREED
DEGUBENR o

Thrives on Trust, not Technology

Social engineering works by exploiting human psychology, such
as trust, greed, fear, curiosity, or impulsivity, to trick individuals
into knowingly or unknowingly disclosing confidential information
or granting access to restricted systems. Phishing emails, for
instance, impersonate trusted entities like colleagues, bank staff, or
government departments to lure victims into clicking malicious links
or sharing sensitive data.

2P Case Study 4

Budget-friendly, yet Highly Scalable

Attackers favour social engineering for its low cost and broad
scalability. Cybersecurity company Sangfor reported that, since
early 2023, an APT group has been using instant messaging apps,
emails and phishing websites to launch large-scale attacks on
various industries in Mainland China, including finance, education,
e-commerce, logistics, and design, for fraud and data theft'®. The
rise of remote work has further expanded the attack surface,
with Virtual Private Networks (VPNs) and online communication
platforms (such as email, instant messaging apps, and social
networks) offering numerous entry points. Attackers can utilise
automated phishing tools to target thousands simultaneously,
greatly increasing their success rates.

A= £ ABLER  HHAREARATSE
REBEEARE

Figure 3. Left: Online image. Right: Fraudulent personal

\ photo created by the hacker using Al.
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[10] Sangfor 2024 APT Insight Reports (R{EBR2024FEAPTER L), March 12 2025 (2025%3/12H),

https://www.sangfor.com.cn/document/a85065d9607f4a66be8c8d84676c0425

[11] Qianxin Cybersecurity Threat Annual Report 2024 (FRHEELTERMZE2024FE ), February 21, 2025 (20255%02821H),

https://www.gianxin.com/threat/reportdetail?report_id=335
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LIE s RARZRGHER

Ransomware Monetising System Compromise

R BINEHE Ransomware Underground Industry
ERHUELEER—ERAWM TERZ » 835 T8 Ransomware has evolved into a sprawling underground industry,
HEEEIIRES) ML « SUS B EE R characterised by the rise of Ransomware-as-a-Service, the emergence
~N > /. 1
of dedicated leak sites that publicly expose stolen data, and the
¥ - & SERSATREYRREDS o
1BENEN BIRAB R ta sh RIIRRO 2 41 IF4NE involvement of initial access brokers who facilitate entry into targeted
PRIZEBNEBRRAS - YR EARIEESRRG-AD networks'®. As observed by INTERPOL, initial access brokers play a
\ RIEERERGT I ERFREA R » FiBIEHYIBESEL critical role in the Ransomware-as-a-Service ecosystem by providing
FTIETEERNKE o EEIIRAERGRIERIET the initial access needed to support more sophisticated attacks'.
. This criminal ecosystem has significantly lowered the barriers to entry
= A S[E o ZRLS MR L
LRAGFE - RIRRS FEESE © MMEEHL while increasing operational efficiency. The relatively anonymous

EAR S - EMEBEREMETES &5 nature of cryptocurrency transactions, operating outside traditional

eSS From Encryption to Extortion
MRS EEERARIERENE Ransomware has transformed into cybercrime's
BAFTE - BEKTREEIE premier profit engine. A cybersecurity
organisation recorded over 5000 disclosed
s KN NS
- 2024F2REARBEHHOE ransomware attacks on enterprises worldwide
FEMREMHER 5 000 R B in 2024, representing an 11% increase compared

2023 ET1%'20 24T » B3R to 20232, However, reported incidents are only B T LR SEAE R EE RIS E T financial oversight, has further propelled this model across geographic
LEREEEK—3 o the tip of the iceberg. boundaries.

B2 H Case Study 5
B IO TR BOR M B B Devastating by Design

MEMERBEFABEYEK | BF « INBFHE c HEEFIRIE  Ransomware attacks follow a brutally effective methodology: infiltrate,
TS EE  SERBSERESE WRAER - 4% T encrypt, and extort. Attackers attempt to gain initial access to a
N N victim’s network, whether targeted or opportunistic, through various
IR ET 182 H IR IAEEE « —BINEE -
BRORAE) RESREEMEMNaEE RIEIE techniques such as brute force, social engineering or phishing. Once
=N > =]
IR EBERBEREZRIER - 4 SRR A RBMEIRE £ inside, they may remain undetected for weeks or even months before

EEMZEIER - deploying encryption tools across critical servers and databases.

IRRShETHEGENIEE T#EiE, FR  ENREEaIskiEE Modern ransomware gangs employ “double-extortion”  tactics,
HEZE  TRESEENBEEXAES  SOrEEE L AR exfiltrating sensitive data before encryption and threatening to
- N _ _ publish it on the dark web if ransom demands are not met. Even
BEEN - BE - HRVEEURA (Z2HF Uk HEY more aggressively, some gangs now adopt “triple extortion” or even
R, K E—SBEERATMMES - SEBLRINFE “quadruple extortion” strategies to further pressure target companies

(o EEEEMS  BREEXNES  HOEmEREEE  into paying. These calculated methods leave victims facing impossible
% R ERTRIEAN S EITE o decisions: whether or not they pay the ransom, they risk operational

4 7
paralysis, reputational damage, and financial loss.
> o E&d
| . = ==
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(via social media) portal Vulnerable Server e
l Ransomware

«» -

© s

Ee -

Ransom SRER

N 7
Sensitive Data

N

TEME
Victim Company

[13] Group-IB High Tech Crime Trends 2025 (Group-IBERHIRE#BE44R%2025), February 26, 2025 (2025%2826H),
https://www.group-ib.com/landing/high-tech-crime-trends-2025/

[14] INTERPOL Asia and South Pacific Cyberthreat Assessment Report (BIFRFIEE BT & F AT E MR B Z TG IR E), Aug 2024 (202448A),
https://www.interpol.int/content/download/22308/file/Asia%20and%20South%20Pacific%20Cyberthreat%20Assessment%20Report%202024-4.pdf

[15] “Attorney General Mike Hilgers Files Lawsuit Against Change Healthcare for Critical Failures to Protect Consumer Data and Prevent Against Harm from a Widespread
Cyberattack” [#@RRER - HEEH (Mike Hilgers) ¥fChange Healthcare $2HaF:A @ IR ETEIRE M B & BUSTIRS L KRS RIS RS B A EFERRE K], December 16, 2024
(20245128 16H), https://ago.nebraska.gov/news/attorney-general-mike-hilgers-files-lawsuit-against-change-healthcare-critical-failures
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[12] "Ransomware Yearly Report 2024" ($1ZRRGFEERE2024), January 13, 2025 (2025418 13H), https://cyberint.com/blog/research/ransomware-annual-report-2024/
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EFBBRE2TE Hong Kong Cybersecurity Situation

BRIRERREEKEFR

Destructive Cyberattacks

FEEELLEIE
Key Cybersecurity Figures

1 A\BA%EEE Hacking Activities

B4 4EIEALS

AL R ~ 2024 FRFIBING5%E6 1R
@Z%'l‘%ﬁﬁgﬁiqéfg Increased by 65% yea:on-ye:r to 61 cases in 2024
Over 440,000 pieces of

cyber threat intelligence directly
targeting Hong Kong

IERAEIRAE2 5508 8T

Causing total losses of HK$ 25.5 million

2  HEHM Ransomware

2024 F IR FIRIN—EEA6R

Doubled year-on-year to 46 cases in 2024

2 S00EIBAEEE TR
25 million pieces of
cyber threat intelligence

H20244F - HRENEREIEBIE2 5008 BEREEE f-- p L _

22 R[7 4 7 868 0001&] e -~ Re¥EEEEEEI3 880E BT

Z8W - e HEEBR IEIE © 1 ~ The highest ransom demand reached HK$ 38.8 million.
In 2024, CSTCB processed over 25 million 'l

pieces of cyber threat intelligence, averaging
over 68,000 pieces per day.

Lockbit » Phobos + ALPHV/Blackcat 1 Trigona &

2024 FEEBRTRNHRRERIE
Lockbit, Phobos, ALPHV/Blackcat and Trigona were the
most active ransomware families in Hong Kong in 2024

3 DR P AR B B

Distributed Denial-of-Service (DDoS) Attacks

BRBFH2023FMBREN LA E2024F K557

Increased from zero reported case in 2023 to 5 cases in 2024

BREFHEI4608ET

Causing losses of HK$ 4.6 million

EEHANNARLE2RET - 89%WEFES

AP 4R £ £ o . 1 | GBS R ARG - 3 N R
AAREIR PR W TREE SRR BREUNITBER2TL - BELR=(EME :
p H | S H | N G EEEREININEER  ARBEHIOT R CSTCB'’s analysis of cybersecurity incidents consistently

% URERENERHERE © identified three recurring problems:

Among the identified system vulnerabilities,
2 8 O O O O + 89% were classified as medium and low risk,
J

while 11% were deemed critical and high risk,

including credentials leakage/compromise, FEUEHIFIRERRE
hijackable subdomains, and exposed cloud Inadequate access

control and
storage. configuration
E20244F » SRITHSRITE ESMEEARE REBR B RER
NEZERIEHZRERBENTE  H Outdated and
2B FBUT o unpatched systems

In 2024, the banking and finance sector was
the most frequently targeted industry among
critical infrastructures facing cyberattacks,
followed by the communications sector and

the government.

24 Wz E2024 Cybersecurity Report 2024 25
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BHEBEBRETE Hong Kong Cybersecurity Situation

REB BRI
Cyber Threat Intelligence Analysis
65.2 %

RS A=
Phishing I

SRR ERIERV AR R B 1B ER
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EBIBRT 2T E Hong Kong Cybersecurity Situation

HREHEZH2024 Ethical Phishing Email Campaign 2024
ar HEERNEEEEHAIHEERARAT (HKIRC) &¥F In the Ethical Phishing Email Campaign 2024, co-organised by CSTCB
m|_.| 3'5%’]' Eﬁﬁ%mﬁﬁ B THAEIMETE2024, - H78%HBEEEE T/ and the Hong Kong Internet Registration Corporation Limited (HKIRC),
What CSTCB Observed _ e : . around 78% of participating organisations had at least one employee
ARTERETHRER  WRENCHBBEEREEA clicked a phishing link, potentially exposing the organisation’s network
BB REANERIFIZENEGRATY  BINE to intrusion. Among the simulated phishing emails, those impersonating
O {Fi8iB3 300 E T e AELE » HFm330&4ETFEAE Human Resources departments were the most effective, successfully
S AEE E EE T EURER o luring over 3,300 employees to click the phishing link, with more than

330 of them uploading sensitive information to the phishing website.

EINER2 5008 RMAEMEE FHRT - FEIERIEHHRILAY

e \ WhatsAppt& 5 5% WhatsApp Hijacking
440 0001E (1.76%) #HHEFBRIIBIR l
H2023FEE2024F4)HAM - AEWhatsApplREEEZEH  From late 2023 to early 2024, WhatsApp hijacking cases saw a significant
Among the 25 million pieces of cyber threat intelligence collected, CSTCB identified BEE Lo 152 989% TESHM, BET « HBWhatsApp  Surge in Hong Kong. Among the 2,989 “Account Abuse” cases, 2,547
approximately 440,000 (1.76%) specifically targeting Hong Kong ESHIEE M S0 BATS . MBASEEEET 350857 o & involved WhatsApp hijacking, with total losses reaching HK$73.5 million.
. Scammers primarily used two types of phishing-based adversary-in-the-
EERFLUBREHANME TREAKE, FEARIRE middle attacks to compromise user accounts:

AR TERR Smishing
XA EREINEANT B - WEEERE AEIRGERLE_ EEA TR
15 & WhatsApp&iaahs o

Scammers sent phishing text messages containing links to fake websites,

FEp s )=2) Phishing

MERIFARIBEEE SHENBLEZ EHRP » BiB65%HE4LE) Over 65% of Hong Kong specific cyber threat intelligence handled by
SIEEER o =2 0 2EHEHFRIB2SE T B B ALBLK CSTCB in 2024 was related to phishing related activities. In other words,
. . over 280,000 phishing-related threats targeting Hong Kong were

HEEmE AW F AR SHIE o , JIEHE4
IREREIRH o é%é%,ﬁﬂ}ﬁ—ﬁ&}fﬁﬁ’\ﬁ%ﬁ,’é@) _dﬁﬁb ER detected over the year. Phishing techniques can be used to conduct
WEHAL © BRTBRNE - BENARENERITEZERR : scams or serve as entry points for broader cyberattacks. Beyond their
{KEERASERUAS ~ (EEATFIHE « BREIETARIERE - LUK ATERE  high success rate, phishing attacks continue to thrive due to multiple

REIAKE
Adversary-
in-the-middle
attacks

tricking victims into entering their phone numbers and WhatsApp verification

codes on these fraudulent sites.

H=ME(E (SEO) H%&
Search Engine Optimisation (SEO) Poisoning

BIRENWhatsAppBEAEH ' THEESHREKES - EAFES

RATHIHIE o factors: low development costs, minimal technical barriers, ease of
large-scale deployment, and the emergence of Al technologies. WhatsApphs - BFFRIEHIRTEESERS AR EAERANETHE
RiFHER M - —BEREER  REJUBHEFIRE - BaEHR KRN

Scammers created fake WhatsApp login pages and promoted them through
advertisements on search engines. When users search for WhatsApp, the
fraudulent sites appeared in search results. Upon entering these fake websites,
users were prompted to scan a malicious QR code. Once scanned, scammers
could hijack the user's accounts and impersonate them to defraud their friends

d family.
EEERL2ERIHATO(HKCERT)E2024E £ EE12 536 In 2024, Hong Kong Computer Emergency Response Team and-tamily.
SRR - HPRAGREERZESNR (7 8115 15 (HKCERT) handled 12,536 security incidents. Phishing accounted
62%) - BE20234 LF108% - 21804 0592216 o for over 60% of all c.ases (.7,811 cases, or 62%), rep]reesenting a 108%
increase from 2023, i.e. an increase of 4,059 cases'®.
TEFEAR S Botnet

ERAKREIEMNEEZ (5 EFEENHELEEZBERY Botnet activity ranked second, accounting for approximately 17% of
17% o FBERAE4& B F) FA#EC 215 IR 2Bz &4 1 S R e 2 i cyber threat intelligence targeting Hong Kong. Botnets generate profit by
L leveraging compromised devices controlled by Command-and-Control
REF) - RABEEAARICESFHNED BRI IHITES . S C : :
N . (C2) servers, masking the identities of cybercriminals while carrying out
o N 4 & = 2 o 1 Xy . . . .
ot - DDOSEMAE LIRS ARELE - IRZ LR EIE large-scale attacks such as spam distribution, DDoS attacks, and online

PEEAE (loT) BEREMNEI - MESEXTEEXER - scams. The growing number of unsecured Internet of things (1oT) devices
AREEZIRMHOHABENEE - has significantly expanded the potential attack surface, providing threat
[16] “HKCERT Unveils Hong Kong Cyber Security Outlook 2025" (HKCERT 8% &#EMgRERE 2025, ), January 20, 2025 (20254 1H20H), https://www.hkcert. actors with exploitable resources.

org/press-centre/hkcert-unveils-hong-kong-cyber-security-outlook-2025-phishing-hits-five-year-high-vulnerabilities-in-supply-chain-and-ai-content-hijacking-emerge-
-as-key-risks-over-half-of-enterprises-fear-cyber-attacks-on-iot-digital-signages
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Lockbit

Phobos

Malware

Malware-related threat intelligence accounted for approximately 4.4% of cyber
threat intelligence targeting Hong Kong in 2024. Ransomware remained one
of the most concerning forms of cyberattack, both globally and in Hong Kong.
Cybercriminals deploying ransomware have adopted increasingly aggressive
tactics, infiltrating organisational networks, encrypting critical data, and
demanding hefty ransom payments. The following ransomware families were
frequently identified during CSTCB investigations:

ALPHV / Blackcat

Trigona

HERBNERREEICENES - REEWME | XNESZR
MESEAREBIRENAINER - MBRKEER:

CSTCB strongly advises victims not to pay ransom for two reasons:
first, payment does not guarantee successful data recovery;

second, it funds and empowers criminal organisations

- GBRICFEEE

BRT#RRMAN - KEEBOEBENITE - HFR
it BARBRMNRERG - EEREKE, 1 T
K&, (LOTL) il o BT AR THHEARINE
- A RERRE—RREE BRI R IR (RRI R o

Apart from ransomware, attackers are turning to more advanced methods such
as specially crafted, evasive malware, fileless attacks and living-off-the-land
(LOTL) techniques. These approaches leave fewer detectable traces, potentially
reducing detection by standard threat intelligence collection mechanisms.

my
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Fileless attacks

BEERER —BIMMRBEESTATESR (W “exe” =
“di” HHER) NRERKRERIN  REENRARAENTES
HEERAEARTIRENTERENS - MR B TR -

M2 HE2024

A fileless attack is a cyberattack technique that does not rely on
traditional executable files (e.g. “.exe” or “.dllI” files), but exploits
built-in system tools or executes malicious scripts directly in system
memory, leaving no trace on the hard disk.

E¥SRERE - HAMBLE
BEEFERKREBEHE LTTBS - BNARSERES
HIEEEIR © 202445 - BEEEHRIFFO1TR TANRARGE
B, B IREEME5% - BIEASEEETEK2 5508
TR - TBERWME) EMHEMT —F  ETI6RE
- PREFESEBES 8808 TT o "D EFHENRFE K
£ (DDoS) 1 HAR2023FHNERIGINEI2024F 15
R EMEE4C0BTTIEK - EEEEERERRETS
HNEBRRENEE

IEREEEBREERKX  ERNKRENHEHEER
b BEEENERRRE—ESASENEE

Effective Defences Prevail Against Frequent Attacks

Although cyberattacks showed an upward trend over the past year,
the overall situation remained within manageable levels. In 2024, the
Hong Kong Police Force (HKPF) recorded a 65% increase in "Hacking
activities” incidents, with 61 reported cases and financial losses
amounting to HK$25.5 million. Concurrently, "Ransomware" cases
doubled to 46, with extortion demands reaching up to HK$38.8 million.
"Distributed Denial-of-Service (DDoS)" attacks rose from zero cases in
2023 to 5in 2024, resulting in losses of up to HK$4.6 million. However,
DDoS remains a relatively minor threat in the context of Hong Kong's
overall cybersecurity landscape.

Despite the large volume of cyber threat intelligence collected, the
number of successful attacks remained comparatively low. This notable
disparity reflects an encouraging fact:

=N Bl
FEASUERRE BB ENRBRE

Hong Kong’s robust cyber defence mechanisms

continue to perform effectively against recurrent attacks from threat actors

ERRRHEHERBARZE2EBNEYKT  TERE
SRENMEE RIFESIRE - REEEHBAT « RTAZHEE
DNRZTTIHIEERBIRIE BRI R ©

BEERSCADE  CEBT2HBERSE - Tk
B RMLARFEREMIE - WEHTEREEN
B o

This reflects not only the effectiveness of cybersecurity awareness
across society, but also the combined effort of various sectors in
maintaining cyber-hygiene. It also marks a collective achievement
driven by collaboration between the government, the public-private
sector, and the general public.

While these results are encouraging, the cybersecurity landscape
remains complex, dynamic and full of challenges. We must all remain
vigilant and resilient in the face of ever-evolving threats.
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Cyber Threats to Critical Infrastructures

EEZEERT  BERBENESRPO - BRMENESE
i TREENEERBZOEN  SEREHLESR &
A ERMRAHERRERS - —ERORBEIBIEKEM
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MAREEREML - EERETMMESERIEZERRE
HEEBENEEEET - M3—&EREMCLE (URLs) 4
REE@ERL (P) il - JREFEANRRLZIRE - MUER
BLEERPEREENRREIE
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Hong Kong, recognised as a smart city and a global leader in

commerce and finance, serves as a vital hub for international

shipping and trade, as well as a centre for essential professional

services. These functions rely heavily on its advanced transportation,

telecommunications, financial, and utility

infrastructures.

Any

disruption to these core services due to cyberattacks could result

in significant economic losses, pose risks to public safety, and

undermine international confidence in the city.

In view of the persistent cyber threats targeting critical
infrastructures worldwide, CSTCB regularly conducts Internet-
facing Assets Security Assessments, which aim to identify
potential system vulnerabilities in Internet-facing
assets of critical infrastructures, including Uniform
Resource Locators (URLs), domain names, and

IP addresses, to ensure their security and

resilience.

In 2024, CSTCB assessed over 90,000
Internet-facing assets belonging to

critical infrastructures in Hong Kong

and found that 5% had varying degrees

of system vulnerabilities. Through the

established notification mechanism,

all critical infrastructures addressed

the identified risks in a timely manner,
emphasising the importance of ongoing
proactive assessment and monitoring.

AR{EELFERRIE Medium and Low Risk Loopholes
ZREERE S B EBASNEN I A EREERIE - BMA TR BEEREE

TRRGE— S HEEIE -

These vulnerabilities are less likely to enable direct cyberattacks but may still be exploited
for reconnaissance activities, which can facilitate further cyberattacks.
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Mail server in blacklist

BEEERRE FNBERE
REBWIIARBE - BRZ
FRFBAIREEEWARL RS
TBEEHAREEO—ER D ©

Email servers belonging
to critical infrastructures
that appear on blacklists
may indicate compromise
and possible integration
into a botnet.

B ERERE
Certificate authority
issues

YR BRI
Invalid or outdated

cybersecurity
certificates.
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{REZECIE/
FREREEE
SSL/TLS issues

A EE RS
RREmE . BEHMER -

cipher suites or
cryptographic

keys in Internet-
facing assets. purposes.

Izl |
Exploitable port

RAEPREIAYIH O AT AE
BRFARERTR
Use of weak B o

Unrestricted ports
can be exploited
for malicious

= &SR ERE Critical and High Risk Loopholes
SRR EEYEELSTREKE YN EEER NN E LSS REANTE

These vulnerabilities are likely to allow threat actors to launch cyberattacks directly and may have a
significant impact on the normal operation of critical infrastructures.

REEINEEE
Credential Leakage / Compromise
EREETHATRNENESE
—BiNBERER - WBEA
AIFE LR IREEERRER
& BRERTZEE °
Leaked or stolen credentials,
whether from staff or
public, pose a major threat, as

they allow attackers to gain
unauthorised access to critical

BREBENEIRFEERS
Exposed Cloud Storage

RETENERFFREES
BREMIMRREZREREL
2 pABREEREBRNER
R e N B 4T LUAR R BUR
5 -
Misconfigured cloud storage

services increase the risk of
data leakage and cyberattacks.

RN Fi %

Hijackable Subdomains
FENFRATEEREES
BHARETHAKENFR
TEE - RIMEEHRINRIRRAE
B o

Unused subdomains can be
taken over by attackers for

the

malicious purposes, such as
phishing or fraud, highlighting
the need for enhanced domain

FR{EE /R B
Medium and
Low Risk

RENEENE

Exposed web interface

PERS B A RIEE T
HHE L (BN A AE
HMWEAER) LEH
SMAR o

Internal or sensitive
systems hosted on a
publicly accessible
webpage (e.g. login
portals for system
control).

M BEEZRENME ER5
AR ZERENRREFRD M

Risk level distribution for High Risk
system vulnerabilities identified
during Internet-facing Assets
Security Assessment

systems.

e keEkER
Critical and

Stronger access controls and
encryption measures  are
essential to protect
sensitive data.

management.

-

EEHANNARLRIREFR - 89%REHHERATERR - E11%EES
EeRE& - TEEEERRIINSHEER - IRBHNFEHE - U
R R BNEIHEFIRE o

Among the system vulnerabilities identified, 89% were classified as
medium and low risk, while only 11% were categorised as critical and
high risk, including credentials leakage / compromise, hijackable

subdomains and exposed cloud storage.

~

SERREAER - A RENARSR
EREHEERER - HERETER
HRFTH T EKTF - RAREH IS
PRz - SHEBRE

After the vulnerability testing, all
identified system vulnerabilities were
promptly patched, and the affected
organisations have significantly
enhanced their system security levels. To
effectively mitigate such cybersecurity

risks, organisations should:

EHETHRERERS  HLEFERLERRERF -
Regularly review domain configurations to prevent
subdomain hijacking.

HERFERBEMINE - WERILERIRH
FHEREHE -

Apply encryption to cloud storage and
implement strict access control measures.

il E E RSB IRBUR - WA ERE -
Enforce stronger password policies and enable
two-factor authentication.

J
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MR EEENEEER

Cybersecurity Awareness and Preparedness

2024 FEEEMFZIEZE
2024 FEEEMERIE MBI B S A B T R E W 2024 FEEEMRZIEZE
DO P B ZEIEA BB B A FENEEER BB B BEREREEN

2024 F ERERER MBI e ZEEBRARRRERER Survey result on distribution HERRESR

BEZEMENRATELS REELERNRAEER Survey result of critical of critical infrastructures Survey result on the nature of

Survey result of critical Survey result of critical infrastructures on the frequency encountering cyberattacks cyberattacks or cybersecurity
infrastructures on alertness infrastructures on cybersecurity of cyberattacks or cybersecurity or cybersecurity incidents by incidents encountered by critical

to cyber threats in 2024 preparedness in 2024 incidents encountered in 2024 sector in 2024 infrastructures in 2024
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The survey also revealed that 55% of critical
infrastructures (Cls) had experienced at
least one cyberattack or cybersecurity
incident in the past year. Among them, 15%
of respondents reported facing 16 or more
such events in 2024.
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,%gé n»ﬁ,% ,Q‘:l:tu Lessons Learnt

RO P RBBERYTESEERRKBEREE - 56T
ITBENBRTREY - PERUSRTEE S E RS
BHNAGZRREE  PHEFNEHMNEERR « AGBRE
KER - URRBREAZ SIS o FELLENEREEREUT
BAKALRI o

Proactive analysis of cyber threat intelligence is vital for preventing
potential cyberattacks. By reviewing past cybersecurity incidents,
CSTCB has identified recurring system vulnerabilities across different
Hong Kong organisations, particularly inadequate access control
and configuration, outdated and unpatched systems, and the lack of
threat detection mechanisms. All enterprises must take these critical
system vulnerabilities seriously.

1 EE—  FERUEGIMNEERE

Problem 1: Inadequate Access Control and Configuration

BH2020F MR LUR - ERFAANELE (VPN) B
BEnmEEBE (RDP) BEFNESHER  MARGAREIER
RUBSIIG o

£2024%F - PBRENBRERUEEFETBMETZEEN KK
EVPNEREEARDPLUERCRERENEEE

Since the remote work surge in 2020, Virtual Private Network (VPN)
gateways and Remote Desktop Protocol (RDP) connections, due to
their high system access privileges, have become key entry points
for system intruders.

In 2024, CSTCB found that threat actors continued to exploit
two primary vectors to target VPN gateways and abuse RDP for
unauthorised access:

wEENEIAEARNBRARBHKE (CVE) FARMERRE » EREVPNAI
RDPEREREHREMIFEE - (CRRARARKE - EERBERFECELER

| ® | MR - ACERERER -
. Attackers rapidly weaponise vulnerabilities published on Common Vulnerabilities

RIEFHRRR

Unpatched

vulnerabilities

and Exposures (CVE) platforms to target unpatched VPN and RDP infrastructures.
A significant security gap remains in the time window between public disclosure and
organisational patching of these vulnerabilities.

WEETARISRBHIARRS - 85
HE—BEARETROIKE;
ERINEBBEETRBERKE;
ERERIARZFEANTHRETEREERE | UK
EFERETAXPENRES) - DEREERABRNSDEE

Credential-based attacks remain an effective method for compromising systems:
. brute force attacks on single-factor authentication systems;

JREEIEE . credential stuffing using leaked datasets;

Credential-based

. password spraying with common or easily guessable passwords; and

attacks . spear phishing campaigns designed to harvest authentication credentials
from privileged users.

[ BEE7 K E

BT RE R —EEERE RN - WEBEEMN AR
HEBEREEAHTESNARANERES - BBEAET
ERABLE AR TS R B 8% o

Eit - #BLABRERNARLEREEERE - RFHNT
ZEDEMRFHERSR - WEI2HENEEERES - DURESH
BB o

Wre2HE2024

Credential stuffing ]

Credential stuffing is a cyberattack technique where attackers
use usernames and password combinations obtained from other
websites or data breaches to automatically attempt logins across
multiple websites or services.

Therefore, organisations must implement rigorous system
vulnerability management processes, enforce mandatory multi-
factor authentication (MFA) and account lockout policies, and
establish comprehensive monitoring capabilities to mitigate
cybersecurity risks.

B2, Case Study 6

E20245F 7R - —EAMAERBERDRRIEKE - &
THAMERREEERAEFRERCAIE (UAT) &40t - HERE
™ REEEBEENERLAMES (VPN) EREARR
- RINERERN ShE) IRFETEDES o

BIhERERER - WEBEERETEDRE  BARRRE
Pl - AEAEEERER - BRRITER "Water) H#HER
4 (BR%E% "Phobos) MENRIRMEFETE) ETNE -
RSB R

RREMET - SHHHNIERRBETHERERE » fef
RRBERMUEBEIVER - EREZAIERNIRE - FTAHK
BEEZERERKE - RERKEERS ERE » MRS
RHMW AR - LHETAR T 2B RN

In July 2024, a local organisation fell prey to a ransomware
attack that affected its User Acceptance Test (UAT) systems at
two different sites. Investigation revealed that the attackers had
compromised the system via the organisation’s Virtual Private
Network (VPN) gateway by successfully authenticating with a
default "guest” account.

After gaining access, the attackers moved laterally across the
network, disabled system security controls, and deployed
“Water” ransomware (a variant of “Phobos” ransomware) using
automated scripts to execute simultaneous encryption, which
disrupted the organisation’s operations.

This incident demonstrates how simple credential-based attacks
on external remote services can grant attackers network access
and enable destructive attacks. All organisations should disable
default accounts, enforce multi-factor authentication (MFA) for
remote services, and retain sufficient logging to support system
security monitoring and incident response.

5 Password @

BB BERK TIE, IRE
Threat Actor Default “Guest” Account
m" ERFAA KB
VPN Gateway
Water $hZRE4

Water Ransomware

FARAZ A R i

Disable System Security Controls

‘
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ERRE FRRERICRIE A

Production Environment

UAT Systems

'

L8 L8]

Infected Hosts

[ WaterghZE &4

“Water” ransomware ]

Water#hEF#HEE B Z=BHPhobosEI =K ER—  Water ransomware is a variant of the notorious Phobos
E#7E o TWater, BELBRERKESZNZ X {41% ransomware family. The name “Water” likely originates from

MIANEY “WATER” 1&ZREIEH ©

the “WATER” file extension appended to encrypted files by
the attackers.

Water#h Z R aFEM HB RIS E T EEREEITIX Water ransomware primarily targets weak Remote Desktop
B8, G0 E R A RS A TR A R R B E Protocol (RDP) connections and often uses Virtual Private
I - EENEERLMEREREE - KEEFEASR

EMEREE » wRRMUMZBERSMEE - EFREEH disables recovery options, and demands ransom payments in

RPEEBTEREUS -

Networks (VPNs) or proxy servers to hide attackers’
locations. It encrypts files using strong encryption algorithms,

cryptocurrency, leaving victims with limited options for data
recovery.
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2

RMEBHRMENERZRNETEREER - BEH
E2ENK  BRLERBREERATEFENZKLZEZRE -
BaKEEREELEAGIITR o

B | RATER B R EH

Problem 2: Outdated and Unpatched Systems

”‘%%ﬁéé‘ﬁ?

II\\IU\

unintentionally exposing these weaknesses to attackers.

cyberattacks. When manufacturers release security updates, they

are effectively disclosing system vulnerabilities in older versions,

20245 HFHERRIREENR

(NAREMBRFNZERE

Unpatched firewalls and legacy systems remain prime targets for

B 2R RIS —ERAR -
BREMRERRE  EENA)

ERMEFEBR - &
BEENARE - RRFEMRZH

BB EERENELENAMRERBNEE ZH

MEEARE

Two critical vulnerability patterns

In 2024, CSTCB observed two critical vulnerability patterns:

(1) Unpatched and Outdated Security Systems

Firewalls and security systems are an organisation’s first line of
defence. However, if they are outdated or not properly maintained,
they can become potential points of intrusion rather than
protective barriers. Organisations that fail to apply timely updates

leave themselves exposed to well-known system vulnerabilities.

\
\1/
=5 |
L]
(2)1BIFAHE (2) Legacy Systems
*wm*uﬂﬂﬁmtéﬁwb B AGEFEEAEEZERAE IR BT R Legacy systems face significant cybersecurity risks,

Unpatched and Outdated
Security Systems

EAE - EBRFSTRINE

E(BUANERE I ANREAH(REE)

B2+ Case Study 7

2024558 - —BAMBERBEINDRREKE - RER
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BEENA—EFEREVPNARNERERE - BEHENAH
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HELRRERENENRREEBR - BFEMEXEE M
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In May 2024, a local education institution faced a ransomware attack.
Investigation revealed that the institution had not updated its firewall
for over a year, leaving known system vulnerabilities unaddressed.

The attackers exploited leaked credentials from an inactive VPN user
to gain access to the internal network through the institution’s public
VPN portal. Once inside, they moved laterally across the network,
targeting critical servers such as the Domain Controller and File Server.
After successfully escalating privileges, the attackers attempted to
deploy ransomware, encrypt data, and demand a ransom payment.
Fortunately, endpoint protection and antivirus software on some user
computers successfully prevented the ransomware encryption.

This
compromise an organisation's overall security posture. Organisations

incident demonstrates how an unpatched firewall can
must implement a robust information security management policy,
including patching management, to ensure that firewalls and other
critical network infrastructure components are updated in a timely
manner.

A —mo—a —
RIEERIG NS
Unpatched Firewall

B&EE

Threat Actor

ERENEEESE

Leaked credentials
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XA EBRER

File server
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BREME RInERE

Ransomware Endpoint user
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Domain Controller
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BRER

Sen5|t|ve Data

BRFREG

Legacy Systems

e URARBEERENARZERE

including a lack of security updates and qualified

maintenance personnel, inadequate modern security
features such as advanced encryption and hardware
protections, and exposure to publicly documented system

vulnerabilities in open databases.

fE2/\ Case Study 8

20245120 - —EAMERIEEIRARR100EEFIRE
WNR - BB IRP A FETAREIAERIRIE - SHERS - R
BERNKEBART ZADNAHHEERRS - LT TEEN
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R - E— P HEEAGNBEERRISETERRE © AEHR
ZRBBAERS B FEREAR TR AERFERES

In December 2024, a local financial institution discovered that more

than 10

used to carry out unauthorised transactions.
that the hacker had gained access to the company’s public-facing web
server through a brute force attack and deployed malicious webshells

to esta

conducted reconnaissance within the internal network, including port
scanning and privilege escalation, enabling lateral movement to critical
systems and database servers. Investigation revealed that the company
was still using multiple legacy servers with serious system vulnerabilities.

O client accounts had been compromised, with some accounts
Investigation revealed

blish system access. After the initial infiltration, the attacker
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Threat Actor
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Brute Force
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Web server
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HiEERARSE CBR)

Critical Systems and
database servers (Legacy)
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BRELESNE
Malicious Webshells
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Privilege Escalation
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AR B R T AR ?
3 ERE= | REREE (BRI How to Assess if Your Computer Has Been Hacked?

Problem 3: Lack of Effective Threat Detection Mechanism

BEEEFNENEE  SINIARBERRHAEENEAME °
Check for unusual login activity, such as unknown user accounts or logins from unexpected
locations.

REBAFARE  SENTBEEXRBEEREE - ZEEZFE  According to CSTCB’s observations, victim companies often lacked

BES A BB AR ALELE T+ SR SRR o effective threat detection mechanism, allowing threat actors to
infiltrate and remain undetected within their networks, sometimes

with catastrophic consequences.

SEMEBIYEEPESH A e B HI B RIINEEM - i On average, it took victim organisations 258 days to identify
R RS AN RS B B S B E T 292 B A A S and contain a data breach. For attacks involving stolen or leaked
BIE7 o BEIE RN 2 R o HiE - _ credentials, the detection and containment period extended to
e © BHERINRERAHEER - SRR AE 292 days'”. The longer it takes to contain a breach, the higher the
= o FHIt - BELANER AN ENEE - RTE RN cost of damage recovery. Organisations must deploy robust threat
EHETE (SIEM) 25 RIEEERFERE (EDR) #7522 .  detection capabilities, such as Security Information and Event

DUARAT T B 2 S R 5 P i o S A (B A IR o Management (SIEM) systems and Endpoint Detection and Response
ERRAGIREE - RERIEREESBNELR

(EDR) solutions, to shorten attacker dwell time and reduce potential
%N Case Study 9 i _ _ -
Pay attention to frequent system crashes, sluggish performance, or sudden inaccessibility to

FE20244F38 » —EAMIELFEEE B THEMAILE »  In March 2024, a local non-profit organisation faced a ransomware files or services.
EHASEASEREE - BBANREEE:  BEEEIE attack, resulting in the leakage of a large volume of personal
D02 RERN T — & i E B R AR - 1Bk data. A subsequent investigation revealed that the threat actor

BEAM LRERTETHRGNAREREEAERFTET

Watch for unfamiliar software installations or unauthorised programmes running on your systems.

BB A SRR B S R B BB MERUE BT ©

Look out for suspicious network activity or unexplained spikes in data traffic.

BERERTHAARRERDERCIRENE R THEX ©
Watch for changes to security settings or system configurations made without authorisation.
harm to the organisation.

had initially gained access to an Internet-facing server in 2022

BEMERKER - EERBENERBERN - WEEET Y and remained undetected for more than two years. During QD %ﬁ;@\ %{I'%BZ %_'- k'f% %H?

ETEZNER - FABRAKRLET - WRAIEIHEIRIEL  this prolonged dwell time, the attacker conducted extensive What to Do If Your Computer Has Been Hacked’p

L ARG L o reconnaissance, disabled network security controls, and ultimately ’
deployed ransomware across multiple systems. s

FERIE S HMERBRELASATEENNEPR—ERRESIZES The investigation concluded that one of the root causes of this

s \ . ity inci iV S UL 4 =

S A S A RS RIS - LUE R TISERAEE) B R st:;/er: cy:etrse:.urlty |n;|de.nt waTshthe org.an:;atlons lack b(|)f 1 IlLEDZJ%ﬁled\/EnX1%EI‘JLE%§;§T§EdOd f ) )
effective detection mechanisms. The organisation was unable mmediately disconnect the affected device from the network.

s = [ == 5 SEAE L=y

REARRAATRAEABE - BENECHBEEZA to identify suspicious network activities, monitor anomalous >

ZERZRLE - SEERUESRRERNIT R REFEERER login behaviour, or detect suspicious lateral movement within

ERARRLZERE  BREBERS o its environment. Had proper threat detection systems been
implemented, the organisation would have been able to identity EEDT@E&%EFQ%@@EH&%%% o
and remediate the system vulnerabilities in time, eliminating 2 T . .

Immediately inspect and clear compromised computers and terminals.

potential threats before the ransomware was executed.

\J E ——
A . .y AR
a A 2 UREHAERAGEEA
[ ]

Immediately update and patch all identified system vulnerabilities.

BEE
Threat Actor > g
- <
g B Ny IS ey
=== 4 ETRENZ2EE DSBS EMG S REEENTIA -
=] ey QQ Run a thorough security scan to detect and remove any malicious software or unauthorised tools.
- o~ | S |[TEB- |
= HMERE )
BRAY mEER Deployment BERMG SRR Ny,
i Ransomware ~ “SRRE [V
HEFERSE Malware environment Infected Hosts
= SR B
b o re o~ oL e A S R B 4 T [ S S 2
Web Server and security tools 5 B ENERREEN » WHRRZFZENEDHPERITZENRE °
E Report the incident to relevant parties and authorities, and restore affected systems
[17] IBM Cost of a Data Breach Report (BMEUESEERALRE) 2024, July 2024 (202467 B), https://www.ibm.com/reports/data-breach using clean backups.
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MEREERER

Professional Advice on Cybersecurity

PN

Cybersecurity Tips for Individuals

BREREERERRET
Create strong and
unique passwords

EBRRREaXNEFE  BFEREK
RN EMEZRAS - YRRATERE
EEFERERNER - TREMAERE
BETH Z2REFREELEREAR

2%
aZ ©

Use complex passwords that combine
uppercase and lowercase letters,
numbers, and special characters. Avoid
reusing the same password across
different accounts. Consider using a
password manager to securely store
and manage your login credentials.

REFERITFNASRTRG
Install reputable security
software

REAEE EERASERNLERE R
Kt o HE LAV R ERERBER
B - EEEHRHERBERENERN
BNBFERFETNAE ©

Use trusted antivirus software and
firewalls on your personal devices.
Many free or affordable options are
available that provide essential malware
detection and real-time protection.

00 0000000000000 0000000000000 0000000000000 0000000000000000000000000000000000000000000000000000

Wre2HE2024

xEBC, REERER

Protect Yourself, Protect Your Business

RS BT

Enable multi-factor
authentication (MFA)

MAZERZMIERBHERE > LHE
5 ESRITIHARERSFEERS - B
RN Z EREBINEE - AR ENERERRE
NI BES AIRFIEAR S —ERE -

Strengthen your account protection by
enabling MFA, especially on critical services
such as email, online banking, and social

media. Even free authenticator apps can
enhance your account’s security.

IEREWI-FifRR

Secure your home Wi-Fi network

B S HBNTER R - LIRAS
SRENERM (WWPASEKMZE) B
HaRRERERE  THRECEEN
RKE @ BAERERNERERREBEA °

Change your router’s default password
and enable strong encryption (such
as WPA3) to enhance home network
security. Regularly review connected
devices to ensure there are no
unauthorised users.

00 00000000 0000000000000 0000000000000 000000000000000000000000000000000000000000000000000000000
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EHE IR RRE
Regularly update your software
and devices

REREEERS - BRAEAEEENEN
ZEEH o AL E BEEMINEEB LR
2 WRFERRMBERENAGZERE o
Install the latest security updates for your
operating systems, applications, and devices
as soon as they become available. Enabling
automatic updates can simplify this process
and help patch newly discovered system
vulnerabilities promptly.

EHENEEEE

Regularly back up important data
EHREEERED EINEEREINE

TinfET  ReEAKYTELERERE

EHRFRESEIREUR ©

Create regular backups of important

files to external hard disks or encrypted
cloud storage to improve cyber

resilience and ensure data recovery in
case of incidents.

o
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Be cautious of phishing attacks

ST ERIBHE A BRI SUIRIT R
MAREBNAS  BRESEE o &
GERTEEER THAEMLE » 1

BRREEAE °

Stay vigilant against suspicious emails
or messages requesting personal
information or bank transfers. Avoid
clicking unknown links or downloading
unverified attachments. Always verify
the sender’s identity through trusted
channels.

(
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IE4ALRTARRERE
Strengthen your online
privacy settings

HERORHRER T ARME
AER - I B R R IR FARRAE
FREZTE ©

Minimise the amount of personal
information shared on social
media and routinely review your
privacy settings to control who
can access your data.
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BERRRERE

Hong Kong Cybersecurity Situation

B mezanr

Cybersecurity Tips for Organisations

WA EERETOE

Identify and Classify Assets

R ITHERE 2 SRR E AL

HIEE

E ~ BB~ BREETNARAS - LIFHEER &
MREIRE o TimEERIEXN - 597
EREETRETEERG @ WHEEE

BREFSEAETTENEEETER
Clearly identify and categorise
critical information systems,
assets, hardware, software

@ o
your
data
and

networks to assess associated system

vulnerabilities. Organisations of al
can begin asset identification
simple tools and gradually adopt

| sizes
using
more

advanced asset management systems

as their operations grow.

EREEE

Recover and Restore

B AISENEREKE - SETHZE2E
-~ KBERFEIRFEBREEFT
ilJ o MK BRIER/ - 9P RAE

BRNEERER  BBREREREE

MERAIERIME

Adopt reliable recovery strategies, such
as regular security backups, disaster

recovery planning, and

business
continuity planning. Organisations of

any size can begin with basic backup
and recovery processes, then enhance
them as business scale and complexity

grow.

Wre2HE2024

{RELETARS

Protect and Prevent

ﬁ%ﬁE%ﬁ%ﬂU%FzﬁéHYiﬁﬁfﬁéﬁﬁ - BIEERA

FEUER ~ 2ERE (MFA) ~ IR ~ &

2EE - %I%%%;z%ﬁ#ﬂ%ﬁm s InERERE T

iﬂ%féiﬁﬁﬂl o NRIE AR RAT
Z5 AR &

Implement proactive security measures for the
identified assets. These should include strict
access controls, multi-factor authentication
(MFA), encryption, security configurations,
network security solutions, endpoint
protection, and cybersecurity awareness
training for employees. Small organisations
can begin with basic measures and scale up
their protective controls over time.

ERHEREE

Governance and Risk Management
KARBRARNTE  UI—BERAERNAR
FHREARGRRZERE « 5] EEE R
EoaRFMENARERRE o /NI E R STE
THBERTER @ BEREEXZRSHEER
R BUR RIREE o

Adopt a risk-based approach to identify,
prioritise and mitigate information system
security risks in a consistent and effective
manner. Small organisations may start
with simple security audits and gradually
develop comprehensive information
security policies and standards as they
grow.

{FRIERER

Detect and Monitor

MEARNEANRENSTE  EERABAR
HARKLNIDS) - RREMEEHEETR
(SIEM) F& - fEisEaiE T B RinFs =R B[]
[& (EDR) %% - REMERIEFIA BRI
MERERERERERE - MBI RREAEE
fitE - BEERENZSRAEEENTA -

Deploy effective monitoring and detection
tools, such as Network Intrusion Detection
Systems (NIDS), Security Information and
Event Management (SIEM) platforms, network
monitoring tools, and Endpoint Detection and
Response (EDR) solutions. Early detection
helps identify threats and anomalies promptly.
Organisations can start with basic monitoring
and progressively adopt more comprehensive
tools as their resources permit.

EZHRBEER
Third-party Risk Management

A R EERHER SR R F MR
HHEEBERNREEL R - BBHARE
Btk - SEBALEHEEEEEZERE -
WIREBEE RN R AL 2

Evaluate and manage potential
cybersecurity risks posed by external
parties, such as vendors or service

identifying dependencies,
organisations can assess and address
associated  cybersecurity  risks  with
appropriate system security measures.

providers. By

e ER iR (S [ B
Respond and Mitigate

BUAENENESZ2ER  RAESK
TR EZR BRREREILENEA
BAERE - NEEBEKAITLEIL
BENEEFE  KRBEKBIAEER
HHENESEARETHAEESEREE
INGH

Establish clear incident response
procedures, including defined roles and
responsibilities for incident containment,
mitigation, reporting, and recovery. Small
teams can begin with a simple, practical
response plan, while larger organisations
should implement detailed incident
response workflows and form dedicated
incident response teams.

Continuous Improvement

BB TE T ﬂ%ﬁ?ﬁ%% BIERIE
TERHE AR ZETRE - FERRES
LR ° %%Tﬁ%*']ﬁﬁ?‘lﬂ%%ﬁﬁ
AHEZEFERARENTIETES - BiRE
BRI E S R B SRR BT o

Regularly assess cybersecurity
effectiveness through audits, penetration
testing, vulnerability assessments, and
cybersecurity drills. Organisations
can utilise free resources, in particular
those offered by CSTCB, and scale up
to more advanced tools and evaluation
techniques as capacity allow.
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DBk AR 2 2 R e AN T T A
Escalating loT Security Risks

R ALEIETR

Ransomware Attacks Remain Prevalent

2025 F 4948 = B T

Cyber Threat Forecast 2025 EBBARKRRICENYENE (IoT) £Ex—  BEEZSRENEHEMR  S2&E - SiREKRERE - tRILERERNRSE

2P o FEETBHEEEELERIEEAINES) - YEERITTNARZE2RE - FEZBHBETRAGTIEAER L - HEBNE
IBERERBIALZEBH T BEBRENEE - EEEEVHEZSRENERFERE - HRESLEIMIBRNARERER -

RREA2025FRABEBRERRLR - RREHREFIN
B - EEBEARANESARBUEM - WEIFEREED THX
SEEBR o BIENL - RREERENR) - BEREEHH
RREKE - FIt - HELRFEREMNEDERE  RREKE
B EIUR T ERHEE - LR ERE

With one of the world’s most advanced Internet of Things (IoT) ecosystems, including large-scale deployments of digital billboards, smart
lampposts, and smart parking meters, Hong Kong faces unique loT cybersecurity challenges. As Hong Kong advances low-altitude economy
and promotes mega events, vulnerabilities in 10T systems, especially digital signage and drone control systems, pose growing threats to
m digital infrastructure and public safety. Adopting comprehensive |oT security standards and conducting regular vulnerability assessments

Ransomware will continue to pose significant risks in 2025, will be crucial.

providing attackers a profitable avenue. Hong Kong’s massive

Web31H ka4 BB IR 2L

Increasing Web3-related Cyberattacks

flow of capital and data makes it a prime target for cybercriminals.
Nevertheless, organisations of all sizes remain potential targets for

HIEHEN 55 =77 R b g N

Growing Supply Chain and Third-Party Risks

ransomware attacks. Therefore, it is imperative for organisations

to develop robust backup strategies, incident response plans, and

security awareness training to defend against these persistent
threats.

—
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BB HRIRMEENE =77 RIS ERIB RGN A4S =
% o EZHEM - HEBURRREAGTHREZR
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MW ENEE - NEBLRINSEE =77 KRB
LEFETEE

Hong Kong’s reliance on global supply chains and

third-party services will amplify cybersecurity risks.

Vulnerabilities in third-party software, vendors,
and open-source components could lead to supply
chain attacks, data breaches, and legal or financial

repercussions. Local organisations must enhance

their third-party security assessment and monitoring

practices.

BinRZERS TEEXANREFEAR
Intensifying Cloud Security and Hybrid Work Risks

< y

AL SRS EE
KERFR 2R

Surging Al-powered Cyber Threats and Al System Risks

pEEEERBNARARRRFEIIES THEERER - BRTER
THENKER - BEEEEEERERRELE R ERFHR
WEE - JRESHHBERE BERT  RREMNRUKRE
EREEE - BENEREENZ2NEE TFEREELHE

Road :

AT ERERBNBEEKIERE2025F#BFEMAENBRETE - BRBEETR Lo
B A TEERSEMMNEMNT  BRtEALISEAGARERR -

The increasing adoption of cloud services and hybrid work

48

BEEAMBERAESNATIEERAER - BEcABEMARESER

(LLMs) - BLERMIER T HINKEENASRERE » FIIRTHE
A BRURSMRAEUER - ATEREZ2ERZENERER L — » B
BRABERA TS ER2RHANSENRERARG - LURKELE RS
HYE B

Al-powered cyberattacks are expected to become more advanced and
widespread in 2025. Threat actors are increasingly incorporating Al into
their attack tactics while also targeting Al systems themselves. As local
organisations adopt more Al applications, autonomous agents, and large
language models (LLMs), new attack surfaces and system vulnerabilities,
such as prompt injection, data poisoning, and data manipulation, emerge.
Al security is a key component of national security. Organisations must
implement Al security measures and advanced threat detection systems to
mitigate these evolving risks.

M2 HE2024

ST EERERE RN B EERIR

Emerging Attacks on Critical Infrastructures

models is expanding attack surface for organisations in
Hong Kong. Common cyber threats include cloud service
misconfigurations and remote access vulnerabilities, each
capable of leading to data leaks, regulatory penalties, customer
exposure, and reputational damage. Stringent cloud governance
and secure remote work practices will be critical.
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FEEILFED FAREMKATEREEMERN - BRAREBEICTENAES - AT RERILTENRE
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FERERE ~ A BEFBASEAERNER - HERFEE  ERELFENFEHEE -

Mr. Neal JETTON

As criminals leverage emerging technologies, such as generative Al, to improve their ability to commit a

variety of cybercrimes, law enforcement’s strategy to investigate these crimes must also evolve. INTERPOL’s

Q@?U = 'Z‘\BZ‘E Cybercrime Directorate recognises that the most impactful response will require coordinated efforts between
‘D%r:ectl?clagrﬁciz = relevant private sector partners, judicial authorities, and the global law enforcement community. However, it
Cybercrime, INTERPOL is incumbent on each of us to take precautionary measures to make it more difficult for cybercriminals - be

cautious of what we click and who we communicate with via phone, video, email or text.

\ INTERPOL J

20255 - 2RPR T2 BRBERBEINERMN - UEH AR BRRBE /
& BUSRBEBIGRE - SEBRARTREERERERA TS ERERETRIES
BEERNEEREEAED - HFEEE A QBT ENERKERITES o 15 - 85
ETR2ENETHILAEE - LORCEERE - WIEERBRENZHXE - £H
BUT ~ AT - ARthRERB AR T ERE - MEE RS ENEKEETY

B HEERERTE  BREFKENARERRE - I\
In 2025 and beyond, the landscape of global cybersecurity is expected to focus on the Mr Tony WONG

integration of emerging technologies to tackle increasingly sophisticated cyber threats,

with a strong commitment to data protection. Governments and organisations are likely HFHRMAE BFBRES
Commissioner for Digital Policy,

to utilise artificial intelligence and machine learning to enhance their threat detection o t '
Digital Policy Office

and response capabilities, ensuring their vigilance against evolving and more and
more pervasive attacks. Prioritising comprehensive employee training will be crucial to
sharpen up the combating skills and cultivate a culture of awareness in data protection.
Collaborative initiatives among governments, public and private sectors, the Mainland
and international partners play a vital role in effectively addressing the ever-changing

landscape of cyber threats and safeguarding our national security as a whole while
ensuring the sustainable growth of the digital economy. BEHERAE

Digital Policy Office
The Government of the Hong Kong Special Administrative Region
of the People’s Republic of China

AREZZRE A TERERZEMAITHEBS c DeepSeek KIERFR IR T AL SR "EAGE - &
BRZORER  BERNTEREATEERS « PEMEEAEL FER - FBE "RER W2 )
'R o UNER EASRER - B - BPE - BR VNEN 2 DRERNETERR B
ZEENALEIEZSR  ZENE BEReEcH - BIERRERE - X "=8" RffEE-

As artificial intelligence surges forward, so too does the severity and sophistication of cyber threats. Today’s

Al race—ignited by the open-sourcing of DeepSeek’s powerful foundational models—puts data squarely

HERTE
Mr. Ql Xiangdong

in the spotlight. But unlike the era of big data, the Al revolution now centres around highly sensitive,
proprietary datasets, which are increasingly vulnerable to theft, sabotage, and ransomware attacks.

Embedding comprehensive security measures directly into intelligent platforms, operational workflows, and

FLEREER EER data governance is necessary to safeguard against external cybercriminals but also internal threats posed
Chairman, QAX

Technology Group
h: 70
k BRE /

Wre2HE2024

by developers, operators, and administrators.

EXREHEEREE

Police Kah Wai LOH

\ PEEATERE - BHEHE - TR - CORBFEESRIMMER - HRIEFEDFIET RELR

BT - ERRE B RS EMERE - Fit - THEASSEBASKOATERIFNERT:
BiE - RIEZNTZMEER - BRURED - WRDEEREREHE -

PARBRNGFERER - BRENHRE - GaEFENH  REATABHBAGRRHETE
BRI EZ M BREERIEME SN - BIRMZEASDMN R TIENEROREES TS
B« BRADEREALHEE R PEEBERIIERG - RERITEEZ2NRKIRE - HHEF

Assistant Commissioner of EEENRE - BRMIDBERRED -

Bl Sl e CEDI V4= PN e
PBEICEBE THE/NE £FE
Chairperson, INTERPOL
Asia and South

Pacific (ASP)

Working Group

on Cybercrime

MR ERBEA EEER

BHREERAEE BERER

Assistant Director,

Technology Crime Division,

Ciminal Investigation Departme
S

ingapore Police Force

Y

Cyber threats will intensify with the rise of artificial intelligence, blockchain, cloud services, 5G,
and quantum computing. Cybercriminals will exploit these technologies, making it imperative for
individuals and organisations to practise good cyber hygiene, adopt robust security measures,
report suspicious activities, and promote cyber literacy.

Collaboration among law enforcement agencies is crucial. By sharing information, leveraging
collective expertise, fostering public-private partnerships, and participating in joint operations,
we can enhance the region’s cyber resilience and capabilities. The INTERPOL Asia and South
Pacific Working Group is committed to facilitating joint efforts, capacity building, and fostering
partnerships to create a safer cyber environment for all. A collective approach is essential to stay
ahead of evolving threats.

ATERENREZRAS PSR THEZOES - ERFOSRTHNER - flaNsE
FEEMEE  FEERTHRINERTE - ATERE « BFE - UBHE - FRURIBAEZE SRR E g
% RENTEDFAETESHIBANEE - EREHRERENERRE - BHEL

HHEEE -

CABENR EEERSEERBRNMRRE - BEERRARTRN - EZEHAERERKER - T
R ERBLEHRBNRES - BF - fItERES 2SR EEHEKT2MRAESH - BANRE

DB ENLE -

The rapid development of artificial intelligence brings exciting opportunities but also new risks, such

BENMER

MEFEHERR

LN
Dr. Rocky CHENG

as highly realistic fake images, language, and stories. With industries accelerating digitalisation and B (TR,

increasing applications of Al, cloud computing, I0T, open-source, and low-altitude technologies, hackers CEO, Cyberport

and malicious actors have more opportunities to exploit, causing significant, concealed, and swift harm.
Addressing these challenges requires joint efforts from all sectors of society. C

It is encouraging to see the Hong Kong Police prioritising technology and cybersecurity, embracing

BEE

gbergod‘

innovation, consulting industry experts, and continuously enhancing their capabilities to tackle these \ j

challenges. At the same time, they actively promote cybersecurity awareness across all levels of society,

striving to protect public and community safety.

Mr. Dmitry VOLKOV

Group-IB
TR R R i AR Be
CEO & CTO, Group-IB

@ GROUP-IB
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EHEHEVRERIETFEN—D - HFSNEEERLSRI RSN BRTFE - REEMEMEER
FESNE BB HIELE LS - ERVHIFREREIE - FEREFREENMEERR - TBIHPHEER - U
RINERHE - BFEBUEEE BN ER A « BB RN RELREES - BT TR
EERE « EAEFENEEEAREK

The 2024 cyber threat landscape reinforced the urgency of Group-IB’s mission - to fight against cybercrime
- as Al-driven threats, ransomware, and increasingly sophisticated Advanced Persistent Threats continue
to evolve. The cyber threats of 2025 are not isolated incidents but part of a growing, interconnected web
of cybercrime, where adversaries refine their tactics and exploit vulnerabilities at scale. No organisation
or nation can face these challenges alone. True resilience requires intelligence-driven security, proactive
defences, and strong collaboration between private enterprises, governments, and law enforcement.
By strengthening global cooperation and disrupting criminal networks, we can build a safer and more
resilient digital future for all.
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Emerging technologies such as blockchain and Al are reshaping the landscape of cybercrime, posing new
challenges for law enforcement. While these technologies offer immense potential for innovation and efficiency,
they also create new avenues for illicit activities. Therefore, there is a critical need for enhanced public-private
collaboration, international cooperation, and education in crime prevention and policing to keep users safer.
Every stakeholder’s involvement is essential.

At Binance, we proactively support anti-cybercrime efforts worldwide and have pioneered industry-first
training programmes. Our partnerships with the global law enforcement community, including the Hong Kong
Police Force, demonstrate our dedication to these initiatives. We are optimistic that these collaborations will
set new industry standards, significantly bolstering the security and integrity of the Web3 ecosystem.
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President, ISACA

China Hong Kong Chapter
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EEEBHNREXCZRIT AT AR ©
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In today’s digital ecosystem, robust cybersecurity practices are imperative for organisations and individuals
alike. Cyber threats continue to evolve, necessitating comprehensive security frameworks and incident
response protocols to protect critical assets and sensitive data.

Effective vulnerability management requires implementing stringent cyber hygiene: multi-factor
authentication, regular patching, proactive threat hunting, Zero Trust architecture implementation, and
advanced security automation. Equally crucial is cultivating an organisation-wide security mindset through
targeted education programmes.

By integrating cybersecurity into organisational strategy and operations, organisations can establish resilient
digital environments capable of withstanding emerging threats while supporting business continuity and
stakeholder trust.

2025 HBBIREIINE - CEEHEERNPRLTEEE - AEHRE - BEFSIAAIRN - BEE
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The rise of Al-powered malware and automated phishing campaigns signals a critical evolution in cyberthreats,
enabling attackers to exploit vulnerabilities with unprecedented speed and personalisation. Traditional
defences, reliant on static rules, struggle to keep pace. Siloed defences remain vulnerable; governments and
enterprises must co-develop frameworks for real-time data sharing and standardised response protocols. Only
through unified, adaptive strategies can we ensure that advancements in attack vectors are met with equally

BAEE o E

Mr. Kok Tin GAN

FESRCKEER TR
RILBRE S A

In 2025, Hong Kong’s rapid digital transformation intensifies cybersecurity challenges. Enterprises must
adopt Al-driven solutions, Zero Trust architecture, and SASE frameworks to combat ransomware and
secure remote work. With stricter privacy laws and upcoming cybersecurity legislation targeting cross-
border threats, compliance becomes critical. Businesses need to invest in data protection and intelligent,
automated defence systems to ensure resilience, stay competitive, and support Hong Kong’s role as a digital
hub. Processing procedures comply with regulations to avoid legal and reputational risks.
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Mr. Jeremy JIA
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President of International

agile, cooperative defences.

Partner, PwC Cyber
Security & Privacy

DarkLabEt&alaEA
Co-founder, DarkLab
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Mr. Dave WEST
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President, Cisco Asia
Pacific, Japan and
Greater China
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In 2025, Al will evolve from a tool to a collaborator, enhancing productivity but also introducing risks such as
shadow Al and security vulnerabilities. Companies should manage third-party Al apps and secure Al models
throughout their lifecycle. A holistic IT infrastructure approach, combining hardware, software, and services,
is essential for resilience against cyber threats. Cisco’s Cybersecurity Readiness Index 2025 reveals 86% of
organisations faced Al-related security incidents recently, highlighting the need for robust security strategies
to address Al challenges. As organisations prepare for a future dominated by Al, they should harness relevant
technologies to drive productivity and resilience in their operations.

Market Department,
Sangfor Technologies
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Mr. Chad OLSEN

EEREHEEER
k¥ EETEABA
Forensic Leader,
Hong Kong,

KPMG Advisory
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In Hong Kong’s 2025 cybersecurity climate, even the most sophisticated defences can falter due to
simple oversights. While organisations invest heavily in advanced technologies, attackers often exploit
basic vulnerabilities such as weak passwords, outdated software, and unpatched systems. In some cases,
HR departments unintentionally onboard workers from sanctioned nations posing as IT subcontractors,
exposing networks from within. Criminal groups, operating like commercial enterprises, consistently seek
low-risk, high-reward approaches, with deepfake scams emerging as a particularly insidious tactic for
triggering unauthorised fund transfers. These seemingly minor weaknesses underscore how human error
remains a key entry point, enabling cybercriminals to bypass even the most elaborate security measures.
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In the third quarter of 2024, CSTCB held the cross-border Counter
Cyber and Physical Terrorism Joint Exercise, codenamed BATTLEAIR, in
collaboration with INTERPOL, the Singapore Police Force (SPF), the Cyber
Security Agency of Singapore and the Macao Judiciary Police (MJP).
The exercise aimed to strengthen cyber and physical counter-terrorism
response capabilities, while enhancing the overall capacity of governments
and major infrastructure organisations in prevention, detection, intelligence
sharing, and inter-agency coordination. The exercise was conducted in two
phases, including a tabletop and on-site exercises, and involved over 370
participants from law enforcement agencies in Hong Kong, Singapore and
Macao, as well as INTERPOL and four major infrastructure organisations.
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In February 2025, CSTCB hosted the Cyber Command Course
2025, bringing together 30 commanders from MJP and
various criminal investigation units of the Hong Kong Police
Force (HKPF). Apart from expert sharing from the Department
of Justice (DOJ), the Hong Kong Monetary Authority, as well
as local and overseas cybersecurity and internet regulation
experts, participants also visited the technology exhibition
of Al company SenseTime Group Inc. at Hong Kong Science
Park, gaining insights into the development and application
of next-generation technologies.

CSP of CSTCB LAM Cheuk-ho then led an 11-member
delegation to Bangkok, Thailand, to co-host the overseas
Cyber Command Course 2025 with INTERPOL. As the Vice-
chairperson of INTERPOL Asia and South Pacific (ASP)
Working Group on Cybercrime, he also chaired a coordination
meeting of the group’s first transnational joint operation
targeting information-stealing malware. In addition to the
Hong Kong delegation, the course included 30 overseas
cyber commanders from 22 countries and regions, along with
23 representatives from the United Nations Office on Drugs
and Crime (UNODC), the World Economic Forum (WEF),
the UK Foreign, Commonwealth and Development Office
(FCDO), and the cybersecurity and virtual asset sectors. The
event served to further reinforce international cooperation in
the global fight against cybercrime.
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In September 2024, CSP of CSTCB LAM Cheuk-ho led a delegation
to Manila, the Philippines, to attend the 1st INTERPOL Asia and South
Pacific Working Group Meeting in Joint Operations on Cybercrime.
CSP LAM was appointed the Vice-Chairperson of the Working
Group, taking the lead in strengthening collaboration among law
enforcement agencies from 24 countries and regions across Asia
and the South Pacific. His mandate includes formulating regional
cybercrime strategies, strengthening intelligence exchange and
enhancing joint operational capabilities in combating cybercrime.
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The 14th INTERPOL Cybercrime Directors Workshop, jointly
organised by CSTCB and INTERPOL, was successfully conducted in
October 2024. The workshop brought together INTERPOL officials
and cybercrime leaders of five jurisdictions, including Mainland China,
Singapore, South Korea and Hong Kong, with Japan participating
virtually. During the Cybercrime Directors’ Sharing Conference,
representatives from law enforcement agencies and experts from
CSTCB’s Cyber Security Action Task Force (CSATF) joined panel
discussions focusing on key topics such as deepfake technology,
Al-related cybercrime, ransomware, and malware threats. The
workshop brought together over 220 cybercrime investigators
from various police districts, regions and headquarters. The event
not only created an opportunity for senior officers to exchange
insights regarding current cybercrime challenges, but also served
as a platform for law enforcement agencies and industry experts
to engage directly, strengthen cross-sector collaboration and foster
the development of innovative solutions.
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In mid-June 2024, CSTCB conducted a joint operation
codenamed Operation DISTANTHILL with SPF and the Royal
Malaysia Police (RMP) to successfully dismantle a Malaysia-
based cross-border scam syndicate targeting victims in
Singapore and Hong Kong. The operation resulted in multiple
arrests and effectively disrupted the syndicate’s operations,
safeguarding the cybersecurity of all jurisdictions involved.

The syndicate lured victims into installing mobile applications
embedded with malware, which allowed the perpetrators to
remotely control the victims’ mobile devices, access their
e-banking accounts, and steal funds through unauthorised
transactions. Between September 2023 and April 2024,
Singapore recorded 1,899 cases involving losses of
approximately HK$197 million, while Hong Kong reported 41
cases with losses amounting to HK$12.5 million. The malware
was found to be controlled by servers located in Singapore,
Malaysia, and Hong Kong. Through joint intelligence exchange,
and coordinated analysis of servers, data traffic, and fund
flows, the authorities successfully identified two Malaysian
masterminds behind the syndicate.

In mid-June 2024, RMP and SPF arrested the two masterminds
in Malaysia. They were subsequently extradited to Singapore
for further investigation and prosecution. Meanwhile, CSTCB
officers in Hong Kong arrested 26 money mules for conspiracy
to defraud and money laundering. The successful operation
underscores the importance of international collaboration,
intelligence sharing, and joint law enforcement efforts in
combating cross-border cybercrime.

[18] BEHRALZE EWIsEAEEARENFRER 1 50 A KEZEEE4 000A, June 14, 2024, https://std.stheadline.com/realtime/article/2004761/

Wixe2HE2024

AL FIE

Bundlng Cyber Resilience

FNE "BEFIRETEEE)
The 8th Inter-departmental Cyber Security Drill

AENTALS
SECURIIY

BRI BFEFI B ESEE RN - HFENEBFER
REERHATONR2024F4R GWMENE "BEFIEERE
BB IREIEBE2508 KRB 70EBMAMANERARKAES
B Wik BEEBERSR - ETENEERRE c BERRETE
FHEBATEEFIRESF - AR A RRIRNEEREYE

EEMERTAR ~ FAREHESD  MAOEZERENEEREF

Bﬁo

g

Cyber Security Seminars
RIBFRBEEERPEENEZEAES - EFREHEN 7H
BR2MWNE)  BEIBERREFNETEREENEARKE
KBRS o N EREHEEL2ERERRARMKRIEES
F  RARMBRHEKEEBE (NPHEREREEARERE
BE)  UHEEBENELRKREGEREBRAR o EBHH
RO TR E AR ERAIERAD - (REATNERE - B EET
FEPFENZEZXE ©

To strengthen the government’s overall capability in responding to
cyber threats, CSTCB and the Government Computer Emergency
Response Team Coordination Centre co-organised the 8th Inter-
Departmental Cyber Security Drill in April 2024. The event drew
participation from over 250 IT professionals across 70 government
departments, featuring hands-on simulation scenarios to enhance
incident response and investigation skills. The Drill underscored
the close collaboration between the Police and various government
departments in addressing escalating cybersecurity challenges,
reinforcing the government’s ability to prevent, detect, and respond
to cyberattacks while safeguarding its digital infrastructure.
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To enhance the defence capabilities of Hong Kong’s business sector
against cyberattacks, CSTCB regularly organises Cyber Security
Seminars, attracting hundreds of IT professionals from various industries.
Featuring expert speakers from both the cybersecurity industry and
CSTCB, the seminars provide in-depth analyses of the latest cyber
threat trends, including ransomware attack patterns and developments
within the cybercrime ecosystem. They also share practical incident
response strategies and best practices in cybersecurity. These events
have significantly raised industry awareness of cyber risks, fostered
public-private collaboration, and empowered enterprises to cultivate a
proactive cybersecurity culture.
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Corporation Limited (HKIRC) co-organised a three-day
Cyber Attack and Defence Elite Training cum Tournament
(CADET?) in August 2024. Apart from hands-on training,
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the programme also enhanced participants’ professional
skills  and incident response capabilities through
simulated cyberattack competitions, contributing to the
overall reinforcement of Hong Kong’s cybersecurity. The
event provided cyberattack and defence training to a
total of 160 personnel from more than 70 organisations,
and attracted over 300 teams, comprising a total of
740 cybersecurity talents from both the industry and
academia, to compete in the tournament.

To raise staff awareness in identifying suspicious
emails and reduce cybersecurity risks for participating
organisations, CSTCB has organised the Ethical Phishing
Email Campaign since 2021, and has collaborated with the
HKIRC since 2023.

The 2024 campaign, held from August to December 2024,
attracted 37,220 participants from 216 organisations.
During the campaign, employees from participating
organisations received four pseudo-phishing emails
designed to assess their cybersecurity awareness. At
the end of the campaign, each organisation received a
detailed report outlining their employees’ performance in
handling suspicious emails. The campaign seeks to raise
awareness among corporate employees against phishing
attacks and contribute to building a safer cybersecurity
environment in Hong Kong.

To enhance cybersecurity awareness at the corporate
level, especially among small and medium-sized
enterprises (SMEs), CSTCB has organised the BugHunting
Campaign in collaboration with the cybersecurity start-
up Cyberbay since 2023, and partnered with the Office
of the Privacy Commissioner for Personal Data (PCPD)
since 2024.

The BugHunting Campaign 2024 was conducted
from June to August 2024, with participation from
153 organisations. During the campaign, certified
cybersecurity  professionals provided vulnerability
tests, security reports, and one-on-one professional
consultations under a bug bounty model. The campaign
aims to promote wider adoption of vulnerability testing
among enterprises and to foster a safer cyberspace in
Hong Kong.
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In 2024, HKPF established the Cyber
Security Action Task Force (CSATF),
bringing together leading global
cybersecurity experts and firms to work
closely with law enforcement agencies
in combating cybercrime. CSATF aims
to strengthen cyber threat intelligence
sharing, enhance operational support, and
promote professional knowledge exchange,
ultimately enhancing collective capabilities
to respond to evolving cyber threats
effectively in the future.
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On 14 March 2025, HKPF officially launched the second term of the
Cybercrime Policing Advisory Panel, appointing 13 distinguished
experts from the fields of cybersecurity, artificial intelligence,
fintech, and other emerging technologies. The Panel will provide
strategic advice on matters including cybersecurity, technological
risks, enforcement strategies, and the development of digital
policing, empowering the Force in strengthening its technological
preparedness and in building a more robust cyber defence framework
for Hong Kong.
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HKPF has worked in close collaboration with the Security
Bureau and DPO to spearhead the legislative process
of the Protection of Critical Infrastructures (Computer
Systems) Bill. The Bill seeks to impose statutory
requirements on designated critical infrastructure
operators, mandating appropriate measures to safeguard
their computer systems and mitigate disruptions to
essential services caused by cyberattacks. This aims
to preserve the normal functioning of society and the
daily lives of Hong Kong citizens. The Bill was officially
gazetted on 6 December 2024, and was passed after its
third reading in the Legislative Council on 19 March 2025,
marking a significant milestone in Hong Kong’s legislative
framework for the protection of computer systems of
critical infrastructures. The legislation is scheduled to
come into effect on 1 January 2026.
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With the rapid development of information technology, computers,
and the Internet, as well as their potential exploitation for criminal
activities, the Law Reform Commission of Hong Kong established
a sub-committee in 2019 to study the topic of cybercrime. CSP of
CSTCB is also one of the sub-committee members. In July 2022, the
sub-committee published a Consultation Paper on Cyber-Dependent
Crimes and Jurisdictional Issues. Following public consultation
and internal discussions, the sub-committee recommended the
enactment of new legislation to address five categories of cyber-
dependent crimes, including illegal access to programmes or data,
illegal interception of computer data, illegal interference with
computer data, illegal interference with computer systems, and
making available or possessing devices, programmes or data for
the purpose of committing a cybercrime. The sub-committee is also
exploring the issue of cyber-enabled crimes, including topics such as
cyberbullying and deepfake-related scams.
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Launched in October 2022, the Scameter search engine
enables the public to verify suspicious websites, email
addresses, phone numbers and bank accounts. To further
enhance its utility, CSTCB introduced the “Scameter+”
mobile application, providing scam search capabilities,
anti-scam information and real-time notifications.
In February 2024, new features including automatic
scam call and fraudulent website detection, a public
intelligence-sharing platform and an Al-powered analyser,
were added. These enhancements not only improved user
convenience, but also prioritised security and privacy in
the face of evolving cyber threats.

By the end of 2024, Scameter had completed nearly
6.8 million risk assessments, and the mobile application
had surpassed 860,000 downloads, significantly
boosting public awareness and prevention of scams.
Since December 2024, the Suspicious Account Alert
mechanism has been extended to cover ATM transactions,
encompassing most of the public’s routine fund transfers.
Whenever customers transfer or deposit funds via a bank
branch, ATM, or online banking, if the recipient’s account
number, mobile phone number, email address or Faster
Payment System (FPS) Identifier matches information
flagged as “High Risk” in Scameter, an alert will be
triggered prior to transaction confirmation, warning users
of potential fraud.

In December 2024, the “Scameter series” was awarded
the Silver Medal in the Smart Finance Technology
and Software category at the 4th Asia Exhibition of
Innovations and Inventions (AEIl). Subsequently, in the
50th International Exhibition of Inventions of Geneva
held in April 2025 in Switzerland, the “Scameter series”
garnered the “International Press Prize” and Gold Medal.
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In response to ever-evolving online
threats, CSTCB, in collaboration
with other government
departments, statutory bodies,
and private corporations, launched
the “CyberDefenders’ Alliance” in
2024. This initiative aims to combat
online scams and strengthen
cybersecurity through a range of
publicity campaigns conducted via
websites, social media platforms,
and physical events. By leveraging
its collaborative platforms, the
Alliance seeks to expand the reach
of publicity campaign and enhance
the effectiveness of initiatives
aimed at tackling cybercrimes and
online scams.
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In December 2024, CSTCB, the
Commercial Crime Bureau and
the Financial Intelligence and
Investigation Bureau co-organised
the first-ever “Anti-Scam Carnival”
at the West Kowloon Cultural
District. The two-day event aimed
to raise public awareness of scam
prevention, anti-money laundering,
and cyber pitfalls through thematic
game booths, an interactive
“Anti-Scam  Hub” and various
performances. The event attracted
nearly 20,000 citizens.
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Co-organised by CSTCB, MJP, and the Education
and Youth Development Bureau of Macao, with
support from the Macao Science Centre, the Hong
Kong Education Bureau and other institutions, the
“Greater Bay Area Youth Artificial Intelligence and
Cyber Security Challenge 2024” is a collaborative
initiative aimed at raising cybersecurity awareness
and promoting Al literacy among youth.

Launched in September 2024, the competition
attracted participation from 126 schools and 1,182
students across Guangdong, Hong Kong and
Macao. Following preliminary rounds, 117 students
advanced to the finals and were invited to Macao
to take part in a three-day, two-night Al training
camp. During the camp, participants attended
workshops and visited the Macao Science Centre,
where interactive exhibitions deepened their
understanding of cutting-edge Al applications. In
the final round, participants applied their knowledge
of artificial intelligence and cybersecurity to design
innovative anti-fraud models within a set time
limit, showcasing exceptional technical skills and
teamwork.

Cybersecurity Report 2024

65



66

Mig®% Appendix

™ =

Glossary

&5 fE Abbreviations

English

f5#§ Abbreviations English =alyvg
RDP Remote Desktop Protocol RinEHBE
RMP Royal Malaysia Police R EHEE
SIEM Security Information and Event Management RELEMANEHEE
SME Small and medium-sized enterprise d/NEI b
SOCA Security Operation Centre Alliance PEZETEPOHE
SPF Singapore Police Force PR E =K
SQL Structured query language EB(EERES

SSH daemons

Secure Shell Protocol daemons

LERINRBETERRT

Al Artificial Intelligence AT EBE
APT Advanced Persistent Threat ERSEEIE
Cc2 Command & Control An < B
CADET? Cyber Attack an?rozfiear;fgnlftlite Training cum R T Y B B AT
CSATF Cyber Security Action Task Force Rz RRlfTE/)\VAE
CSTCB Cyber Security and Technology Crime Bureau | ##&Z 2 BRI REERER
CVE Common Vulnerabilities and Exposures BRERENE
CVSS Common Vulnerability Scoring System BRRBED RS
DDoS Distributed Denial-of-Service B0 B B AR 75
DoS Denial-of-Service PR & AR 7%
DPO Digital Policy Office HFEERMWAZE
EDR Endpoint Detection and Response I 2L RN ] FE
HKCERT rlong Kong Computer Emergency Response | sz SmimmH L,
HKIRC Hong Kong Internelt_il;Qneitgeizltration Corporation SR T WAL MEEARAS
HKPF Hong Kong Police Force EREHBR
HKSARG e g SPect! & BRI BERT
loT Internet-of-things Y]
P Internet Protocol HRABEHRN
IT Information Technology BRI
LLM Large-Language-Model REGESEE
LOTL Living-off-the-land BRIt T B
MFA Multi-factor authentication ZERE
MJP Macao Judiciary Police BREEEERGF
NIDS Network Intrusion Detection System RN =P BN
oT Operation Technology BERE
PCPD Privacy Commissioner of Personal Data BAERIIEEZES
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SSL VPN Secure Sockets Layer Virtual Private Network REEOBERTAARLE
UAT User Acceptance Test U
VPN Virtual Private Network EERNB R

A

Methodology
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CSTCB collects and analyses cyber threat intelligence from multiple
sources, including case investigations, intelligence sharing with working
partners, and other reliable sources. These diverse inputs enable CSTCB
to gain a more comprehensive understanding of the cybersecurity

landscape, both globally and in Hong Kong.

The data presented in this report are drawn from a range of credible
sources and industry insights. However, they are not intended to be
exhaustive or fully representative of all global cybersecurity trends. The
conclusions and observations herein aim to provide a general reference
for understanding emerging patterns and risks, rather than serving as a

definitive or comprehensive analysis.
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Cyber Security and Technology Crime Bureau
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Arsenal House, Police Headquarters, No. 1 Arsenal Street, Wan Chai, Hong Kong

© RIZBEESHITREBNAHE © COPYRIGHT RESERVED




