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Safeguarding Hong Kong’s online public safety is the vital mission
of the Cyber Security and Technology Crime Bureau (CSTCB)
of the Hong Kong Police Force (HKPF), and a critical task in
maintaining national security and social stability. | would like
to express my heartfelt gratitude to the CSTCB team and all
stakeholders for their ongoing support and cooperation over the
past year. This year, CSTCB released the Cybersecurity Report
2025, reviewing the challenges and achievements in Hong Kong’s
cybersecurity landscape over the past year, while looking ahead to
future opportunities and strategic priorities.

In 2025, the global cybercrime landscape remained severe.
According to estimates from cybersecurity organisations, cybercrime
resulted in global economic losses reaching trillion of dollars in
2025, a figure that continues to rise annually. As an international
financial and innovation hub, Hong Kong inevitably remains one of
the targets for cybercriminals. With Al increasingly being applied
to cyberattacks, global cybersecurity risks are accelerating towards
greater automation, cross-domain impact, and sophistication.
Throughout the year, CSTCB’s Cyber Security Centre (CSC)
processed and analysed more than 35 million pieces of cyber threat
intelligence, of which over 1.54 million were attacks directed at
Hong Kong, representing year-on-year increases of approximately
40% and 2.4 times respectively. The figures underscore the growing
scale and sophistication of cyber threats. Nevertheless, through our
consistently effective cybersecurity defence mechanisms and close
cybersecurity ecosystem collaboration with stakeholders, Hong
Kong continues to maintain one of the safest and most stable cyber
environments in the world. Despite the continued increase in cyber
threat intelligence collected by CSTCB, no essential services in Hong
Kong were disrupted by cyberattacks in 2025.

In terms of international cooperation, 2025 was a year of
deepening synergy between the HKPF, INTERPOL, and various
law enforcement agencies. Last year, apart from serving
as the Vice-chairperson of the INTERPOL Asia and South
Pacific Joint Operations on Cybercrime Working Group, |
was also elected chairperson of the INTERPOL Cybercrime
Expert Group (CyberEX). We actively participated in several
international conferences, including the INTERPOL CyberEX
meeting in Lyon, France, in June; the INTERPOL Asia and
South Pacific Working Group Meeting on Cybercrime for Heads
of Units in Hanoi, Vietnam, in July; and the 15th INTERPOL
Cybercrime Directors’ Workshop and the International
Symposium on Cybercrime Response (ISCR) in Seoul, South
Korea, in August. Furthermore, CSTCB successfully hosted the
10th Digital Forensic Expert Group (DFEG) Meeting and the
2nd International Digital Forensics Challenge (IDFC), further
consolidating Hong Kong’s position as an international hub for
digital forensic professionals.

To further enhance Hong Kong'’s overall cyber defence capabilities,
CSTCB has leveraged innovation and technology to strengthen
intelligence and data sharing. In 2025, we comprehensively
upgraded the Scameter+ platform, introducing Al-driven risk
assessment features to provide citizens with faster and more
accurate fraud alerts. Also, we deepened our collaboration with the
financial sector by integrating Scameter data into account opening
and transaction monitoring processes to help identify suspicious
accounts and promote a holistic approach to anti-deception work.
Furthermore, CSTCB continued to expand the Security Operation
Centre Alliance (SOCA), bringing together major and critical
infrastructure (Cl) sectors — including air transport, banking &
financial services, communications, energy, government, healthcare
services, land transport, maritime, public utilities, and broadcasting
services—while leveraging an Al-driven big data interconnection
platform to facilitate cross-industry cyber threat intelligence
sharing.
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As cyber threats become increasingly automated and cross-
domain, the strength of a single organisation is no longer sufficient
to counter global security challenges. To this end, CSTCB has
actively deepened its Public-Private Partnerships (PPP) to build
a trusted cybersecurity ecosystem. Through the Cyber Security
Action Task Force (CSATF), we have strengthened the real-
time sharing of intelligence and expertise with the industry.
The “Cybercrime Policing Advisory Panel” was also officially
renamed the Smart Policing Advisory Panel (SPAP) in March
2025, gathering expert wisdom to provide strategic advice for the
long-term planning of digital policing. Furthermore, through the
Cyber Security Professional Awards (CSPA), we commended 64
winners and 19 organisations for their outstanding achievement in
cybersecurity, inspiring industry innovation and encouraging the
use of technology to prevent cyberattacks, thereby continuously
raising the level of cybersecurity in Hong Kong.

Moreover, to enhance overall cybersecurity practical capabilities,
CSTCB successfully organised several large-scale events and
exercises, including the Cyber Attack and Defence Elite Training
cum Tournament (CADET), the Cybersecurity & Diverse Innovation
Symposium, and the Inter-departmental Cyber Security Drill,
attracting wide participation from public and private sectors,
academia, and the industry. Through the “CyberDefenders’ Alliance”,
we have brought together more than 130 government departments,
public bodies, non-profit organisations and major corporations to
jointly promote anti-scam publicity and education. In collaboration
with the Education Bureau and the Digital Policy Office, we further
launched the “CyberDefenders’ Alliance Card Game” in 2025 to
promote cybersecurity education in primary and secondary schools
across Hong Kong. Through the “digital literacy” teaching kits for
instructors and a gamified approach, we aim to nurture digital literacy
among youths from an early age, while demonstrating our policing
strategy based on community collaboration and empowerment.

In the coming year, CSTCB will establish the “Smart Policing Joint Al
Lab” at the Cyberport’s Artificial Intelligence Supercomputing Centre,
working with multiple technology companies to jointly research
and develop Al application projects. Remaining innovation-led and
harnessing the rapid advancement of supercomputing capabilities, we
will continue to drive the comprehensive development of Hong Kong’s
cybersecurity ecosystem and build a solid cybersecurity defence for
the city’s digital transformation and smart city development. Lastly,
| look forward to continuing our partnership to jointly maintain the
security and stability of Hong Kong’s cyberspace, laying a solid
foundation for the long-term development of our society.
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INTERPOL and Hong Kong Police
Force unite to combat cybercrime
worldwide.

From 2026, Hong Kong’s critical
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awareness to action, emphasising corporate governance, actionable
standards, and public-private collaboration. Cyber resilience requires
continuous improvement in people, processes, and technology,
enhancing security responsibilities of suppliers and partners.
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Empowering resilient
security with Zero Trust
across systems, policies,
and people

infrastructure security shifts from
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the incumbent Commissioner for Digital Policy (Acting)
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| Digital Policy Office

The Government of the Hong Kong Special Administrative Region
of the People’s Republic of China
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The Government of the Hong Kong Special Administrative Region

Ir Wilson WONG
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CEOQO, Hong Kong Internet Registration
Corporation Limited (HKIRC)
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Mr. Mohamed BUTT, MH
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Executive Director,
Hong Kong Productivity Council
(HKPC)
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The rapid development of cutting-edge technology and the

increasing complexity of supply chains present new challenges to
cybersecurity defences. Governments, industries, and academia
must collaborate to fortify the cybersecurity ecosystem, ensuring
that technology remains a driver of economic growth rather than a
source of risk.
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Al is accelerating innovation — but it is also
reshaping the global cyber risk landscape faster
than many are prepared for.

ré;‘lgmﬂ éAAﬁE

EEERAER  EBEAT MR - HREHETE RS NRERE
HEASEBERRERRZE

Cybersecurity is a collective responsibility that demands a unified front
from the government, enterprises, and the public. By collaborating to refine
policies and standards, execute rigorous measures and drills, cultivate talent
and foster awareness, we can mitigate the ever-changing cyberattacks,
thereby maintaining social stability and protecting the lives of citizens.
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Cybersecurity is entering a phase where
technical resilience must be matched by
governance, accountability, and cross-
sector coordination.
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A unified approach through governance,
collaboration, and professional development is
pivotal to preventing, detecting, and neutralising
these emerging cyber threats.
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Al and blockchain accelerate the digital
economy but also intensify cybercrime,
requiring advanced technologies and global
collaboration to enhance Web3 ecosystem
security and address emerging threats.
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Amid rapid Al advancement, Al
controllability and safety are pressing
concerns.
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About the Report
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This report offers practical insights primarily for
cybersecurity practitioners and IT professionals
implementing cybersecurity measures in their daily
operations. For corporate senior management, it
provides actionable recommendations to aid in making
informed decisions to strengthen organisational
defences. While technically oriented, members of the
public can access basic protective advice through this
annual report, enhance their personal cybersecurity
awareness and cultivate good habits, thereby effectively
protecting their personal information and online safety.
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Objectives
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The Cybersecurity Report addresses cybersecurity initiatives from
a policing perspective. The report aims to raise cybersecurity
awareness and enhance cyber defence capability across individuals
and organisations, from the general public to cybersecurity
professionals. Drawing on operational findings, cyber threat
intelligence from global and local sources, and contributions from
cybersecurity partners, CSTCB seeks to provide a comprehensive
overview of Hong Kong’s cybersecurity threat landscape, as well as
actionable insights that assist stakeholders in strengthening cyber
protection measures, safeguarding information technology systems,
critical infrastructures and public services, and reinforcing the overall
cybersecurity posture.
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Overview
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In 2025, cyberattacks became increasingly frequent, while the
techniques employed by threat actors also evolved. The estimated
annual global economic loss attributed to cybercrime was US$10.5
trillion in 2025, reflecting an annual increase of nearly 15%'.

Since its inception in 2015, CSTCB has adopted a comprehensive,
multi-dimensional strategy to protect Hong Kong’s digital
landscape. Beyond traditional criminal investigations, CSTCB
also focuses on cultivating and sharing proactive threat
intelligence, ensuring the resilience of critical infrastructures, and
spearheading drills and educational initiatives to foster a culture
of cybersecurity awareness.

To achieve high visibility of the local threat environment, CSTCB
utilises a multi-layered analysis of diverse data streams. This
includes integrating open-source intelligence (OSINT), proprietary
threat feeds, and cutting-edge monitoring systems alongside an
extensive network of strategic partnerships, to enhance our ability
to anticipate potential risks.
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The CSC, operating round-the-clock throughout the year, serves
as our frontline for threat monitoring and support. In addition
to collecting and analysing intelligence to study cyberattack
methodologies, the Centre also provides constant operational
support and multi-level defensive assistance to ensure the
stable operation of critical infrastructure systems.

Furthermore, SOCA serves as a structured platform to
promote threat intelligence sharing and coordinated response
among Security Operation Centres of critical infrastructures.
By leveraging automated platforms and threat correlation
analysis, SOCA facilitates cross-agency collaboration and
works in close partnership with multiple international
cybersecurity organisations within CSATF. This ensures the
rapid identification and mitigation of emerging threats, fosters
a culture of continuous intelligence sharing, and transforms
intelligence into actionable measures, thereby comprehensively
enhancing defensive resilience.

‘:IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII>‘

RERBBHRD

Cyber Threat Intelligence Analysis
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In 2025, CSTCB analysed over 35 million pieces of cyber
threat intelligence, representing an increase of over 10 million
compared with 2024. This growth underscores the escalating
complexity of the cyber threat landscape. The relevant data and
analytical findings serve as a crucial basis for this annual report.
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Processed by CSTCB in 2025

35,000,000+
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Cyber Threat Intelligence \
Targeting Hong Kong in 2025

1,540,000+
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In particular, CSTCB detected over 1.54 million pieces of cyber threat intelligence specifically targeting Hong
Kong, primarily related to system vulnerabilities, phishing, and reconnaissance activities, which accounted for
34%, 27%, and 17% of all cyber threat intelligence targeting Hong Kong respectively.
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M Cybersecurity Ventures. (2025, December 11). 2025 cybersecurity almanac: 100 facts, figures, predictions and statistics. Retrieved from https:/

cybersecurityventures.com/cybersecurity-almanac-2025/
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Phishing-related
cyber threat intelligence

421,000+
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System Vulnerability
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In 2025, CSTCB has collected about (0]
524,000 pieces of threat intelligence
targeting system vulnerabilities within
local institutions, representing 34%
of cyber threat intelligence targeting
Hong Kong. We assess that attackers
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In 2025, CSTCB detected over 421,000 pieces of phishing-related local cyber threat
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victims, and the other aimed at stealing victims’ online identities to facilitate further
fraud or cyber intrusion activities.

L}

L}

O\ Jekk are persistently attempting to exploit intelligence, representing 27% of the cyber threat intelligence targeting Hong Kong. :
o 340/ inherent weaknesses or flaws in Upon analysis, we identified that the most commonly spoofed platforms in phishing :

(0] attacks included instant messaging applications, online second-hand trading platforms, n

software, hardware, or processes . . . . . . . n

of the cyber threat to gain unauthorised access to the online payment platforms, logistics service platforms, online banking services, social -

intelligence targetin T media platforms, and government bill payment services. Attackers leveraged phishing u

*’ 3 K( S computer systems of local institutions to carry out two types of attacks: one aimed at defrauding and stealing money from c
ong Kong ut tw : i udi i n

for further attacks. y Y Y =

n

n
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Upon in-depth analysis of cyber threat intelligence, we found that
the most frequently targeted categories were:
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The most commonly spoofed platforms in phishing attacks
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Web application systems

Network devices
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where the most observed attacks involved remote code execution (RCE) vulnerabilities with CVSS scores above 9.0.
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Within the web application system, attackers mainly targeted
Content Management Systems (CMS), using exploit payloads
from public repositories to automate large-scale attacks.
Network devices were the second major focus, particularly
Virtual Private Network (VPN) gateways and firewalls affected
by authentication bypass and Remote Code Execution (RCE)
flaws disclosed by major vendors. Attackers also exploited
vulnerable or outdated libraries and components, such as
Log4j and pyLoad, to gain control of underlying systems.

It is noteworthy that the speed at which threat actors transform
newly discovered vulnerabilities into offensive weapons has
accelerated significantly, forcing defenders to speed up patching
system vulnerabilities. According to threat intelligence analysis by
a cybersecurity company, the “time-to-exploit™—the period from
the disclosure of a system vulnerability to its actual exploitation—
has been significantly shortened. Even before a patch is released,
attackers may already exploit the vulnerability to intrude unpatched
systems?.
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21 Kutscher, J. (2026, March 24). M-Trends 2026: Data, Insights, and Strategies From the Frontlines. Google Cloud Blog. https://cloud.google.com/blog/

topics/threat-intelligence/mtrends-2026
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Instant —FERBER Online payment Logistics Online bankin Social media Government bill
FERAEHSEFE : il pay s ; o
) ) . . messaging Online platforms service services platforms payment
Application components or program libraries . )
applications secondhand platforms services
? trading
platforms
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Taking instant messaging platforms as an example, attackers
disseminated phishing websites extensively through SMS
messages, emails, or search engine poisoning. Victims were
lured to enter their phone numbers and then scan a QR
code displayed on the phishing website, or enter a linking
code tied to their accounts. Once the victims authorised
the linking, their instant messaging account would be
hijacked without their knowledge, allowing the attacker to
impersonate them to defraud their contacts of money or
to extract sensitive personal and financial information from
their chat histories.

With our enhanced capability in cyber threat intelligence
cultivation, CSTCB can detect malicious IP addresses,
Uniform Resource Locators (URLs) and domains used for
phishing attacks in a timely manner, leverage Al to conduct
reverse lookups and correlation analysis on the relevant
malicious IP addresses or domains, automatically identifying
more associated phishing websites, and take prompt action
to take down these phishing websites. In 2025, 80% of
these phishing websites detected remained active for no
more than one day, reflecting the significant effectiveness
of our detection and response mechanisms.
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5%

17%

of the cyber threat
intelligence targeting

BB E

Attackers primarily utilise large-scale port scanning, software
service and version detection, and operating system detection
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In 2025, CSTCB detected over 255000 pieces of local cyber threat Hong Kong to systematically probe public-facing devices, thereby
intelligence related to reconnaissance activities, representing 17% of the 5 BT ERFY identifying servers or web portals exposed to the public
cyber threat intelligence targeting Hong Kong. The top three target fm teerrreerneerneeen @ Government network, misconfigured cloud storage services, as well as
industries are transportation, healthcare services and government JEIEEE) Departments outdated operating systems and applications with known
departments. These figures reflect that attackers are allocating vulnerabilities. Based on the intelligence gathered from these
substantial resources to the preliminary stage of the cyber kill chain, scans, attackers can gain insights into an institution’s network
aiming to comprehensively gather target information prior to launching architecture and pinpoint the most vulnerable entry points to
an attack. S5 o o e W e i R o R i o o o o R I T N4 serve as launchpads for attacks, bypassing traditional security
systems.
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BERBMMGEAPTE N
s . . LT ) N []
ACt|V|t|es Of Ransomwa re and APT Groups BEENUANASEFTE NS A ELER TR The groups are known for making initial access attempts by =
e relying on highly tailored phishing and social engineering %
T | |
. ] i ABBS D FRRMEE - AIMKEEHEITS techniques, including vishing campaigns in which attackers :
20255  ARMBBAKZ TP OBBNEB ST Through the threat correlation analysis of SOCA, CSTCB EAEBETRESNATEE  UREVEENBEIT impersonated IT support personnel, as well as the creation of u
detected activities of four ransomware groups and convincing fake IT support portals used to distribute malware =
B SHEHEI MBS RE AN — B APT AR . ; £ 4835 B A S TE B o B g pport p .
e one advanced persistent threat (APT) group in 2025, <& iﬁ v . RRHER L - B at scale. In parallel, the hackers have attempted to exploit =
EEERTEENE  SWENTESEHN - fiEE actively targeting critical infrastructures, including ZEREARARAE - BEHEHEFE (RDP) i well-known vulnerabilities in publicly exposed services and =
B [ERER - EEXE  BTRSREBE - EE - B government, air transport, land transport, maritime B VPN RSR 5 22 A B REHNEBRRINE AR applications, such as firewalls, Remote Desktop Protocol j
o Nt . industry, banking and financial services, broadcasting N ) ) ) (RDP) endpoints, and VPN solutions, to gain footholds across =
RER - BERE  AHABE  URHMBEEERRE - & services, telecommunications, energy, healthcare services, B HEIZEWindows ~ Linux » ESXiflmacOSE multiple platforms, including Windows, Linux, ESXi, and =
BRERRTEHHOBBENBERLE - ARX2HONE public utilities and other key infrastructures. Leveraging SEEEREYTRY macOS environments. .
S~ — 2 - intelligence sharing on SOCA, continuous monitoring by n
e URERERIRGEEE ZHNEREE  BL CSC, and close collaboration among critical infrastructure .
WEMNBEIYEREIE RN KTEBE » RmEe TR operators, these attack attempts were identified at an FER  BPEEENEIRSEEELE  ESHYMT In recent years, the hacker groups have focused on high-value &
- early stage and successfully contained before resulting in industries, adopting targeted and cross-sector strategies ®
55k o ; - ) £ B /o i o , -
BHEREBERX service disruption or data loss. BETRRE - RAMRR “%%E’J%"“IEH‘E’Q while conducting in-depth research and maintaining persistent =
.“llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll.“ R ZEREBRKNERFETRT  E—HEEEERE access within the systems of target organisations. Multiple :
BITRER Be int ti | attack h d trated that f ingl -
. _ fﬁﬂﬁﬁmﬂﬁﬁ% . BERRE 3 BEHRE LEEESENEIRERERTS international attack cases have demonstrated that for a single
. BUF PR B Banking & L, Healthcare . organisation to detect threats early, it is essential to have =
= 5 [T 3 N (=] i el H i H U
. Government Land Transport  Financial Services Telecommunications Services . Ro @R HEAREBERBENEERREZREH robusF security policies and detection spIuFloqs in place. .
= - AENEREES  fH2EEHFNEEHE & !Effegtlve defencg also depends on cross-institutional threat 7
= h 0l E — Iz = intelligence sharing and enhanced personnel awareness; only =
[ ] @1@%}]??A1¢U\$u ﬂE [ ] 1%E¥.—‘—-é . . | n
n 4 b E= w a n Z through these combined efforts can emerging cyber threats =
- APTA M el HE R - be comprehensively addressed and industry security ensured. =
" RERERE . oo
. Four ransomware Dﬁg .
= groupsandone ‘x S . =A mA AA NA +5 +=5
0 advanced persistent = Feb Apr Jun Aug Oct Dec
L} n
= threat (APT) group, N =
. actively targeting mZ=En HHE R NHEFE - LockBit —Z+=f Feb - Dec
- critical infrastructures Air Transport  Maritime Industry Public Utilities .
\ J L4
..lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII" sLIperbIack £§+HMaY'OCt
Hi ) LockBit{IARE 2 HETRR R ERE h# =t Among them, LockBit remained one of the most active and Ceslia Spldar
N w N P destructive ransomware groups, targeting a wide range of critical o=
EE — ' i | Qi 3 Al i o
RE2 SHEH SR E B2 HIBASRAT2R SuperblackE sectors worldwide. Superblack quickly gained attention for
FIF Fortinetfh X &N BRERIESE S EEERRE R BT exploiting severe vulnerabilities in Fortinet firewalls to infiltrate Warlock
R ETTREEZEE o Warlock Bl && SharePointfy high-value infrastructure and government networks. Warlock
- . ) leveraged zero-day flaws in Microsoft SharePoint and advanced
ZRFAERSELSERN  RHEABRELENBITE persistence techniques to deliver impactful ransomware attacks UNC6040
R E o ENERE - UNCEO40ET N ERIBE » across multiple industries. Meanwhile, UNC6040 focused on cloud-
A o based environments, using voice phishing and malicious software-
RAENARSEHERBESRBNSBHERIE - & as-a-service (SaaS) integrations to steal sensitive organisational
#% » Cookie Spider #£EHR TR » WiEBRERM B data. Lastly, Cookie Spider combined social engineering with o, R
custom malware distribution through fake tech support websites, RIZ 2025 FHEBEME - & APT ARAVEEAH ©

AR R RRE - TR ERITRBAE -

primarily targeting the banking and communications sectors. Timeline represents the observed active months for each APT group based on the 2025 dataset.
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2025 FHRA L
REBRERNBEKX
Losses from online

investment fraud
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ERRATEREBRA LIRE Generative Al Fuelling Online Fraud

I o &b : = 5 éﬁ‘f ﬁ\& = 2% A in 2025
A = ﬁbl%[@] E/J' |_'|" SHEGI=] ARRIANE (EY IS REESERIGEME R ETEIER] LLMs can generate highly refined, 35-8%
g|%— Introduction TEA  SERAE - e AEA fluent, and personalised messages BEAE 3.58 billion

tailored to individual victims. Compared

LB AHE  MER - FIEFM  Meanwhile, image, audio, and video ™
SEE 5 T B {EER R AL 4 S v generation tools enable scammers to (y
BIBE R T AR AL T fGO b

fabricate convincing identity proofs,

ERABEGHER  ERES product images, and promotional

MSEME YR TEENRE materials, as well as creating highly
N . . realistic fraudulent websites, at .
¥k - EEB 0 2025 FHRA virtually no cost. In Hong Kong, .

RS RENAIERES 358 losses from online investment fraud
amounted to HK$3.58 billion in 2025, a

M= ws it 3
BAT & 2024 FEMTIE nearly 60% increase from 2024, while

60% ; LY ERR4MIBLIE  e-shopping fraud losses approached
SFAREETT - 1204 10% o HK$400 million, up approximately 10%.

£ 2025 F ' ATEHHERNAPKZZREN—ELTE - —FH ' BEEFNAERAALE to last year
BERRRICERMPIE - WA TRBRENE LRRNREEEEE  5—FHH  ATEED
RYERBNRELEERASRAT RENHETA - BEHRRIMOHE  RRHALE
REERRERSMNE  ELETEVBANADESEBHBRUREEBAKRZTR2RIEN
MR o

In 2025, Al emerged as a double-edged sword in the realm of cybersecurity. While its
advancement has lowered technical barriers for threat actors, amplifying the scale and
persuasiveness of cyberattacks and online fraud, it has also equipped law enforcement
agencies and cybersecurity professionals with advanced defensive tools. With the
emergence of new technologies, the Al arms race will only intensify in the future,
underscoring the need for robust public-private partnerships to safeguard Hong Kong’s
Cybel’space_ ..lIIIIIIIIIIlllllIllllIIIIIIIIIllIIIIIlIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘
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B {ER12EE Erosion of Digital Trust
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AL EREEAAEIE PR EE{L Weaponisation of Al in Cyber Attacks
ZIERETARITEBRE > RS S A -8  Multimodal deepfake technologies have matured
~ : e ; N T =T significantly, synchronously synthesising facial expressions,
SEBE - ERERNBUAR  AKFEE voice, and body movements to produce highly realistic
[CEFEEED |HIPIE - BEEERMBEMUERE  digital humans that have crossed a “nearly indistinguishable”

%EEEE’JJ}Z:—& s L;{gﬂ—ﬁﬁ*ﬁﬂg;ﬁ*gﬁ*ig—cﬁi% threshold. As d.lsmforrﬁatlon spread§ at unprecet.jented
scale across social media and messaging platforms in such

MBRFELERE  ARARTHEFALESE  highly convincing forms, the public finds it increasingly

BRE o EEE » 2025 FHEIA—¥ (52.2%) difficult to distinguish genuine from fabricated content
online. In Hong Kong, over half (52.2%) of respondents in

MEFERTRIVEEERLEIEBAR 2025 expressed concern about distinguishing genuine from
EEEIRKMTESSRAALSHYE  E0) fabricated content online® . This trust deficit extends beyond

_ individual information judgement—it risks undermining
BEW|| 55\ ¥ = ~E DL ZE Nt Rk . . L . . .
REBISSARUBIRE AR - ETHHEAZAH public confidence in digital financial services, e-commerce,
BEENED St EREERTREETE - and even institutional communications, with far-reaching
consequences for society as a whole.

TE2025%F  REBZEFNETATERENIBEAIE |45  In 2025, threat actors exploited Al's “agentic” features,

i 20 = /> L B T 47 A - creating autonomous systems capable of executing
- MBRLEAEESAREE THUTERREBNE complex tasks with minimal human oversight. By

BLRL - BRIGTEATERENRRZELL D » 19228 manipulating Al programming capabilities, they
THATE64 R R IER BB ST RER SR E deployed Al-generated code to automate the

. - F . . entire chain of cyberattacks, from port scanning
# > ORI\ AREENZSEER  EEEEE  and vulnerability detection to data exfiltration, at

BIOHAR  HERERRSHRWEREMSR - unmatched speeds and scales, targeting critical
N - s o infrastructures, governments, and enterprises
BUSHBEER - i EBIHMIBRAAIER  worldwide. By jailbreaking general-purpose Al
o RBEERRHSREESZEY o e ETHEE  systems, they also developed polymorphic malware
R that dynamically alters its code at runtime to evade

o N NESIE + /) N SR >
REIRBALBEGERNBSBIBNEATTE > LA traditional signature-based detection, distributing it as

[BRBAERTS | S NIERE 48 LEE - Ransomware-as-a-Service (RaaS) on the dark web.

.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII“

‘lIIIIIIIIIIIIIIIIIIIIIIIII.‘
4gEEEEEEEEEEEEEEEEEEEEEEEER"®

‘IIIIIIIIIIIIIIIIIIIIIIIIIIII.’
* >
4EEEEEEEEEEEEEEEEEEEEEEEEEEER®

*
*

4 EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEER®

% — Case Study 1 RBEEEREERERR

Deepfake-related virtual asset investment scams @ i —= — W
- - _} = {9 _} =)C=
/ 1\ = Al H g ) = A
O O O T (=
2025F 1B BEREZEFRBREAEBEINGTSE - In January 2025, the HKPF conducted an operation, [ T4 e -l
N N on o denamed “SECRETDRAPE”, arresting 31 suspects who had REEEBRETFRF O SRERI A A TE8EERNEE RENEBA ESHEY T A PAME A a2
R | Taoss 5 ] g g = co : : : ! FEAAEREERIK

HET STESRABA %ﬁuiﬁk?’]!@%ﬂmﬁw used Al-generated images and deepfake videos on social Scammers set up a fraud MRBEREBR LR Scammers searched for The victim made friends on
EHRERLCIFZIEEEANEREERERB NS media to lure victims into virtual-asset investment scams. The center in Hong Kong Scammers used Al-generated victims on the internet social media
Lo ZEFRESHEERNALEHNMELREH syndicate operated multiple synthetic online personas and images and deepfake videos
e o e l X X two scam centres to conduct cross-border fraud, causing to create fake online identities
ETEEF R EREARHMALIEEENZESE over HK$34 million in losses to victims in Hong Kong and
EBZEZ A00EBITHIEL o HEFIRE  EFREA other .jgrisdictions.. This., c'ase. demonstrates how .generative - ‘

o g o L - Al facilitates the industrialisation of romance and investment :B
TEEEREEAESRAZELTINLERES scams by enabling fraudsters to operate with numerous @ ‘ <
ETEEREESTTENEY  EMERLBEREE pe.aralle.l iglentities and maintain sustained, tailored interactions \g /2 )
SREB M Tt with victims. b7 I_
] o °

FEARTRE FHEFHESEABA SRt IR R
The victim suffered EREERERB WESOEIFEZEA
losses Scammers lured victims into Scammers used fake online
virtual asset investment scams identities to lure victims

31 P.33, Reuters Institute Digital News Report (Hong Kong) 2025. School of Journalism and Communication, The Chinese University of Hong Kong.

https://ccpos.com.cuhk.edu.hk/ReportHK2025.pdf
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AT ERRSNERS 7
Al-powered fake identity
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BREBFARARMEKENEERADRESHEN
EEP BLHAPEEERFRA  HEFIAMEAR
WEORFEE ETEAFEBRBEENI1208ET
BREBE 20255128 » EFBEBES —SBF AR
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In 2025, the HKPF neutralised two criminal syndicates that had
exploited Al deepfake technology to forge identities, resulting
in the arrest of 20 suspects. In April 2025, police arrested nine
suspects in Operation WITSGAME and uncovered a syndicate
that had used deepfake technology to merge members’ facial
features into the photos on reported-lost identity cards and had
uploaded selfie footage to impersonate the cardholders. The
fraudulently opened accounts were subsequently used to apply for
loans, make credit card purchases, and launder criminal proceeds
amounting to HK$1.2 million. In December 2025, police uncovered
another syndicate and arrested 11 suspects who had used deepfake
technology to forge Hong Kong identity cards, impersonating
victims to open accounts on online financial services platforms
through digital identity verification procedures and subsequently
stealing their assets. These cases underscore how fraudsters are
misusing Al technologies to scale criminal operations, shifting their
targets from individuals to the identity verification mechanisms of
financial institutions and online financial services platforms, thereby
challenging the credibility of digital identity verification systems.

AL BB EMER Defensive Applications of Al

ATEHEEDNBHESHERR
RBPBZRE2EBEH T A HER —
R ARLR2EEASEMRINE
ATERE  MERARAFTS - A%
REMXZHNRERR 2R
AERSERENAEN - AES
HEERAFTRAIME - EE
WER=IHE  SAHEBNTE
FMAATEEETEXREE 8
BERTARALBERERIEE
B AREESIBEXARBTRE
X5 BRFHENENEARIXST
BARBIRA TEELEBITERE
B HXPEERNESFEAEBA
TEERNRBIERERNFFRAUAN

professionals are

expediting Al deployment

to detect anomalies in

user behaviour, network
traffic and transactions,

with primary applications
including phishing detection,
intrusion response and user-
behaviour analytics. In combating
online fraud, telecommunications
providers and platforms leverage Al
for round-the-clock monitoring that
learns normal behavioural patterns and flags suspicious activities in real time,
blocking fraudulent transactions before victims incur losses; smartphones and
messaging apps also integrate on-device Al to identify scam indicators, while
social networks and advertising platforms employ Al content filters to detect

Al-powered defence is
increasingly seen as an
indispensable component
of modern cybersecurity
strategies. Cybersecurity

HRRE

Network traffic

scam URLs and deepfake content.
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FAAIEREEE  RAPID SIZREESA
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RAEITERSN - REBEBRERSESHN
Z[HRBREIRT > D ETFLEEE
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RAPID

In 2025, the HKPF launched the RAPID
Engine, which deploys Al to analyse suspicious
websites. Utilising Al algorithms, the RAPID
Engine performs real-time analysis based
on multidimensional rules such as domain
characteristics, suspicious codes and the
recognition of brand logos. Threat intelligence is
simultaneously updated to the “Scameter Series”
and disseminated to multiple internet service
providers for blocking, effectively strengthening
public protection against phishing threats and
online frauds.

Deepfake Technology
for Forging HKID cards

Impersonated Victims
to Open Accounts
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— X
BRE R BXREEAEMLER FREH - EAFERR
Threat Actor BEEBEHE RIS T ABIRERS BRL RS =

Applied for Loans,
Credit Card Purchases, and
Laundered Crime Proceeds

lkaspersky

FTEHEBRRIREE EAREZBRAATSRRAS 4
MARZESRANSEERE - TREREREHENERE
B FEHEBRRTREBEESERBEDREREAALES
BENZREFE -

BEBRHUNERERNFTREERBH AR TSR LR
BHE—LTRERESENAEE « 2HIRH » BEEN
BHEHERAS EZETHENRBEFRNGZE 222
AT EREEMNRIENARASE - FEHEFEE BlueNoroff
APT* AB&FTERANBEZEA PRI TEERY - 54
FRIREATERE LM R -3 fINBESNEAURESET
AN AR5 PR A R 2L EEERRSKEHREYRUFAR
FunkSec® WIS+ - MESEMBERAFNEELHA
WS ERE T —ERY  NESAREESERNE
BEIE AR ° o BEEERSEREESPERAERIE
i (WER) » SARTEIEFEHIRR © AIAiH BlueNoroff
APT BB R REINE « WAHSIEREARE SRR
imEBHEG - AME T 7 EEKEXIFRET

BARBEEALRERNAA TS  EFEHELTEH
EURBEETNERAR - BEARETHRRA TR
8 0N WY RBAT AR - B R0 BATER AT
R o ATH - BEBEWEYE IR BHRMNR - ThE
ELPRRIIEABBNAS  BHUREATARER
HIERT - BOBT RAURELENBERRZFLED
f - URERHE 2B R R E RTRAN TR
REDBR -

MIRyu, S., & Amin, O. (2025, October 28). Crypto wasted: BlueNoroff’s ghost mirage of funding and jobs. Securelist by Kaspersky. https://securelist.com/

bluenoroffapt-campaigns-ghostcall-and-ghosthire/117842/

Kaspersky is seeing growing adoption of Al systems,
such as LLMs and multimodal models, among threat
actors. While investigating various cyberattacks,
Kaspersky has stumbled upon different applications
of Al by threat actors when preparing for and
launching cyberattacks.

While there is usually no way to definitively prove
that a piece of text was created with the help of an
LLM, there are some telltale signs which can give us
a high level of certainty. For example, excessive use
of emojis and comments (sometimes unnecessary)
in malicious scripts is a typical indicator of Al-
generated code. Kaspersky has identified such
artefacts in a stealer module used by a BlueNoroff
APT# . Another example is technical inconsistencies,
such as excessive imports and declared but unused
functions—an anomaly observed in the code used by
the ransomware group FunkSec® . Other artefacts
found in automated phishing attacks® against
cryptocurrency users are LLM refusals. Moreover,
threat actors sometimes use synthetic media,
such as images, in their campaigns, which can be
evident from image metadata: the aforementioned
BlueNoroff APT used images harvested from social
networks and edited with a multimodal LLM, leaving
respective EXIF traces.

While it is evident that threat actors are very active
in their use of Al, the cybersecurity landscape is
not expected to be radically reshaped. While LLMs
provide a capability uplift and help to scale their
operations, the tactics and techniques remain the
same. However, the growing number of cyberattacks
and their increasing pace may strain cybersecurity
professionals, especially when they are already
understaffed. This underlines the growing need for
more advanced SOC automation and wider adoption
of Al technologies in cybersecurity solutions.

51 Kaspersky. (2025, July 3). Inside FunkSec: Kaspersky explores the evolution of Al-powered ransomware with password-gated capabilities. https:/meen.
kaspersky.com/about/press-releases/kaspersky-explores-the-evolution-of-ai-powered-ransomware-with-password-gated-capabilities

6] Tushkanov, V. (2024, October 31). Loose-lipped neural networks and lazy scammers. Securelist by Kaspersky. https://securelist.com/llm-phish-

blunders/114367/
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EimZ EHPEE Cloud Security Challenges

5|= Introduction
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Cloud security risk remained significant in 2025, as numerous business-critical functions were operated
through cloud service providers under a shared responsibility model, where both the customers and
the providers had defined security obligations. The Hong Kong Computer Emergency Response Team
Coordination Centre (HKCERT) also highlighted that cloud platforms had become the backbone of enterprise
operations and identified “Over-Reliance on Cloud Infrastructure Creates Single Points of Failure” as one of
the top five cybersecurity risks in 20267.

HYFBRSQAANHEARSMH

Cyber intrusion against a Hong Kong based securities firm

{82 = Case Study 3

202558 &6 HHIAE » —EREEMZRERBER Between May and June 2025, a Hong Kong securities firm operating
SRENEEESNREZIZHEREZEARE TR cryptocurrency-related trading services was targeted in a multi-stage
ZEAERERIEE - W EHEERRTERER cyber intrusion that affected cloud and on-premises environments. This

s BEREARTENRE S E LA ARNE incident illustrates the compounded risk that arises when configuration
EEW"; . i vulnerabilities, credential abuse, and visibility gaps converge.

" . The attack originated from an outdated scheduling component in a
WEHNIBEEE R AP BB (UAT) IRE cloud-hosted User-Acceptance Test (UAT) environment. Insufficient

PN -EBRHRERASTY c BREHBIEEET authentication controls enabled the attacker to inject malicious code,
B HREEEBLIAEREEERRABUENLLIYZE  establish a foothold, and deploy a custom backdoor communicating with
B, WEHEBRE L APRREN SRS EE4|FAR  an external command-and-control (C2) server, while deleting logs to
SREITIEE - RIREMIBR B EE LA BRSE B D AT © hinder forensic analysis.

SRESEEREMARGVONRMEHRE (76 Aocker e o isteraly trauon o compromies VPN seice
B ARBRIAERAEANAERSESEAA d ’ - e ;

= p o et isabled to progressively expand the intrusion. Subsequently, using a
REE - %é: fgﬁ%ﬁmffgﬁ?@ﬁgﬁ EEEE high-privilege default administrative account, the attacker authenticated
ﬁ’%iéiﬁiﬁ'ﬁﬁﬁ ’ ’mﬁﬁibﬁfﬁfﬂ/ﬁ%?‘ﬁ"” = to a production database and abused legitimate database features to
VEEERERE - WiEAZINEELUREHER - I execute system commands, later disabling those features afterward to
BEENEZERERITEABREIEA » #i2BE  avoid detection. The attacker also deployed post-exploitation toolkits

BRE 0 W SRR SHIEE 4 across multiple environments to harvest credentials from memory and
=) JL AR <
HRHEITZHEL o maintained persistence using process-hiding techniques mimicking
legitimate system commands.

WEZRUBNESWES - REEFARBNNE

iy — The attack culminated in financial theft. Compromised cloud credentials
HRBENE=ATAAPIZER  FIFEE5 : oy

om — o were used to access third-party platform API keys, whitelist external
ABBEWHATINEE IR

wallets, and execute cryptocurrency withdrawals.
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Outdated Scheduling !
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BEE BENHFNZHARIRE MEDZEHE FHEE VPN
Threat Actor Weak Authentication in The Malicious Software EEIPN S
UAT cloud environment Deployed VPN Device in The

Subnet Compromised

— ot

Cryptocurrency Withdrawn HTEEEEIURE BRI EER BESEREES
Credentials Harvested Detection TFEUREIR
I from Memory Mechanisms Admin Privilege
: ] \ Disabled Obtained )
TR EERAPITIBRRA TELE

& 4 ] - i o _ s

ﬁ#ﬁﬁﬂﬁ@ﬁ])\fﬂlﬁﬁ ‘ Cloud Credentials and ‘ Victim Company
Whitelist Suspects’ Wallet API keys stolen

71 HKCERT. (2026, January 29). Hong Kong Cybersecurity Outlook 2026: Security incidents hit record high with 27% annual increase. https:/www.hkcert.
org/press-centre/hkcert-releases-hong-kong-cybersecurity-outlook-2026-security-incidents-hit-record-high-with-27-annual-increase-ai-related-attacks-and-
supply-chain-risks-emerge-as-top-concerns-nearly-30-of-enterprises-lack-dedicated-cybersecurity-personnel
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Zisfl &R Cloud Configuration Vulnerabilities

ERMENE BFEAIEFEERSIREE - Common weaknesses in cloud configuration include
NEEWNEEBE R IR ER TS c ERE unintended public exposure of storage, permissive network
ERNENE EEELE EEAL | HES rules, and misconfigured access controls. A prevalent

To_g Spettrosnen o oopepracgs  cause of cloud data leaks is not hacking but accidental
SRR o — BERBERDE © fEfF 2R AR When permissions are misconfigured, storage

can become publicly readable to anyone with the link. In
| S 7 Bk s ) BB — T T AR ) - )
B EEEREENRET  BE-EHRTHNE Hong Kong’s regulated environment, a single exposed cloud

ﬁﬁﬂﬁ5§ﬁ1kﬁﬁﬁ|‘7\% ' E §|§§E§§%\§ component can lead to a personal data breach and trigger
LEEEE HNEEEEENEIHLIRNESH regulatory scrutiny and reputational damage. Attackers
EENHEPHEBERNER  H#MERBSD®  routinely use automated discovery of exposed endpoints and

FABET ENEENEHUIEAZIER - misconfigured resources, followed by credential abuse or
exploitation of weakly protected administrative interfaces to

expand access.
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REREwRAREM Lack of Cloud Visibility
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(-] Alibaba Cloud

Many organisations have incomplete control plane logging
coverage across accounts, projects, and regions, which
weakens detection and forensic reconstruction. Idle
accounts that are unmanaged or excluded from logging
coverage create visibility gaps. Once compromised,
attackers may exploit these unmonitored areas to
facilitate lateral movement or privilege escalation. Log
management should span the full lifecycle, including
generation, transmission, storage, access, and disposal, and
explicitly cover cloud environments to establish end-to-
end logging governance.
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>
4psEEEEEEEEEEEEEEER®

EEEEEEEEEEEEEENEEEENEEEENEENEEEEEEEEN,
Token, and API key Abuse

Cloud compromises frequently pivot on identity. The
lack of access controls or the use of weak passwords can
enable attackers to intrude into legitimate cloud APIs and
administrative workflows to manipulate systems without
deploying detectable malware. Attackers’ common
persistence methods include adding attacker-controlled
credentials to cloud accounts or service principals, while
leveraging common cloud services to conceal data
exfiltration with normal traffic and evade detection.

* >
4peEEEEEEEEEEEER®

BBEELZ2RESESAISIEFER - 2025512 8 According to Alibaba Cloud security posture monitoring data, cloud platforms
EXHAYFEREET2.28B)K » B EF  defended against an average of 7.228 billion attacks per day in December 2025,
7.65%  E FHEEEENSHLEFT  ETL reflecting a 7.65% month-on-month increase. Cloud-borne attacks remain at
BB Sk (TR &AL - [ES  88% pegsistegtlgl r:igg Ifevels, while clo;jld pIaLf}(l)rmsssgavc?c achievgd anhexcepgionallél
E@ﬁ%Eiﬁ}@gE’fﬁﬁUgﬁEthﬁb_g . F robust default defence posture. Meanwhile, o of enterprises have adopte

AEmFAERSHTIEE SERE -

cloud-native technologies to enable automated defence, leveraging built-in
cloud security capabilities to effectively counter high-frequency attacks.

AL EHRERMNE TSN ERZHNEE - —HHE The dual nature of Al technologies is becoming increasingly evident. On one
2025F A TEECIRME Ay & 5k 7 A 15 hand, the rapid proliferation of Al Agent applications in 2025 has expanded the
B KREABE - BRFEEAZERREEIR attack surface, with risks such as large language model jailbreaking and prompt
R R AL R RE BRI 2 injection emerging as major global security concerns. Deepfakes generated by

- e S o B /e large models have also experienced explosive growth. In cloud environments,
BEAER - EERSET » WEEAFARRB

=

BOWETETIREEE  BEEHERAR -

attackers can leverage deepfake identities or voice simulations to execute
account takeovers, indirectly leading to cloud compromises. On the other hand,

7':':—7‘:?@ ) AI%’@E%@?E’J@%’{EM%EE%@ Al-powered threat detection and automated response are set to become core
FEHE R 22026 FRIRZ O ERED » BEASBIBE  defensive capabilities in 2026, shortening threat response times from hours to

FEERER/DNEFRAIRERAZWR seconds.
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Identity-Driven SaaS platform compromises
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HPESE N 22 = ®IE Supply Chain and Third-Party Vulnerabilities

5|= Introduction
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Supply chain compromise is a high-impact initial access vector. Attackers can abuse trusted development,
distribution, and update channels, rather than directly breaching a target’s perimeter. In Hong Kong, the
risk is particularly significant at the operational level as many organisations depend heavily on third-party
IT solutions and outsourcing. A single provider-side failure can cascade downstream, driven by inadequate
pre-release testing, uncontrolled automatic updates, and weak third-party software risk management.

Many SaaS compromises are identity-driven. Attackers
use valid accounts or abuse accounts’ access in cloud
and SaaS environments to achieve access, persistence,
and privilege escalation. Through consent phishing,
attackers trick users into granting malicious applications
OAuth permissions, enabling access to email, files, and
collaboration data without deploying endpoint malware.
Because SaaS platforms are deeply integrated into
business workflows, such compromises can directly enable
business email compromise, invoice fraud, data leakage,
and lateral movement through customer relationship
management (CRM), ticketing, and finance automation
integrations. Some organisations also fail to verify whether

¢ EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEERN,
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6’ —) BB RSB A IR o isolate k?uild environments, and manage critical tokens through secure
lo) credential management systems.
@ ' @  — ' = ' (o] R BEEWEERNAATREERNEENERTERE  As attackers integrate Al to craft hyper-realistic social engineering
- W HRIE RIS E - FFREPHE D B - AP ELNLEREES  and accelerate lateral movement, static defences are no longer
REE E?&H@Efﬂﬁ%’éﬂﬂiﬁ—&@% %%%@Bﬁf%é : *?@f%%éﬁ@%%ﬁﬁﬁﬁimﬁ}‘éﬁ ATEREEBNTHEII - FAKSEBRETER{TAR  sufficient. Modern defence must incorporate Al-driven behavioural
Threat Actor EﬁzE’JEA’uEﬁ , o iiimﬁf . FUnadutThonsfed lH\gih \/ta\ue o DB BRI A NS EREN AN LS o A TE gnilyttlcs, L,;§II:19 mgchlnedlearnln'g‘ tot.baseltln'ei norrr;;l tactt|V|ty a:ld
T - ‘DCanj M?ﬂl‘pu‘ated aSSECre;teZa;c‘:c?unt o i TrenergrnetTHetens REEREIH) B BN L ST ER B REE BV MBRE ARRE - pzv?ecredm:ult(:)lr?wl;iedeir?ceigerf:(r:gs;g::e I(c)ahn ?chelnsisilaart;ezo;;rg(reﬁised
redentials e e
JE 3 =3 5) o
I HEASES - RESERBILAT A environments and quarantine suspicious packages within milliseconds
— outpacing attackers before propagation takes hold.
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.‘ N . e “ third-party platforms retain system-level operation logs,
" F?ﬁ%’s%)ﬁ*%&ﬂ(%ﬁfﬁﬁ?ﬁ ] which can severely hinder incident investigation and
s Compromised Development Pipelines and Dependency Abuse . , evidence submission. X
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D ERRANOREENOEENTERER GRIE © oo e e v ol o 00 v i AERNE=LERRaEEE :
: ﬁ%giﬂ%*ﬁg‘ﬁﬁé;ﬁﬁﬁﬁggéggig%fjﬁg% controls or default trust in public registries. This can lead to : : Uncontrolled Thlrd—Party Access and Remote Management :
L] i TT :“—‘ e A \""; = ¥ mfﬁ N : large-scale downstream exposure when enterprises auto-deploy = s FEHBREREZEEEEMNEEAR BIEXIE  Third parties often require privileged connectivity, «
: j(iﬁ‘*izﬁ’%ff ' E"“"§‘&ﬁﬂ?¢§%i¢§}?‘ﬁ wd vendor updates, resulting in rapid propagation into production : u R RIGEIETENAPIZEREIR  SEKXT including support accounts, remote management tooling ™
] REEEFRZEENRS o FIRMAEERE S MEL environments and potential disruption of customer-facing and = : SEANEIE - MEE=-FNEZDEREERER and API access, which expands the trusted access surface. :
: B EANZHBUHESER4MEESN THRAEERE regulated services. Open-source dependencies amplify this risk. : u REEEE E@EE{EW%E&%EW%E’E@ If a third party’s security controls fall below the customer’s =
= EAHERZZEERE —BMREBEHERE TF#  Many organisations lack full visibility of what components are = . BeAR o Eéﬁﬂg@i%'ﬂfﬁ'ﬂ*ﬁﬁ_ﬁ% I B standards, these connections become springboards &
: AR BEIREUE HIE R EE B HEL LT ° embedded in their software, delaying containment and patch : - &ﬁ2$1f’2§234%ﬂ$11);}% ? Fﬁ ‘ W%tlji,%; for lateral movement. In multi-vendor delivery models, =
. prioritisation when a dependency is compromised. v . HZZH_‘E EeZY P Abz = Hﬁe‘m” e identity verification and security responsibilities become &
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fBZ= M Case Study 4

|dentity fraud via outsourced digital identity verification and third-party onboarding pathway
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In 2025, CSTCB received a report from a public sector organisation
about fraudsters suspected of using forged identity cards to impersonate
victims, creating online member accounts and stealing assets from the
organisation’s platform. The platform was built under a multi-vendor
supply chain model, with the prime contractor engaging specialist
subcontractors for digital identity verification and customer onboarding.

Rather than exploiting software vulnerabilities, the attacker abused
gaps in shared responsibilities and end-to-end controls. Using a lost
identity document and manipulated credentials, the fraudster passed
onboarding checks, created an account, and submitted unauthorised
high-value fund transfer instructions. Three supply chain dimensions
were critical. First, identity verification was fragmented across the
platform operator, prime contractor, digital identity verification service
vendor, and downstream financial service providers, meaning no single
party owned the end-to-end risk. Second, the onboarding pathway
permitted account creation via document scanning and remote
verification, which the fraudster exploited to establish a seemingly
legitimate digital identity. Third, inconsistent verification standards
across online and physical channels created gaps that allowed
sensitive account changes without adequate step-up authentication.

The incident caused significant financial loss along with reputational
damage and required urgent control redesign. It demonstrates that on
platforms delivered through supply chains, the primary risk often lies
in process integrity and assurance gaps, not only software security.

@

HANRSRE2RELZET  REEEREEARR
88 0] B R Mt B P e SR I (PR EB IV 15 4E - FELb i
BEGZE/HAR

2025 F 9 A —E&M5E[Shai-Hulud BRI aEF]
ARREANFHERELZFE nom INERFRE @ £
72 PRSI ERIERRAR - REEFBUHR TR
BHTEEBTRETHENROEFEREIRS - TIZM
—BERRETRETHRLZE - ZI5RRANEZNT
BERHEMEREFENTEEANERE  HMAAMRE
B BR SREPFHEITERTHEER K2
ERBEASRY  RESUBBSEEN o8GR
THERE - EREENNRENEBEEENTRES
RYBER  HEKENAFBABNER MESE
BREFE A REMMAZEER -

RERICERRE - SRERNEDRE - HHEIEBMK
BEEHZEERA - BRERNREEFEHERGY
FEE (SBOM) Bt - BRBEREEEISE - 13EB

SANGFOR

The current threat landscape shows adversaries shifting from direct
software breaches to exploiting the trust organisations place in
their digital supply chains, effectively bypassing traditional security
perimeters.

In September 2025, a worm codenamed “Shai-Hulud” exploited
vulnerabilities in the world’s largest open-source software sharing
platform “npm” to achieve global chain infection within 72 hours.
Attackers used social engineering to hijack maintainer accounts
behind cornerstone packages with billions of downloads. Once an
engineer followed the routine process of downloading and installing
a contaminated version, a malicious script scanned the locally stored
platform login credentials and seized the developer’s identity. The
worm then automatically injected malicious code into all the victim’s
projects, ensuring downstream distribution via legitimate updates. This
exponential, fission-like spread transformed single-point contamination
into a digital plague — the endgame being total operational paralysis,
not mere data theft.

To mitigate these risks, organisations must adopt proactive strategies:
apply Zero Trust to all external dependencies, implement rigorous
dependency scanning with Software Bill of Materials (SBOM) tracking,
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In 2025, Hong Kong continued to advance its smart city agenda and foster innovation, driving widespread

adoption of Internet of Things (loT) technologies across industries and households. As reliance on
connected devices such as routers, IP cameras, and smart robotic systems grew, so did the attack
surface, making loT a core pillar of urban operations and digital transformation. Many devices are still
deployed with weak default settings and, once compromised, they can be repurposed as proxy nodes,
reconnaissance tools, lateral movement pivots, or components of large-scale attack infrastructure like
botnets and DDoS campaigns. Hong Kong’s dense broadband coverage, frequent device turnover, and
widespread use of consumer-grade remote access features make the city particularly exposed to these
risks.
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S E W fAE A E[RIIRES Compromised Routers As Proxy Servers

Attackers conducted automated internet-wide scanning
to identify vulnerable routers, exploiting known
vulnerabilities and weak or default credentials to gain
access. Once compromised, they would deploy backdoor
services such as lightweight Secure Shell Protocol (SSH)
on non-standard ports and modify routing configurations
to establish persistent traffic relay capabilities. The
compromised routers effectively become “clean”
residential or SME exit nodes, allowing attackers to
anonymise activities such as credential stuffing, intrusion
attempts, and fraud. This makes attribution significantly
harder and increases cross-border investigative workload.
Even a small number of compromised routers can form
a substantial proxy pool whose traffic blends seamlessly
into normal household IP ranges.
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Router compromises used as proxy infrastructure

{822 F Case Study 5
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In June 2025, CSTCB identified that cybercriminals had compromised consumer
routers and were repurposing them as proxy nodes to facilitate targeted
cyberattacks. Follow-up analysis confirmed that 217 Hong Kong IP addresses
were abused as proxy nodes, predominantly household broadband connections
along with a small number of SME networks such as coffee shops.

Investigation revealed that the attack was part of automated large-scale
exploitation of Internet-exposed routers. A key infection indicator observed
during analysis was the presence of Dropbear SSH service enabled on an
unusual high port, suggesting attacker-established remote access. The
compromised routers were then configured to relay traffic through tunnelling
or VPN-like routing, converting consumer and SME internet connections
into “clean” exit nodes. These devices were ultimately incorporated into
a broader botnet and proxy infrastructure supporting intrusion attempts
against external targets.

CSTCB used OSINT-driven discovery and internal analysis to identify the 217
affected IPs and integrated the intelligence into its “Cyber Hygiene Operation”
framework. Coordinated remediation was carried out with relevant ISPs to
notify affected customers and provide targeted security guidance. This
incident illustrates how consumer-grade loT devices can be rapidly converted
into high-value attack infrastructure. It also reinforces the importance of
secure configuration and timely patching for edge devices, preventing
internet exposure of management interfaces, and rapid ISP-enabled customer
notification to reduce the operational lifetime of compromised nodes.
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FREBEMBAE Compromised IP Cameras

WBEFAZERECACHKREBEEIK  OIFERR Attackers target IP cameras through multiple vectors: default
EEGEANZE SEEREEMANEIESNE - RTSP  or reused passwords, internet-exposed administrgtion panels,
¥ ONVIF SEXBAHE  FRFHAE » UM I(_agacy protocpls such as RTSP and ONVIF, inadequate
FERE s IE SR o BVEREERE » WEET firmware patching, and vendor cloud account takeovers. Once

+ =, o HE AR 3 75 4% | SbugiE e, access is obtained, attackers can view live video feeds, pivot
ﬁfg;%fé ngg;g;ﬁﬂg&%jgg%f laterally into local networks, or recruit cameras into botnets.
fil 'S PR Al fT © A A= >

EALZENABIMNE  THRECKEE - BEE
HERGHE R (POS) Rt ~ FRREFRIE (NAS)

Compromise leads to serious privacy exposure affecting
homes, shops, and building common areas, alongside
reputational damage for businesses. Where cameras share flat

PEMERE —REMAIEDERIEE  FARAHR networks with point-of-sale (POS) systems, network attached
BERNSEDERNIBHBER o storage (NAS), or workstations, they can also serve as a
foothold for deeper intrusions into the organisation.
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Hijacked Smart Devices or Robots

BEESREEREMATYR ZTENREEES
EEMEER  WEEXENARREENE - KRR
REMAPI - BENRAREERS  UREEE

ABEROEBRZ B I BRI REEFHBIN
g —BgHARE  JEHLEDE  SIBHAFR
2EE EEZRBEEIEE  FERRELESH
RER - EEHMERETNHERRAE - SHA
EEREREMEZATENEERR  HEBXLA
ERZENRKXBREREEL 0 BHHEEMLE
¥ o
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As smart device and robotic adoption accelerate in logistics,
retail, and facilities management, attackers are exploiting
remote management interfaces, unsecured APIs, outdated
embedded operating systems, and insufficient segmentation
between smart subsystems and core business networks.
Successful compromise can disrupt operations, create physical
safety hazards, and leak sensitive data including telemetry,
video footage, and environment mapping data. With growing
deployment across commercial settings, this threat has moved
beyond theoretical concern to become a tangible operational
risk that organisations must address through proper network
isolation and device lifecycle management.
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Threat Actor Compromised BRABEEE

Consumer Routers
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Added Compromised
Routers to
Botnet Devices

EEEpE BRBRAKRE
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China Mobile

RN MEZERTE 8 BB L EMZ IR AR
WRE - MRARESEERY  FHIEFBEMLRES
RIFHEAR - MALLEBERT MREH - EXREBRRAL
RSB SEE  ERESTERERNEERE |-
BRT Ea e (SR TER GPS BER) /b - %
REFRUREREN BRI REAKTSRERR
ELEREXBIAZHEE —ORHRERRNR
fe » WREBHRBEHE  BREENAHZZER

Hong Kong’s Low-Altitude Economy Action Plan is driving
integration of advanced aviation technologies into urban
mobility, logistics, and emergency response, positioning
the city as a regional hub for innovation. While benefits
include efficiency gains, industry growth, and enhanced
public services, the sector also faces a complex “dual
threat.” Beyond traditional cyberattacks—such as signal
jamming and GPS spoofing—the sector contends with
operational hazards like unauthorised “black flights” and
drone swarms. These combine to create “air reefs’—
hidden, chaotic dangers that can lead to hijacked devices
and severe public safety risks.

BT EE R R i BE B, Technical & Infrastructure Challenges

ZRYBRRBERNRBEREEAS o EIEERA
NFREMTE - ZRYBRRBHEEEIREBS
WAR - EMEEETHERTENNERT » BTR
ERAGTENEEERRNZEF - EEEEEHER
RESER2MRFMERE  SESKBEERERE
Bz o bboh - BEBBEEAK BEFEREER
HeEEE  BARTEZEE —TRRARZENE—
R34 | BT REE A BE AR AAEERIRE

{E8IF O The Detection Gap
BENRERZZUTRE  RRACHRAHMZE
B IR MMt c EEBIRIBEF  EHEHIEE
HUEHNIFHEMWER - EXKESERERY
SEKIAETE]  REAREE  EFRRNWKES
BURHBER o ltoh - B RIRRLAIRBEE S| BIFEN
R — BEENEKEHEN (W0 Wi-Fi REHH
BRIRAARE — EESEERHEBEREESPIHNE
BEBEMAER -

FME 2B Path to Resilience
REHELHBELRE  FARECBEREZTENE
B2HEE HEBHEBEE T H+NIEZEED
BZR - FEBHEBMN 5G-A ISACEMESTHSE
BAEEGESEAINE  EEREIREREN
BAK ZHNMEE2ESEBEEEEEN ° i
Hubble-1 5G RixEEBEHRSRMBIIEE @ BiF
Fin AR AREEER o
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The primary vulnerability of aerial 10T devices lies in the
hardware itself. Unlike powerful laptops, aerial loT devices
have limited processing power and battery life. They
simply cannot run the heavy, military-grade encryption
needed to protect them without draining their power mid-
flight. This forces operators to use lighter, weaker security,
leaving wireless links exposed. Additionally, the risk is
compounded as data jumps between drones, commercial
platforms, and regulatory systems—every “handover”
between these different systems creates a potential leak
point that hackers can exploit.

Current defence systems are failing because they are
designed for closed rooms, not open skies. In a wide-
area environment, traditional sensors struggle to scan
vast distances in every direction. Physical obstacles
like skyscrapers create “shadow zones” where signals
are blocked, allowing stealthy attacks to slip through
undetected. Furthermore, the chaotic environment
of a city triggers constant false alarms—mistaking
harmless radio noise (like Wi-Fi or cell towers) for
threats—which blinds operators to the real dangers
lurking in the air.

To address these threats and challenges, as a key
participant in low-altitude economic cybersecurity,
CMHK builds a “1+1+N” low-altitude capability system.
CMHK’s 5G-A ISAC base station combines reliable
communications with airspace anomaly detection,
accurately identifying unauthorised drones—proven
effective in the National Games Hong Kong division.
The Hubble-1 5G terminal features hardware-level
advanced encryption, underpinning end-to-end
trusted low-altitude networks.
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Web 3 ER & # ## % 2 Bk &
Web3 and Blockchain Security Challenges

5|= Introduction

Web3HERERK T MR EEBHNARLTR  TEH - RIEIREEPF O ERGENREZ DR
B o RIBECertiKIREe » 2025F 2 IRH S 630 R Web3IZ2EMH - BRANI3SEETIEL » F1598
REHIBKRSI2EBET - ZFMERBT » RENBERMY  BEESANTTHMY IR AF BT
TEENETER  YARKZREEAS  EEHBERIABFAERTAMRENES -

The rapid adoption of Web3 and blockchain technologies, particularly in the realm of cryptocurrency,
has introduced cybersecurity challenges fundamentally different from those of traditional centralised
systems. According to a CertiK report® , 630 Web3 security incidents were recorded worldwide in
2025, resulting in losses of approximately US$3.35 billion, with an average loss of US$5.32 million per
incident. The pseudo-anonymity of transactions, the irreversibility of smart contracts, and the shift
of security responsibility to end-users present unprecedented challenges for security professionals,
regulators, and law enforcement.
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BRENRIFERNEARE
Smart Contract Vulnerabilities Remain a Critical Threat
BREASHNETIRBEERE  VEREE » —& Unlike traditional software with continuous updates,
MEEHLEE  HUEEFHNESEMH4 smart contracts operate on the principle of “Code is
HATE - BRNBEHEER - FEEREGRE R Law,” making them extremely difficult to modify once
B REEERNDEE > R ESRRR dep::)yelfl.cli_ogic errolrs, rﬂiscon(fjiguredffaccess cor(;trols,
- PRI 5 N = unchecked external calls, and insufficient auditing
E%Eé‘,‘ 1I1I%§=§$E‘[EE§$E% an frequently lead to irreversible financial losses. A
E?ﬁn:ﬁ‘l’%20%?:%‘202§ﬂifsﬁ = EI&%E@% research study that tested previously exploited smart
BESAETHEEAR - RINER TBFHMN contracts from 2020 to 2025 successfully replicated
WEISS  UWHEERRREPEIBBSEE over half of the attacks in simulated environments,
THES  RREESHNEZEZEBEARAR extracting more than US$500 million in simulated
9 o stolen funds, highlighting the persistent severity of

smart contract vulnerabilities® .
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e vk~ iRE R A
IR Caita Silely & Crypto Debit Card Exploit

2025F 28 » —RBIMBREENIERARREIREZE In February 2025, a cryptocurrency debit card company

| sEThiE 2 25 4 |, experienced a security breach, resulting in a loss of 49.5
B HIAKR4 950 MM USDC » ERABRER - &2 million USDC. Our investigation found that the root cause of

EHPRAEREREZAENDBEEESHNERR this incident lay in the developer’s failure to update access
i ST AR RS B PR - B R AN E S PR AS RE TH e i rights after deploying the smart contract, which left privileged

N functions persistently exposed. Leveraging this configuration
BRENN cMEEFALERERR @ BEERBME  oversight, the attacker manipulated the residual administrative
TEREPR » BN ER TZEENASEE o k= permissions to successfully control and drain a substantial

_ o e ATy o A portion of the project’s assets. This case underscores that access-
PlIBT  FREREEFERESDREERSNERTD right misconfiguration remains one of the most prevalent and

EATHHEAEESRENNEZERAK Y — high-impact security risks in the realm of smart contracts.
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BRENERESH

FRE
REE Vulnerable Smart Developer
Threat Actor \ Contracts )
I SELE
Victim Company
BRERIBEEBEE 5Ty o
e RST8] AR ER
Misconfiguration was used to

Smart Contract remained a
privileged function for transfer

transfer assets

(81 CertiK. (2025, December 23). Hack3d: The Web3 security report 2025. https://www.certik.com/zh-
CN/resources/blog/hack3d-the-web3-security-report-2025

PI“Al agents find $4.6M in blockchain smart contract exploits”, Anthropic, published on 2025-12-01,
URL: https://red.anthropic.com/2025/smart-contracts/
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{82+t Case Study 7

Private Key Theft and Malware Attacks on the Rise

In 2025, techniques for stealing cryptocurrency
seed phrases and private keys grew increasingly
sophisticated. Attackers commonly used fake virtual
meeting applications, trojan installers, malicious browser
extensions, and counterfeit wallet apps as attack
vectors, employing phishing tactics to trick targets into
installing malware or disclosing sensitive information.
Employees and outsourced developers at Web3
platforms were particularly vulnerable. The Lazarus Group
further escalated threats by deploying new malware
strains specifically designed to infiltrate development
environments and steal credentials.

*
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FHOERMEERBBEUAERZFANENE
1 RAFEZBEBENATLENTRS -
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YT EESE - HUREB - ADEEBRENE
REARBERS  FELRLELFRMET
[EEERNINZERE  FHEUEEERERE
RHHEEF -
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Emerging Compliance and Enforcement Challenges

Many DeFi protocols operate on a permissionless basis, enabling
users to transact without standard identity verification. This creates
significant blind spots for regulators, undermining global Anti-
Money Laundering and Counter-Financing of Terrorism (AML/CTF)
frameworks. Blockchain networks are distributed across thousands
of nodes worldwide, making it exceptionally difficult to determine
which jurisdiction governs a specific transaction. This ambiguity
enables regulatory arbitrage, where criminals exploit the most lenient
legal environments.

Two countervailing trends are emerging simultaneously. On one
hand, a growing number of blockchains are embedding protocol-level
asset freezing capabilities to meet compliance demands, gradually
introducing traditional financial controls into the decentralised space.
On the other hand, as stablecoin regulations and mechanisms are
progressively implemented, illicit trading is increasingly migrating to
informal peer-to-peer channels such as instant messaging application
groups and black market “upstairs” shops, further complicating law

BRAEESHABNILR

Private Key Theft via Trojan Malware

REFSR—EEE DeFi FAAIPA  BiEFELS
HENEESER  BERTFAHABETZEAR ° 2025
FOR HEAMFREMBABSEHRM  BEAE
B RIS - BR43,200 BRAKE - BERE
R200B X - EKAERE - BAWERELEREM
TEBRZMBERNRE  HHBESAEBRERE
1T - E—SPRAETR  RBBRPEANTEE
RE—EAEEZBE M Lazarus EXFTERAREERA
RAEE AL - AR EEBFMRIRE > BE—BRE
ENBEREEGUSERASE  FRELITHLZE
T—EARERRBEAERRES  EMmEARS -

This case involves a Hong Kong-based DeFi platform founder
who stored all private keys within the browser, leading to the
subsequent hacking of the platform. In September 2025, the
founder’s laptop was infected with malware, resulting in six
associated wallets being drained, with losses amounting to
approximately 32 million tokens, equivalent to US$2 million. Post-
incident investigation revealed that a portion of the stolen funds
was successfully frozen on different cryptocurrency exchanges,
while the remaining funds were laundered through the mixer.
Further tracing indicated that the gas fees used in the attack
originated from an address linked to wallets utilised by the
notorious Lazarus Group. The malware was traced to a fake
Korean investor who, under the guise of collaboration, tricked
the victim into downloading and installing a malicious instant
messaging application, thereby deploying the trojan.
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enforcement monitoring and investigation.
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Web3 Security & Compliance

BELZEREBEMRARRIL Wallet Security Issues Remain Severe

EBeosinZ 2 F WA - 2025 F ERMEETER
FENEMEHPRIBANI3Z7SEET  REM
RAERETEREEEZ  IXRFAETEREGZR
SRR KE  Hi8K17.65E T  EEFELN
52.3% ° 2025 F 2 A Bybit REZHEEHIE
ARBERE  ZBAELZBERIFERBEARS
ABRWEDNR - BFI45EBETIEX - BRIREEB
LL.FI» THORZEH#F A » Tornado CashZiREEF
B UREKYCHRZFTETESER » #3.8% )
BESHWERRE > RBESHIE Web3ESE HiEXE
KOZEEH -

EREEFRABESLREIEESEE

According to the Beosin Annual Security Report, the virtual asset industry
suffered total losses of approximately US$3.375 billion in 2025 due to
cyberattacks, where exchanges have become the primary targets for
hackers. Nine exchanges were attacked primarily due to wallet security
issues, resulting in a combined loss of US$1.765 billion, which accounts for
52.3% of the total annual losses. In February 2025, Bybit suffered a loss
of US$1.45 billion after malicious code was injected into its multi-signature
wallet. The signers failed to detect that transaction details had been
tampered with during the signing process. Hackers rapidly transferred
funds through cross-chain platforms like LI.FI and THOR, mixing services
like Tornado Cash, and exchanges without KYC. Only 3.8% of the stolen
funds were recovered, making this the largest security incident in Web3
history to date.

Virtual Assets as a Primary Channel for Money Laundering and Crimes

20255 EREECEHAASEREREKEHE
FERGNEBEIR U HI BERE+FEE
BE | [RLER+ERFAENEEE |SERE
WERLRER - BIEBeosinZ 2 FHER » &
HREAHE¥FE A Tornado CashEXR S EZEEB
22fB% B HELSEIRERTEANERS
FHEEBBL7/EEL  IRKEEBLANFELR
kBB TFEET -

B — [t T A LB ez

In 2025, virtual assets have gradually become the primary tool for
global black and grey market money laundering and illicit transactions.
This has spawned highly concealed forms of crime, such as “Hacking +
Cross-chain Mixing” and “Online deception+ Guarantee Platform Black/
Grey Industry Chains.” According to the Beosin Annual Security Report,
Tornado Cash, the world’s largest mixing platform, saw an annual
transaction volume exceeding US$2.2 billion; the total annual guarantee
amounts on mainstream guarantee platforms like Huione and Xinbi
exceeded US$8.7 billion; and the annual turnover of mainstream cross-
chain bridge platforms surpassed US$100 billion.

Single Anti-Money Laundering (AML) Tools Are Insufficient to Tackle Money Laundering

EEAMZREREEEETHRLNBET - 85
EERMNbECHETEREERBFE  HREREX
VASPEVZENZEBANEAKYTEREER
it BUEEREZ M - B REER - AMEERE
BH  ZHVASPEKRBE—KYTIE  #IUE2M
BEREE B iEBENERLRER - At &
LEEBHRADES IKYTERAR  EBZ R
MER » RIS VASPHIRE R EIBEED -

EENREE  EERBEIENMEZE-DR
et e - HEIBTEAMRILTE - B AR -
WEBRAXAELARNRZE2EH - BFBEEM
ZE BRIMNETER -

Amid the current trend of strengthening global virtual asset regulation,
85 countries and regions have implemented virtual asset licensing
systems. These explicitly require Virtual Asset Service Providers (VASPs)
to establish comprehensive security frameworks and utilise AML
technologies, such as Know-Your-Transaction (KYT), to enhance security
and prevent money laundering risks. However, in practice, most VASPs rely
on a single KYT tool, which struggles to comprehensively cover complex
money laundering risks that span borders and jurisdictions. Therefore,
it is necessary to promote the adoption of “hybrid” KYT solutions to
elevate the overall AML capabilities of VASPs systematically through the
complementarity of diverse technologies.

RegTech enterprises, regulatory bodies, and law enforcement agencies
should further deepen their collaboration to jointly prevent cybercrime
and manage risks associated with emerging technologies. By raising
security awareness among both the industry and the public, we can
work together to build a safer and more resilient digital ecosystem.
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Internet-Facing Assets Security Assessment
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System vulnerabilities

7.8%

£H8 O0OEERAINALRERAT » 95%EE R
ARERERE SRSk ARBEAESRSERRG -
TREERIIIARER - TEBEHNFEE - UK
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Medium and

Low Risk Vulnerabilities
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Hong Kong, recognised as a smart city and a global leader in
commerce and finance, serves as a vital hub for international
shipping and trade, as well as a centre for essential professional
services. These functions rely heavily on its advanced
transportation, telecommunications, financial, and utility
infrastructures. Any disruption to these core services due to
cyberattacks could result in significant economic losses, pose risks
to public safety, and undermine international confidence in the city.

In view of the persistent cyber threats targeting critical infrastructures
worldwide, CSTCB regularly conducts Internet-facing Assets Security
Assessments, which aim to identify potential system vulnerabilities
in the Internet-facing assets of critical infrastructures (such as URLs,
domain names, and IP addresses) to ensure their security and
resilience.

BREZERRIEH
MEEER 2L

In 2025, CSTCB conducted over
100,000 assessments on internet-
facing assets of critical infrastructures
in Hong Kong and found that 7.8%
of these assets had varying degrees
of system vulnerabilities, representing
a slight increase from the 5% recorded
in 2024. Overall, the security posture
of internet-facing assets remained
similar to that of the previous year. Through the
established notification mechanism, all identified system vulnerabilities
were promptly patched, and the affected organisations have
substantially enhanced their system security posture, underscoring the
importance of ongoing proactive assessment and monitoring.

Assessments on internet-facing
assets belonging to critical
infrastructures

100,000+

Of the more than 8,000 system vulnerabilities identified, 95%
were classified as medium and low risk, while the remaining 5%
were categorised as critical and high risk. These higher-risk
vulnerabilities primarily included credential leakage or compromise,
hijackable subdomains, and exposed cloud storage services:

Be ks RRFR
Critical and High Risk Vulnerability BN A
IR BN E

sCA R
EERRBETUREREERNE
ERPRARNE WA EHEERE
RN ESEEBREATE
These vulnerabilities could allow
threat actors to launch cyberattacks
directly and may pose a significant
risk to the normal operation of critical
infrastructures.

Credential Leakage / Compromise
ETIHARNEARFE —BINBRE
BA - WEENAEERERERE
BRALS  RMBREAZREE °

Credential Leakage or Compromise:
Leaked or stolen credentials, whether from
staff or the public, pose a major security
threat by enabling attackers to gain
unauthorised access to critical systems.

ARERE N FEA

Hijackable Subdomains
HEFEETENFEHAARER
BEEEYAMETHNAKRESF
SROEE) 0 LLERER R R A A N
RIS BRI o

Hijackable Subdomains: Unused or
poorly managed subdomains can be
taken over by attackers and exploited
for malicious purposes, such as phishing
or fraud. This underscores the necessity
for organisations to strengthen their
domain management practices.
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Critical and
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Risk level distribution for system
vulnerabilities identified during

Internet-facing Assets
Security Assessment
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These vulnerabilities are less likely to Mail server blacklisting Certificate authority issues: SSL/TLS issues

enable direct cyberattacks but may EZERRHAERAN ERENSBENRARR HOEHANRBEE

still be exploited for reconnaissance ‘EH#—@HE%?EW)\E% é?ﬁio E‘éﬁﬁ TE’;%SE’JW@‘EH'

tivities, potentiall ing th e e ==

for further yberattacke, BoBAZABETE  The use of invalid or  MEHM

EEAEBEIRAEBRHR outdated cybersecurity Internet-facing assets
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When critical infrastructures’
email servers are blacklisted,
it indicates that they may
have been compromised
and incorporated into a
botnet.

certificates.

utilise weak cipher suites or
cryptographic keys.

AR A R93% A

Exploitable ports

SR 32 PR %I 493 O B 8245 F
FALUERZEEMN ©
Unrestricted ports can be

exploited for malicious
purposes.
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Exposed web interface
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AEM) °

Internal or sensitive systems
are hosted on a publicly
accessible webpage (e.g.

a login page for system
control).

R WRENTIHHTRE

Exposed Cloud Storage
BREFENERRTFRESSEREIE MR
SIBMEERE RIS EBHEE RSN EFEEE
il 2 I 4 9l AR FE SR BN o

Misconfigured cloud storage services heighten
the risks of data breaches and cyberattacks.
Consequently, implementing robust access controls
and encryption is essential to safeguard sensitive
information.

BoUXTETE

Top 3 affected industries
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Banking &
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Communications
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Cybersecurity Survey AR 6%
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CSTCB conducts an annual sample survey to assess the cybersecurity awareness and preparedness
of Hong Kong’s critical infrastructure operators and major organisations. In 2025, we have

R 2025F B79% M Z B C E N
EE  ARNRLREZERERE -

interviewed critical infrastructure operators and major organisations from different industries, BT ERPS o _ EefEE Rt In response to the increasingly severe

including banking and finance, government departments, communications, public utilities and Government S i ﬁﬁﬂ'_&ﬁr’iﬂ RS cyber threats, organisations were actively

transportation. The following presents the key findings of this year’s survey, covering four areas: T A _ﬂ—%ﬂ_ E Balr:1_k|ng and Increased budget for allocating more resources to strengthen their

the threat landscape, alertness and preparedness, cybersecurity budget, and Al adoption. Distribution of 2;:;9 enhancing cybersecurity defences. The survey shows
sector (]

that in 2025, 79% of responding organisations
had increased their budgets for enhancing
cybersecurity measures.

cybersecurity
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Threat Landscape [EEES
Communications

29%
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PERBREREN=(ETEDRIRRITRERE (42%)

&= fEF BBNAKZTHEERRELAFTERNAAT
B (20%) FITLAFERFT (16%) + B2 2024 FHREEERA fF Exte%i?ve,y BETEAEEES - B H80%NZS
N Al A& 5 (] p-a
BARFS o ﬁ;r IR 16% ERRD SR EESEA TS AR
& Very Frequently

Kig5| -

More than 80% of responding organisations
indicated that they have already utilised or
plan to utilise Al to enhance cybersecurity.
Concurrently, 80% of respondents stated

The survey results indicated a sustained increase in the
frequency of cyber threats faced by critical infrastructures
and major organisations. 36% of organisations reported
experiencing “frequent” or “very frequent” cyber threats
in 2025, representing a 16% increase compared to the
previous year. The top three sectors facing the highest

26%

BB AR
Cyber Threats’
Frequency $aEs

AT EREER
Al Adoption
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frequency of cyber threats were banking and finance (42%), Frequently o that they have ethe_l’ estab_lls_hed or are in 'the
communications (29%), and government departments 10% ﬁ%ﬂﬁ"iﬁﬁ &2 ﬁﬁﬁ process th esFabllshlng policies and guidelines
(16%), which aligns closely with the 2024 survey findings. BT Planning to Use Use Pa‘:tlally for Al application.
5 & Occasionally 28% 37% . o _
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Key Findings
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Alertness & Preparedness
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FEER Very low 0% A 25 e
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85% BT BAABEHEREEE - NeNRABSA formulate o REREREREARRORE © KB

kS
Average

15%

BERD  RERBBLASERARZEE
B BRREXEBERE -

20%

BEINARLEREER - RRBEERBRIIHE
HEHREEFENERS - BRAKERRT SHBHIK
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B EFE  BBREAEREM I RER - IFERAH
BEEARR o

o & Low 1%

=1K Very low 0% .
Ve B AT

FE A BUER K 45 5l
Al Adoption
Policies and

The survey results indicated that as
organisations faced more frequent and complex
cyberattacks, they were not only devoting more
resources towards enhancing cybersecurity
but were also actively exploring the adoption
of cutting-edge technologies, including Al, to
respond to these threats. While adopting new
technologies is essential for building strong
and robust defences, it may also introduce
new system security and governance risks.
Cybersecurity serves as the cornerstone of
sustainable business development. Regardless
of their size, all organisations must continuously
enhance their defensive capabilities to ensure
the security of operations.

Alertness to

= HES &R oo
Average Very high In Progress Guidelines =y
18% 22% 24% Well-
established

56%

cyber threats

The vast majority of respondents continued to hold an
optimistic view of their cybersecurity posture. Around 85%
self-rated as maintaining high alertness to cyber threats,
and about 81% believed they had adequate cybersecurity
preparedness. While these results indicate a generally
high self-assessment of readiness, they also reflect a
more cautious outlook among organisations regarding
their ability to defend against increasingly sophisticated
cyberattacks. Through prudent self-assessment,
organisations can allocate resources more strategically and
thereby continuously enhance their cybersecurity posture.

WKL ER S
Cybersecurity
preparedness

.llIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII"

¢ EEEEEEEEE N EEEEEEEEEEEEEEEEEENEEEENEENEEEEEEEEN,
“IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

*
4 EEEEEEEEEEEEEEEEEEE NN NN NN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER®

* >
g EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER® g EEEEEEEEEEEEEEEEEEEEEEEEEER®

HiELEE2HE2025 Cybersecurity Report 2025




20255 @R 28 Cybersecurity Trend in 2025

(FARERRENERRSAZEZHE)

Computer-system Security Challenges

Faced by Critical Infrastructures

BRERKE (ERARRE) EEPLE

The Office of the Commissioner for Critical Infrastructure (Computer-system Security)
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& Broadcasting
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Energy Transportation
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Multiple incidents in 2025 have once again sounded the alarm.
In March 2025, a cyberattack knocked out online ticketing for
Ukraine’s state railway, forcing passengers into long queues,
while some freight-related online services were also affected.
In September 2025, disruptions to automated check-in systems
across multiple European airports were linked by the EU’s
cybersecurity agency to a ransomware attack targeting third
party services, underscoring how shared vendors can become
systemic points of failure.

RITREH

Banking & Finance

BB

Egn=
BT

Hospital

Hong Kong’s critical infrastructures span multiple sectors, including
energy, telecommunications and broadcasting, transportation,
banking and finance, hospitals, and information technology. They
largely rely on secure, reliable computer systems to deliver essential
services. In the event of a computer security incident, it could
trigger a chain reaction and subsequently impact citizens’ daily
lives. For critical service providers, the message is clear: resilience
cannot be assumed; it must be implemented day to day and
continuously validated - fixing the roof before it rains.

To further enhance the overall computer-system security, the
Protection of Critical Infrastructures (Computer Systems) Ordinance
(Cap. 653) has come into effect on 1 January 2026, setting a clear
statutory framework and practical implementation guidelines. The
ordinance aims to impose statutory obligations on designated
critical infrastructure operators to ensure they take appropriate
measures to protect their computer systems, thereby reducing
the risk of disruption or damage to critical services caused by
cyberattacks, in order to safeguard the normal functioning of Hong
Kong society and the daily lives of its citizens. The ordinance
stipulates three categories of statutory obligations: organisational,
preventive, and incident reporting and response. These obligations
raise the overall preparedness through clear and consistent
requirements.

Information Technology
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Generic Code
of Practice
(Generic CoP)
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Organisational obligations: including
the establishment of a dedicated
security management unit, the
maintenance of a local office, and
the notification of relevant changes
concerning the operator;

HRHIEERT  BEARYZEASHALTEHEER
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Preventive obligations: including the
submission and implementation of a
security management plan and the
conduct of regular risk assessments
and security audits;

Following continued engagement with the trade, the Security Bureau
has issued a Generic Code of Practice (Generic CoP) and Sectoral
Codes of Practice (Sectoral CoPs). The Generic CoP is designed to
be pragmatic and practicable, translating statutory requirements into
an actionable baseline that can be implemented and verified, helping
operators build and enhance their capability to protect computer
systems step by step. It also promotes the integration of computer-
system security into daily management and operational decisions
through governance requirements, such as by requiring the board
or senior management to endorse the computer-system security
management plan. The Generic CoP draws on mature national and
international standards and recognised industry good practices, and
has adapted to Hong Kong’s operating context. Furthermore, the
Sectoral CoPs provide more tailored recommendations to reflect
sector-specific practices, technical architectures and operational
needs, ensuring the guidance is workable and fit for the purpose.

(RBIER<FA)
Sectoral Codes
of Practice

(Sectoral CoPs)

The value of this legislative framework goes beyond mere
compliance. It embeds cyber resilience into day-to-day operations.
This encompasses corporate governance, change management,
system hardening, risk monitoring, supply chain risk management,
incident drills, response and recovery. It progressively establishes
sustainable practices and extends good practices to outsourced
service providers through recommendations in the Generic CoP
and Sectoral CoPs.

The Office of the Commissioner for Critical Infrastructure
(Computer-system Security) will collaborate with designated
authorities, law enforcement agencies and regulators, and join
hands with operators, service providers and various stakeholders to
build a robust multi-layer defence to enhance Hong Kong’s overall
computer security.

The Code of Practice issued by the Office of the Commissioner
for Critical Infrastructure (Computer-system Security) clearly sets
out three categories of statutory obligations that operators are
required to fulfil.

EHUBHERH SR  REZEARREE
B BRRETESE . URNEERR
ApEE Ea 2

Incident reporting and response
obligations: including participation in
cybersecurity drills, the submission and
implementation of emergency response
plans, and the reporting of security
incidents within prescribed timeframes.

Within this regulatory framework, the HKPF plays a pivotal role in
enforcement and coordination. It is responsible for investigating
cases involving cyberattacks or criminal elements, supporting the
response to major incidents, and working in close collaboration
with the Security Bureau and relevant regulators, thereby
establishing a dual line of defence that integrates technical
safeguards with law enforcement protection.

Cybersecurity Report 2025
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WL ER
Cybersecurity Mitigations

BT HIEZRRERRE BN EZERMRES - AREBRE—E4S— - ARENPEES -
The following ten recommendations address the principal risk areas identified throughout this report,
providing a unified, actionable defence framework.
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ldentity-Centric Access Control
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All remote and privileged access should be protected by phishing-resistant MFA
such as FIDO2/WebAuthn or PKl-based solutions, with conditional access policies
evaluating device health, user risk score, and session context. Idle and default
administrative accounts need regular review and disablement, access keys should
be rotated on a defined schedule, and redundant privileges revoked promptly.
Identity workflows should incorporate liveness detection (e.g. randomised
challenge-response and 3D depth sensing) alongside multi-layered verification to

counter deepfake and Al-fabricated document bypass attacks.

2

ERAZEEREE
Zero Trust Architecture
Adoption
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Organisations should adopt a Zero
Trust model across all environments,
continuously verifying every access
request and granting only minimum
required privileges. Micro-segmentation
should divide networks by function
and risk level to restrict lateral
movement. The same principles extend
to the software supply chain and
cloud platforms, treating all external
dependencies as untrusted and ensuring
attackers cannot move freely within
internal environments even if perimeter
defences are breached.

WHEEZE YRR AE[NREESERE  BEEECVSS
0.0 EWREIREREHANEE (EEFELERZRLZ - VPN
RE - AR RERE=FRHE) - SEEHIMNIRER
ETRAER  TBBBIFTERE - BERYBALENER
BEHBHEMUES > UATREEFZEAE - EFLXEN
REEFEHESAREE  RARNESREEREIASES
PR FESE R A E AR o

A risk-prioritised vulnerability and patch management
programme should address critical vulnerabilities (CVSS
9.0+) and internet-facing assets first, including web
applications, VPN gateways, firewall firmware, and critical
third-party libraries. Quarterly external attack surface scans
help identify shadow-exposed assets. Firmware update
cycles for edge and IoT devices must be maintained with
vendor advisory subscriptions. Clear decommissioning
timelines should be defined for end-of-support systems, and
dependency scanning tools integrated to monitor supply
chain vulnerabilities continuously.
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i : ‘Centralised Log Management
Al-Augmented Threat Detection and Response and Evidence Readiness
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Al-augmented EDR and XDR solutions should detect anomalous
activity through behavioural analytics across process behaviour,
APl call sequences, and network traffic patterns. Telemetry
from endpoints, networks, and authentication should feed into
a unified triage view for correlating lateral movement signals.
Email gateways with natural language processing capabilities
should detect Al-generated phishing and impersonation
patterns, with full DMARC, DKIM, and SPF implementation.
Initial containment actions such as endpoint isolation and
connection blocking should be automated wherever possible.

A centralised, tamper-resistant log repository should be maintained with a minimum 90-day retention period,
covering authentication events, remote access sessions, privileged account activities, and cloud control-plane
operations to establish end-to-end governance. Organisations should verify that third-party platforms and SaaS
providers retain system-level logs to support incident investigation. A rapid evidence-preservation playbook should
specify who captures what forensic artefacts and within what timeframe, securing them before containment
actions overwrite evidence.

WELEHRE2025 Cybersecurity Report 2025
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Cybersecurity Mitigations
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Backup Resilience and Recovery
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Incident Response Preparedness and Testing
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Comprehensive incident response plans should be rehearsed at
least annually, focusing on ransomware scenarios involving backup
destruction and extended dwell time. Each alert severity tier should
have a named owner with documented reporting timelines covering
after-hours periods. Drills should extend to crypto-asset incidents
(ensuring rapid notification to maximise fund-freezing windows),
supply chain compromises, and social engineering using Al-generated
phishing and deepfake voice. Al-driven attack vectors should be
integrated into penetration testing and red-team exercises to identify
gaps and update IR playbooks.

WELZEHE2025

Risk Governance
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Lifecycle vendor risk management should include
due diligence, ongoing assurance, and clear
incident-notification requirements. An accurate
SBOM should be maintained and continuously
updated for rapid impact identification when a
supplier is compromised. Development practices
should follow the Secure Software Development
Framework (SSDF) with provenance and integrity
controls for builds and releases. Non-production
environments must also fall within security
governance scope. Admin pre-approval should
be enforced for third-party application consent in
SaaS platforms, with regular permission reviews.

ZEZREANE

Network Segmentation and
Attack Surface Reduction
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Networks should be segmented by function and risk level,
isolating loT devices, non-production environments, and
administrative interfaces on separate VLANs to restrict
lateral movement. Only business-essential services should
be externally exposed, with administrative interfaces behind
Zero Trust controls. Legacy protocols such as RTSP and
ONVIF should be disabled and unrestricted ports closed.
An loT asset inventory should be maintained and monitored
for abnormal outbound connections. All remote access
should be consolidated through a single monitored gateway
with full session recording, and unapproved remote tools
blocked at network and endpoint levels.

Security Awareness and Personnel Training

Cybersecurity Report 2025
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Cybersecurity Incident Response
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Proactive Cybersecurity Operation
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Safeguarding Cybersecurity in Major Events
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PR 2SR {TE) Cybersecurity Response and Operation
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Cybersecurity Incident Response

SHEE TEENEZMMEE

Mission and Value of Incident Response
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CSTCB’s Incident Response (IR) function supports
organisations across Hong Kong in managing cybersecurity
incidents, aiming to minimise impact, safely restore
operation, and reduce the risk of recurrence through root-
cause analysis and improvement recommendations. Our
IR process typically follows a five-phase lifecycle: (1)
Identification and Scoping, (2) Containment, (3) Eradication,
(4) Recovery Support, and (5) Root-cause Analysis and
Security Enhancement Recommendations.
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Identification Containment Eradication Recovery and Security
and Support Enhancement
Scoping Recommendations
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In 2025, HKPF received 52 hacking case reports, representing
a year-on-year decrease of 15%, causing a total loss of HK$62.6
million. Police received 43 ransomware case reports in the
same year, representing a year-on-year decrease of 6.5%. The
maximum amount of ransom demanded was HK$10 million.
Hong Kong’s concentration of SMEs, reliance on internet-facing
services, and frequent cross-border financial transactions
continued to make local organisations attractive targets. The
following sections distil our key observations, illustrative case
studies, and practical recommendations drawn from CSTCB'’s
case handling in 2025 for stakeholders’ reference.
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Incidents in 2025 revealed that attackers consistently gained
initial access through exposed or weakly protected remote access
services, including VPN portals, RDP, and tools such as AnyDesk
and TeamViewer. Edge device vulnerabilities, credential brute-
forcing, and phishing emails were also common entry points.
After a successful compromise, attackers harvested credentials,
escalated privileges, and moved laterally via RDP and Server
Message Block (SMB) to reach high-value targets such as server
segments, virtualisation platforms, and management interfaces.

In ransomware cases specifically, attackers routinely destroyed
or disabled backup systems before triggering encryption. This
included storage devices that were nominally offline but still
network-reachable. Attackers also tended to delay encryption to
increase the likelihood of successful extortion. Data exfiltration
before encryption (“double extortion”) became increasingly
common, with attackers frequently using built-in operating
system tools or cloud services to disguise malicious traffic as
normal activity.
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During our incident responses in 2025, CSTCB found that
a number of cases could not be definitively attributed in
terms of the initial cause of compromise or the ransomware
family involved. Common causes included incomplete
EDR coverage at affected organisations, short retention
periods for VPN and RDP logs, absence of centralised audit
logging, and log clearing or deletion. These gaps not only
prolonged attack dwell time and complicated recovery,
but also made subsequent investigation and regulatory
decisions significantly more challenging. Insufficient
visibility has become a threat multiplier in its own right:
without consistent audit practices, response effectiveness

is severely diminished.

Across cases in 2025, several recurring structural weaknesses
enabled attackers. At the remote access layer, exposed RDP
and VPN services were frequently paired with weak passwords
and lacked multi-factor authentication, while unauthorised
remote tools operated without central governance. Edge
devices and firmware updates lagged behind, leaving known
vulnerabilities unpatched. On the endpoint side, incomplete
asset inventories resulted in EDR blind spots, with some
endpoints operating on expired licences.

On the response and recovery side, security alerts were
generated but lacked clear triage and incident escalation
procedures, particularly outside business hours. Furthermore,
backup servers remained reachable from standard endpoints
and lacked immutable or truly isolated designs, allowing
attackers to destroy backups alongside production data. Non-
production environments such as UAT, often with weaker
security controls, also served as stepping stones into more
sensitive networks.
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Proactive Cybersecurity Operation
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Cyber Hygiene Operation “INSTANTHIT”
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In order to detect and dismantle malicious
cyber infrastructure in Hong Kong, CSTCB
conducted a cyber hygiene operation
codenamed “INSTANTHIT” between January
and September 2025, in collaboration with
INTERPOL, cybersecurity organisations of
CSATF, and a number of local and overseas
Internet Service Providers (ISPs). This joint
initiative strengthened intelligence sharing and
cooperation, aiming to enhance Hong Kong’s
overall cyber resilience.
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Operation RAPIDSTRIKE is a strategic collaborative initiative
between INTERPOL and the HKPF, launched in July 2025 to combat
transnational online scams and technology crimes in alignment with
INTERPOL’s Global Cybercrime Strategy 2022-2025. Operating
within the framework of the INTERPOL Cybercrime Expert Group
(CyberEX), its core objective is to enhance intelligence exchange
and cooperation among member countries against the growing
cyber threat landscape. The operation is powered by Project RAPID,
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Prosecution Case Sharing
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During the INSTANTHIT operation, CSTCB detected and
dismantled 479 C2 servers, 4,813 botnet-infected devices,
and 34,556 phishing websites. More than 1,500 GB of
data was collected for digital forensic analysis. The C2
servers dismantled in the operation were primarily used to
support attacks involving botnet orchestration, ransomware
deployment, phishing scams, malware distribution, and data
exfiltration. Additionally, at CSTCB’s request, ISPs notified
the users of more than 380,000 computers and servers
with cybersecurity risks and provided them with practical
guidance to facilitate the timely remediation of the relevant
vulnerabilities.
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Operation WITSGAME (Deepfake related Fraud)

In February 2025, several digital banks reported to CSTCB
that applicants’ live selfies did not match their HKID photos

an Al-driven system developed by the HKPF in April 2025 under
the “CyberDefender” framework, which performs real-time, multi-
dimensional analysis of suspicious websites’ domain characteristics
and page code to rapidly identify newly created malicious sites. This
intelligence enables Operation RAPIDSTRIKE to pinpoint associated
hosting servers and promptly notify law enforcement agencies in
member countries to block or take down these platforms, achieving
proactive interdiction before scams are executed.

Structured into five phases, including bi-weekly intelligence-sharing
sessions and a comprehensive post-operational assessment, the
operation disseminated details of more than 6,000 suspicious
websites to over 35 countries for investigations and takedowns
between July 2025 and February 2026. Beyond short-term
disruption, it also seeks to deepen and broaden investigations
with the long-term objective of dismantling criminal networks. By
operationalising CyberEX’s four pillars — Strategy, Investigation,
Prevention, and Empowerment — Operation RAPIDSTRIKE
integrates resources from INTERPOL member countries to establish
a unified front and collectively build a more resilient global
cybersecurity landscape.
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during online account applications. Investigation revealed
that a local fraud syndicate, operating between March 2024
and February 2025, had exploited lost HKID cards with
tampered images and deepfake face-swapping, combined
with live selfies to bypass verification. The syndicate
successfully opened 30 accounts for loan applications and
credit card purchases, causing losses of HK$860,000 and
laundering over HK$1.2 million in crime proceeds.

In April 2025, CSTCB arrested nine individuals including the
mastermind and core members for offences of “Conspiracy
to Defraud” and “Dealing with Property Known or Believed
to Represent Proceeds of an Indictable Offence” (commonly
known as money laundering), with digital forensic
examination of seized devices uncovering the mobile
application used to generate the deepfake portraits. The
operation was enabled by close collaboration between the
HKPF and digital banks, prompting the industry to enhance
its digital identity verification processes.
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Operation ATTACKPLAN (Fraud, Technology Crime and related Money Laundering cases)
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In April and August 2025, Crime Wing, in collaboration with
other Regions, mounted two territory-wide enforcement
operations codenamed “ATTACKPLAN”, combating fraud,
technology crime and related money laundering cases.

In the two operations, a total of 863 individuals were arrested for
offences including “Conspiracy to Defraud”, “Obtaining Property
by Deception”, and “Dealing with Property Known or Believed to
Represent Proceeds of an Indictable Offence” (commonly known
as money laundering). The arrests were in connection with 733
fraud and technology crime cases, involving total losses of over
HK$1.9 billion.

In the enforcement operation carried out in August 2025,
CSTCB successfully dismantled a local crime syndicate that
exploited a social media platform to distribute surreptitiously
taken photos and obscene materials. Upon investigation,
CSTCB discovered that the syndicate had set up a free public
channel on a social platform, where preview videos and
images of various pornographic themes were posted to attract
members. Interested individuals were solicited to pay a one-off
membership fee to gain access to a private channel containing
all content. The materials included not only obscene and
indecent items but also upskirt videos and photos of students.

Investigation revealed that the channel was operated by two
masterminds of the syndicate, while other core members were
responsible for supplying pornographic and surreptitiously
taken images for publication. All of the surreptitious recordings
targeted women, and were mostly captured in local public
transport, stations, shopping malls, and other crowded venues.
The two masterminds used multiple bank accounts and
stored value facility accounts belonging to family members
and syndicate associates to collect and launder the criminal
proceeds generated from the channel operation, with the
amounts laundered exceeding HK$4 million.

During the operation, CSTCB arrested 11 individuals for
the offences of “Conspiracy to Publish Obscene Articles”,
“Conspiracy to Publish Intimate Images without Consent”, and
“Money Laundering”, including two masterminds and core
members suspected of providing the surreptitiously taken
images. Crucial evidence related to the case was seized from
the residences of the arrested persons. Following the arrests,
the Police blocked the relevant social media channel. CSTCB will
continue to adopt an intelligence-led approach and work closely
with our stakeholders to combat technology crime.
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In December 2023, the Office of the Communications
Authority (OFCA) launched the “SMS Sender Registration
Scheme”. Under this scheme, when verified entities send SMS
to local mobile users, their sender names are prefixed with the
‘#’ prefix to facilitate sender identification.

In February 2025, police received reports from the public that
individuals received phishing SMS bearing the prefix ‘# and
purportedly to be from registered government departments,
logistic companies and e-payment platforms, containing
phishing links designed to lure victims into entering their credit
card information.

CSTCB promptly collaborated with OFCA and Mobile Network
Operators to investigate the incident, including reviewing CCTV
footage from all locations where such SMS were received. The
subsequent in-depth investigation revealed that the culprits had
used vehicles to transport a Pseudo Base Station across various
areas in Hong Kong, employing the Pseudo Base Station to
interfere with the public’s mobile signals and send phishing SMS.
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On 2025-02-17, CSTCB officers intercepted a suspicious light
goods vehicle and arrested a man inside. Examination at the
scene confirmed that the man had used a mobile application
to compose phishing SMS with ‘#’ prefix, which were then
transmitted to nearby mobile users via the Pseudo Base
Station installed in the vehicle.

In December 2025, the defendant was convicted of the
offences of “Conspiracy to Defraud” and “Possession of
apparatus for telecommunications without a licence” at the
Eastern Magistrates’ Court, and was sentenced to 15 months’
and 2 months’ imprisonment respectively. This case marked
Hong Kong’s first successful prosecution involving the use of
a Pseudo Base Station for fraudulent activities. In this case,
CSTCB proactively shared the case details and relevant technical
concerns with regulators and industry stakeholders, and explored
proactive detection, prevention and reporting mechanisms
to collaboratively safeguard the security of Hong Kong’s
telecommunications environment.
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Safeguarding Cybersecurity in Major Events
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Major Event Cybersecurity
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When the HKPF formulates operational plans for major
events, CSTCB serves as the Cybersecurity Operation Lead,
working closely with government departments, organisers,
and other public and private sector stakeholders. In 2025,
the 15th National Games (NG) and the 8th Legislative
Council General Election (LCGE) were two major events
in Hong Kong. CSTCB worked in close collaboration with
stakeholders throughout the preparation and execution
phases to ensure these events concluded
successfully and achieved the goal of zero
cybersecurity incidents.
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CSTCB actively collaborated with stakeholders, providing a
series of cybersecurity protection measures before and during
major events to safeguard their critical IT systems against
potential cyberattacks. Furthermore, CSTCB conducted
on-site visits to venues and polling stations to assess the
information security posture of each location. During these
inspections, recommendations were given to stakeholders to
enhance on-site cyber defences, reduce the attack surface,
and ensure proper network segregation.

JE#R Exercise and Drills
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In preparation for the 15th
NG and to ensure the smooth
opening of the Kai Tak
Sports Park, CSTCB planned
and took part in various
tabletop exercises and drills,
enabling stakeholders to gain
a thorough understanding
of the potential impacts of
different cyberattacks and
the corresponding response
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On 9 September 2025, CSTCB conducted the
Cyber Security Seminar cum Tabletop Exercise,
codenamed SWORDLIFTER, at the Police
Headquarters. The event attracted over 100
representatives from more than 30 departments, :
agencies and organisations, including the National @ of 2025. These exercises aimed to
Games Coordination Office (Hong Kong), venue
operators, various government departments,
transportation and public organisations, as well as
relevant sports associations. The event concluded
successfully, strongly demonstrating the critical
role of cross-sector collaboration.
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To ensure the smooth conduct of the
Legislative Council Election, CSTCB
jointly conducted two tabletop exercises
with the Registration and Electoral Office
and the DPO in the 3rd and 4th quarters

enhance communication protocols and
coordination mechanisms for managing
potential cybersecurity incidents, as well
as to test the effectiveness of relevant
response procedures and fallback
arrangements.
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Prior to the LCGE and the 15th NG, CSTCB
strengthened collaboration with local and
international cybersecurity agencies to exchange
and share threat intelligence, enabling stakeholders
to enhance defensive measures and take timely
response actions to mitigate potential cyber risks.
CSTCB also launched Cyber Hygiene Operation to
proactively detect and take down event-related
C2 servers and suspicious domain names, thereby
reducing potential attack vectors. In addition, cyber
patrols were intensified before, during and after the
events, with close liaison maintained with relevant
stakeholders to ensure protective measures were
effectively implemented and that the
events were conducted in a safe

end orderly manner.
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Successful Conclusion of the Events
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CSTCB is honoured to have participated in and undertaken the cybersecurity
responsibilities for these major events. By successfully enhancing
cybersecurity defences, CSTCB helped ensure that the events were
conducted in a safe, orderly, and secure manner, with no cybersecurity
incidents.
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Moving forward, CSTCB will continue to strive towards enhancing cybersecurity
awareness and reinforcing defensive capabilities across all sectors of society,
ensuring full preparedness for future major events. Recognising the vital role
of cross-agency collaboration, CSTCB is committed to promoting industry best
practices, broadening participation in cybersecurity exercises, and advancing
defensive measures to elevate overall response capabilities. Furthermore,
by deepening stakeholder engagement and embedding cybersecurity
considerations fully into planning and operational processes, CSTCB aims
to build a robust defensive ecosystem in which all stakeholders clearly
understand their responsibilities and work together to safeguard future
major events.

reduce the risk of cyberattacks during the events.
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CSTCB conducted comprehensive cybersecurity testing
prior to major events to proactively identify vulnerabilities
within stakeholders’ systems. Upon discovery of these
vulnerabilities, CSTCB directed the stakeholders to promptly
remediate or eliminate them. This preventive measure was
designed to enhance stakeholders’ security posture and
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During major events, CSTCB implemented a robust real-time
monitoring mechanism. In addition to operating its internal Cyber
Security Centre, CSTCB deployed personnel to the event-specific
cybersecurity command centre throughout the event period to
monitor the security and operational status of critical systems.
CSTCB also stationed officers at various venues to provide on-
site incident response support and to conduct immediate digital
forensic analysis when required.
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In the process of promoting “Smart City” and the
“Low-Altitude Economy” in Hong Kong, the continuous
development of digital infrastructure and financial
technology has also led to a corresponding rise in
cybersecurity risks. Although quantum technology
is not yet accessible to all, its potential threat lies in
the possibility that it could one day break current
encryption standards. The industry has begun
researching post-quantum cryptography to address
the challenges that future encryption standards may
face.
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Hong Kong’s Stablecoins Ordinance, effective since Decentralised
August 2025, marks a significant step in regulating Identity (DID)

virtual assets. As blockchain adoption grows in
financial services and cross-border payments,
emerging challenges warrant attention. Smart
contract vulnerabilities, cross-chain bridge exploits,
and the nature of Decentralised Exchanges (DEXs)
present evolving cyber risks. Building on the
current regulatory foundation, further measures
addressing these technical dimensions would
strengthen Hong Kong’s position as a secure and EaEA g

. . . (=R ==N
innovative virtual asset hub. Smart Contract

Vulnerabilities
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For cloud computing, the DPO’s “Practice Guide for Cloud = ClOUd
N\ Computing

Computing Security” provides important guidance for enterprise
data protection. As multi-cloud and hybrid cloud architectures

o Pk s 2 =
become more prevalent, data privacy concerns grow, particularly REHREL AEERER
Misconfiguration and Shared

Responsibility Risks

around cross-border data transfers and data isolation in multi-
tenant environments. The shared responsibility model between
cloud providers and enterprises can also create ambiguity in security

obligations, leading to misconfigurations and inadequate access — X

controls. Building on the existing guidance, further clarifying shared

responsibilities and strengthening configuration management

practices will help enterprises adopt cloud services more securely ‘ @ ’

and confidently. — -
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Data Privacy and Protection
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Hong Kong has tested satellite navigation interference
warning systems within a regulatory sandbox, laying
a foundation for the low-altitude economy. As drone
applications scale up, challenges around signal spoofing
and jamming, communication link security, and airspace
system protection will become more prominent.
Continued development of relevant security standards
will support the safe and orderly growth of the low-
altitude economy.
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At the policy level, Hong Kong is progressively improving
its regulatory frameworks. In 2026, the Protection of Critical
Infrastructures (Computer Systems) Ordinance came into effect,
establishing the baseline requirement to protect system security
of critical infrastructures. Through ongoing technological
innovation and cross-border collaboration, Hong Kong aims to
balance technological advancement and cybersecurity in its
digital transformation journey.
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Apart from emerging threats such as deepfakes, social
manipulation and automated attacks, as Al tools increasingly
operate on personal devices and integrate with everyday
applications, users should verify Al-generated outputs, exercise
caution when granting access to sensitive data and systems,
and understand how their information is stored and used. The
PCPD has issued “The Guidance on the Ethical Development
and Use of Artificial Intelligence” and “The Artificial Intelligence:
Model Personal Data Protection Framework” to provide practical
guidance for organisations in addressing these challenges.
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Cybercriminals exploit ever-changing cross-border relationships, disparate investigative

Mr. Neal JETTON TESOUREES EEl cap§b|||t|es G| Fjelays n real-.tlm.e .|nformat|on SENTE) [BEETEE (6 EE Y54 MH HKCERT’s Cybersecurity Outlook 2026 reveals that reported security incidents hit
- N enforcement to achieve success in harming their victims. As the cyberthreat landscape ! . . . o . .
B A R AR R ) ) . o Mr. Mohamed BUTT, MH a record high of 15 877 in 2025, representing a 27% annual increase, with Al related
i Tt Cuborerin eniliues im e sl evels snel emsging usdinslerles e uEse lay ailmEs : : attacks and supply chain vulnerabilities among the top risks. As cyberattacks become
Director of Cybecrlme, INTERPOL to improve efficiency and scale of their acts, it is critical that global law enforcement EBLEEH(RERAR :

increasingly automated, cybersecurity innovation must prioritise Al governance, risk
aware technology adoption, and Al enabled defensive capabilities. To help enterprises
strengthen resilience, HKCERT partnered with the Digital Policy Office to launch the
Cybersecurity Service Providers Connect Programme, bringing together 21 qualified
providers across four key service areas. The initiative is to support a safer digital
business environment.

develop a “one team” mentality. INTERPOL recognises these challenges and is
committed to working with its dedicated partners such as the HKPF to achieve steadfast

Executive Director, Hong Kong
Productivity Council (HKPC)
s duc 54 resistance. | am grateful for HKPF’s partnership and expertise as together we combat 2 A
INTERPOL transnational cybercrime more effectively. - hkpc
EENB

TREE R AT SRR BB R A (RS - ERRE R 2 BRI E -
MR E2HEABIEIREFARINEED - BN BRRIFAIT - HEBEE R
HIREFERE R - AL - BUY - ERNBRLARF SERETERE - WiREEE
MEE2AT  EMRCARZEEEE  KAKZERBRAHTERNEE
PR BAMBISENDEDRFEBRRENE ) - MERRZR

BEEMARRBRBER  CELARATEMERES  RAUZ2IEERNIR
SEEME URASIREEBNAKRZERE  ERRE(ES BXE - A
B |ZEk#  HTZERRE - ERRIRAIRBENS  BREBSEZS
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RERESEE, P
Mr. CHEUNG Yee Wai, Daniel, JP
REEEHFHERES
the incumbent Commissioner for
Digital Policy (Acting)

The rapid development of cutting-edge technologies and increasingly
complex supply chains are bringing new challenges to cybersecurity defence
skills. Cybersecurity professionals are accelerating the enhancement of their
technical capabilities, keeping pace with technological advancements to jointly
build a more resilient protection system. Therefore, governments, industries
and academia must work together to address emerging threats and actively
nurture cybersecurity talent, fortifying the ecosystem. Cybersecurity must

With escalating cyberattacks, organisations need a Zero Trust framework to ERE TN

secure both external and internal environments. Beyond technology, fostering Ir Wilson WONG
security awareness among employees and leadership is essential. A three-
PEARANBEERERTRERS layered approach with systems, policies, and people which combined with MFA, BREHHR

- ’ ) < ; ) ) ??%ﬁmgﬁ? regular vulnerability assessments, and encryption will strengthen resilience, EMERARAFITEHEH
be actively integrated into each stage of digital transformation, ensuring that ) Digial ey Ciles reduce exposure, and safeguard sustainable growth. CEO, Hong Kong Internet Registration

technology remains a driving force for advancement in the digital economy, Corporation Limited (HKIRC)

rather than a source of risk. 77 (\
hkirc

The Government of the Hong Kong Special Administrative Region
of the People’s Republic of China

ERELFEIENENER  HEEEMFRMSIAZHEMOER  flMATE
BE - AFEE  BFHRME - UEF4EEHENRENE S  BRERFEDEF R
FARBMERNPRLZZER[ - SARE -

H2026FiE - ERNERERREEMASZZHRANIERNEE | - (RE
HARERRE(BEMALHRGD THALEENEMR  (EBTRDBERENLS
TEE  TRENESFE HAENMTLERIE LRI SERELRE
A WEBKERAAS  REENMENUZEZRZER  E—DEME
HERESERM  BEMASKR2TERAREMNEHMNE MREFLE
B UBBAREEE-

RERZZAABE - BF - 0¥ RREFEF  TEBERNRE - ZERBIER -
BEATNER  THSKARENHENKEINARNAERE  #ELIBENR
ERREDYENZE -

BRKZ B4
Mr. Francis CHAN Wing-on
ARERZE (BHAESGZTR)EE

Commissioner of Critical Infrastructure

From 2026, Hong Kong’s computer-system security for critical infrastructures
shifts from awareness to action. The Protection of Critical Infrastructures
(Computer Systems) Ordinance sets clear obligations for operators, and the
Code of Practice translates these into an actionable baseline that can be

BRI ST The Hong Kong Police Force places significant emphasis on the application of technology,
Dr. Rocky CHENG keeping pace with the times by actively exploring and deploying cutting-edge
: innovations—such as artificial intelligence (Al), embodied Al, and digital technologies—

(G sUge= Seiiein Sl implementeq apd GYEEmEEeh IS [CEIIED Ce0s bgyond papgr ol sta.rts HESBITHAR to better safeguard society and the public. Furthermore, their efforts to organise various
Wlth_ Al corporatg goverhance euliEniE, ImPlementig Seeuiity CEO, Cyberport initiatives aimed at enhancing cybersecurity awareness among citizens and enterprises are
requirements through continuous improvement of people, process, and My cermanske
technology, and further extends to suppliers and partners. Computer-system g s '

Cybersecurity is a collective responsibility that demands a unified front from the
government, enterprises, and the public. By collaborating to refine policies and standards,
execute rigorous measures and drills, cultivate talent and foster awareness, we can
effectively mitigate the ever-changing cyberattacks, thereby maintaining social stability
and protecting the lives and property of citizens.

security is no longer only an IT matter, it is about corporate governance and CngFEOfT

relies on public-private partnership.

REZFARBERNE (BERARE)BARLE
Office of the Commissioner of Critical Infrastructure
(Computer-system Security), Security Bureau
The Government of the Hong Kong Special Administrative Region
of the People's Republic of China
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Profes%iffsiyginghui As digi.tal technolqgies continge to advance, cybersecurity has.evolved from a SREEEL FERY - 150 R T B AR R B BB R A o
predominantly technical concern into a core component of organisational and societal Dr. Welland CHU
CertikKESA BIMEA resilience. Automation, Al, and the expanding use of digital services continue to reshape —

Co-founder, CertiK risk profiles. These evolving threats now extend across systems as well as human decision- ERER RGBT S As digital innovation accelerates—through autonomous systems and Al-enhanced
Py making and cost the industry over US$3.3B in 2025. (F ﬂﬁﬁ'ﬁg) 43 collaboration—societal wellbeing will continue to improve. Meanwhile, cybersecurity
V C E R T | K _ President, risks are intensifying. Ubiquitous loT adoption, proliferation of human and machine

Addressing such challenges calls for a balanced approach, combining effective ISACA China Hong Kong Chapter identities, weaponisation of Al, and emergence of cryptographically relevant quantum
governance, clearly defined responsibilities, with sustained collaboration between (8110 computing are dramatically expanding the attack surface and enabling increasingly
public and private stakeholders. Continued emphasis on cyber-hygiene, awareness, and 888 ISACA sophisticated threats. Confronting these challenges requires collective defence. ISACA
preparedness remains fundamental to strengthening confidence while safeguarding long- China Hong Kong Chapter China HK Chapter is proud to contribute through strategic initiatives advancing
term digital growth. IT governance, audit, cybersecurity, and professional development. Our sustained

collaboration with the HKPF, INTERPOL, regulators, and industry partners is pivotal to
preventing, detecting, and neutralising these emerging cyber threats.

Al ATHHEEREREHTLOENRLE - A ERFLESRERL - BEL - HiE
{EFEERAL o BB80% MM EMMLIL TN REREE » RIFAIEREENR » BEKYCEE
SRSEREDR - BERL 2 ERAEIHATE -

EBELCRINER  AlLERARARILE  HIIERRATEERAREUEER
MZIERENLUZRIFFRA B K - HAEZ RS AT R D A TEEER E AR
MER  UEEAEREERERELSELNER -

b

fEBeosin » HMMESAIFT - FELS AIEREAME T AENEBRESIEEEINTEE B
Web348EY 7 —E[BHENZE-RARSR-EREELFEHIAE INEREESR
N8R - WEREFEPEKAME - ERERESTERANZH20ZERRN BN EHBREES
1 - FEA200% R EHEERBIEMERE (VASP) 2EKY TR IEEEMMN S RIZ IR - B
IIWeb3EREMNZRZHEERERE ©

Beneath the success of its commercialisation, Al is also being exploited for
cybercrimes. For instance, generative Al is used to create fake multimedia content

Professor YANG Xia for fraudulent purposes. We should strengthen the introduction of technologies and

While Al and blockchain are accelerating the digital economy, they are also fuelling the BeosinBl# A products that mitigate the harms caused by Al, so as to reduce the friction between BIEAE

internationalisation, automation, scaling, and concealment of cybercrime. Over 80% of Founder, Beosin the promotion of Al applications and society. Mr. XIAO Zihao

emerging cybercrimes now involve virtual assets, with Al enabling hyper-realistic phishing e POSTIIN 4

scams, forged KYC documents, and deepfake audio/video scams. These innovations are @ BEOSlN m;i%o:;jji?im&pffo Eézﬂi"r‘m

outpacing traditional security defences. Wons Securty & Complance ’
RealAl

At Beosin, we pioneer integrated solutions by combining Al and large-language models B OX B =3

(LLMs) to build advanced blockchain data intelligence platforms. We have established a
comprehensive regulatory technology framework for the Web3 ecosystem covering smart
contract security, AML compliance, and virtual asset crime prevention and mitigation. We
actively collaborate with law enforcement agencies across 20+ countries and jurisdictions,
including the Mainland and HKPF, and provide “Know Your Transaction (KYT)” AML
technology and compliance training to 200+ Virtual Asset Service Providers (VASPs)
worldwide, supporting the secure and compliant development of the Web3 ecosystem.
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Strengthening International Cooperation
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Advancing Cyber Defence Readiness
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Promoting Cybersecurity Awareness and Education

Enhancing Public and Private Sector Collaboration
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Fostering Intelligence and Data Sharing
for Collective Cyber Defence
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The 2" INTERPOL Asia and South Pacific (ASP)
Working Group Meeting on Cybercrime for Heads of Units
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Strengthening International Cooperation
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INTERPOL'’s Cybercrime Expert Group (CyberEX)
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INTERPOL’s Cybercrime Expert Group (CyberEX) was relaunched
in 2025 as a key platform for international law enforcement
agencies (LEAs), academic institutions, and industry experts to
collaborate in combatting cybercrime. Bringing together over 170
experts from 73 countries and regions, the platform facilitates
the exchange of experience to support the development of
global cybercrime strategies. During the conference, experts from
LEAs and the private sector engaged in in-depth discussions on
emerging trends in technology crime. The Hong Kong delegation
also held multilateral discussions with international counterparts,
further strengthening international cooperation.

Chief Superintendent (CSP) LAM Cheuk-ho attended the Annual
Conference of INTERPOL’s Cybercrime Expert Group (CybergEX)
held at the INTERPOL’s headquarters in Lyon, France in June
2025. During the conference, CSP LAM received the support of
the vast majority of members and was elected as the Chairperson
of CyberEX, with his official appointment to the role on June 26.

This appointment marks a significant milestone for the HKPF
in international cooperation. During his two-year term, CSP
LAM will collaborate with four Vice-chairpersons from Morocco,
Canada, Switzerland and Brazil to advance the global fight
against cybercrime, focusing on the Group’s four strategic pillars:
Strategy, Investigation, Prevention and Empowerment. Following
his election, CSP LAM articulated his vision of safeguarding
cybersecurity through next-generation cyber policing,
emphasising the need for LEAs worldwide to continuously foster
innovation and enhance response capabilities. He also called
for strengthened international cooperation and public-private
partnerships to jointly address the challenges arising from the
abuse of advanced technologies.
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CSTCB participated in the 2nd INTERPOL Asia and South Pacific (ASP)
Working Group Meeting on Cybercrime for Heads of Units in Hanoi,
Vietnam from 8 to 11 July 2025, joining senior officials from cyber
enforcement agencies and cybersecurity experts representing over
24 countries and jurisdictions across the Asia-Pacific region to deepen
international cooperation and enhance law enforcement capabilities in
combating cross-border cybercrime. At the meeting, CSP LAM Cheuk-
ho delivered the opening speech in his capacity as Vice-Chairperson
of the Working Group, presenting the HKPF’s achievements in
international collaboration against cybercrime and outlining future
operational directions, while Chief Inspector CHAN Hung reported on
the Force’s participation and specific results in Operation SECURE, a
global joint law enforcement operation coordinated by INTERPOL.

Conducted from January to April 2025, Operation SECURE aimed
to dismantle cybercrime infrastructure associated with data theft.
CSTCB analysed over 1,700 pieces of intelligence and collaborated
with law enforcement agencies from 26 countries, successfully
dismantling more than 20,000 malicious online platforms that had
affected over 216,000 victims worldwide, seizing 41 hacker servers,
and arresting 32 suspects across multiple jurisdictions.

FSEEFHEEASRERERERA TS REBRERERESHTS
The 15" INTERPOL Cybercrime Directors’ Workshop and the International Symposium on

Cybercrime Response 2025
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In August 2025, CSTCB officers attended the 15th INTERPOL
Cybercrime Directors’ Workshop (Workshop) and the
International Symposium on Cybercrime Response 2025
(Symposium) in Seoul, South Korea. Themed “Working as
One: Sharing Threats, Shaping Responses”, the Workshop
brought together INTERPOL officers and Cybercrime Directors
from five jurisdictions in the Asia-Pacific
" region, namely South Korea, Japan,
Singapore, Hong Kong, and Mainland China
(participating online), enabling regional
representatives to actively exchange
insights on the latest cybercrime landscape,
criminal methodologies, and response
strategies.

15" Cybercrime

During the session, CSP LAM elaborated
on CSTCB’s application of Al technologies

BonmERA T EERM RIS
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to strengthen intelligence processing, cyber
threat analytics, and predictive intervention against phishing scams,
while SP CHEUNG held a bilateral case discussion with the Korean
National Police Agency to enhance investigation capabilities through
international collaboration. At the Symposium, themed “Trust in
Cyberspace: Safety for All”, SIP SO was invited to share his digital
forensics research on drone security vulnerabilities, outlining common
system weaknesses and offering investigative approaches to drone-
related incidents.
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The Cyber Command Course is a flagship training programme designed
specifically for commanders from LEAs around the world. Previously co-
organised by CSTCB and INTERPOL, the course aims to build cross-border
cyber defence capabilities in an increasingly interconnected digital era, and to
jointly tackle the growing challenges posed by borderless cybercrimes.

The Cyber Command Course 2026 was held once again in Hong Kong. This
year’s programme focused on the international cybercrime ecosystem,
emphasising the importance of deeper international cooperation and robust
public-private partnerships. It also examined the challenges posed by emerging
technologies such as artificial intelligence and cryptocurrencies. Designed
to enhance participants’ strategic leadership and broader perspective in
handling complex transnational cybercrimes, the course also explored how
new technologies could be integrated into day-to-day policing operations and
resource management.

Furthermore, the programme also showcased how the HKPF is transforming
into a modern, innovation-driven police service that places strong emphasis
on talent development and change management, and fosters a culture of
continuous learning.

The 10t Digital Forensics Expert Group Meeting (DFEG 2025)
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The 10th Digital Forensics Expert Group Meeting (DFEG 2025), hosted
by INTERPOL and co-organised by CSTCB and the University of Hong
Kong (HKU), was held at HKU from 14 to 16 July 2025. Marking its
inaugural hosting in Hong Kong, the event attracted over 100 experts
from more than 40 countries and regions, representing relevant
academic and law enforcement institutions. DFEG 2025 featured
presentations and in-depth discussions by 27 experts on topics such
as the latest technological developments, forensic techniques, and
applications of artificial intelligence (Al), collectively advancing the
global digital forensics profession. The event also highlighted Hong
Kong’s active role in promoting international exchange within the
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field of digital forensics.
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The 2" International Digital Forensics Challenge (IDFC 2025)
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CSTCB, in collaboration with HKU and Dataport Technology
Limited, successfully co-hosted the 2nd International
Digital Forensics Challenge (IDFC 2025) from 16 to 17
July 2025. The event brought together 22 teams from 15
regions, comprising a diverse range of participants from law
enforcement agencies, academic institutions, and digital
forensics professionals worldwide, effectively showcasing
their expertise in technology crime investigation.

The competition centred on a simulated cybercrime scenario
in which an investment company’s Al model was compromised
and exploited to create a fictitious cryptocurrency investment
scheme, luring investors into purchasing non-existent digital
assets. Participants were tasked with analysing digital evidence,
tracing virtual asset flows, and reconstructing the incident
within a strict timeframe, thereby comprehensively testing their
professional knowledge and response capabilities in the fields of
digital forensics and cybersecurity.

Beyond enhancing the participants’ practical experience, the
challenge also effectively fostered international exchange and
cooperation in combating cyber-enabled financial crimes. After
intense competition, the team from the Hong Kong Customs
and Excise Department emerged as the overall champion,
demonstrating exceptional technical proficiency and teamwork.

Collaboration with INTERPOL to Combat Phishing
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CSTCB continues to actively participate in INTERPOL-
led operations aimed at combating transnational
phishing. By leveraging established intelligence-
sharing channels and actively engaging in case
coordination meetings, we contribute substantively to
global joint efforts to disrupt phishing networks and
enhance collective cybersecurity resilience. CSTCB
has also taken the lead of the operation sub-group on
phishing under the INTERPOL Asia and South Pacific
Joint Operations on Cybercrime Working Group to
coordinate regional actions against threats relating to
phishing.

158 IS8 AR OB il

Viorkingas One:
Sharing Threats, Shaping Responses

Cybersecurity Report 2025




&

BEhtEARNRBERESAR

The 50th International Exhibition of Inventions
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of Geneva

50"

International
Exhibition
of Inventions

Officers of CSTCB reached new heights at the 50th
International Exhibition of Inventions of Geneva, which was
held in April 2025 in Geneva, Switzerland, and garnered the
“International Press Prize” for the first time, the “Gold Medal
with the Congratulations of Jury”, along with one Gold, and
one Silver international award, including:

(1) Scameter Series - A multi-layered public anti-scam initiative
comprising a public-facing mobile app with real-time scam
detection, open-data policies sharing threat intelligence with
strategic stakeholders, and partnerships with banks to send
public alerts on high-risk transactions (International Press Prize
& Gold Medal)

(2) CryptoTrace - Jointly developed with the University
of Hong Kong, this cutting-edge virtual asset analytics
platform facilitates cryptocurrency tracing, fund flow
analysis, and wallet correlation, accelerating fraud
detection for frontline investigators (Gold Medal with the
Congratulations of Jury)

(3) RAPID Engine - Through multilateral collaboration and
proactive detection from various sources, RAPID Engine
inspects on newly registered suspicious websites. Utilising Al
algorithms, RAPID Engine performs real-time analysis based
on multidimensional rules such as domain characteristics and
suspicious codes. Threat intelligence is simultaneously updated
to the “Scameter Series” and sent to multiple internet service
providers for blocking, effectively enhancing the public’s ability
to resist phishing threats (Silver Medal)

The awards demonstrate the Force’s commitment to leveraging
innovative technology to promote smart policing and improve
operational efficiency. Additionally, the Force effectively
employs Al to assist the public in combating fraud and
enhancing law enforcement capabilities, particularly in tackling
emerging types of crimes, including those related to virtual
assets.
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Advancing Cyber Defence Readiness
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Cyber Security Seminars
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To enhance awareness of and response capabilities against emerging
cyber threats among public and private sector organisations, CSTCB
organised two cybersecurity seminars in March and October 2025,
attracting participation from representatives of over 100 public
and private organisations. Through the sharing of cyber threat
intelligence, practical experience and defensive strategies, these
seminars strengthened cross-sector communication and collaboration,
facilitated the practical application of threat intelligence, and thereby
enhanced overall cybersecurity defence capabilities, contributing to
the safety and stability of Hong Kong’s cyberspace.

Cyber Attack and Defence Elite Training cum Tournament (CADET) 2025
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To enhance offensive and defensive capabilities
of cybersecurity personnel, CSTCB organised
the three-day “Cyber Attack and Defence Elite
Training cum Tournament 2025” (CADET 2025)
in July 2025. The programme not only provided
training, but also enhanced practitioners’
professional skills and cyber incident response
capabilities through simulated cyberattack
competitions, thereby comprehensively
strengthening cybersecurity in Hong Kong.
During the event, attack and defence training
was provided to 130 personnel from more than
50 organisations. Concurrently, the tournament
attracted over 400 teams, comprising 1,400
industry and academic elites, who actively
participated in the competition.
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Cybersecurity & Diverse Innovation Symposium 2025
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BugHunting Campaign 2025
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The 9t Inter-departmental Cyber Security Drill
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Co-organised by CSTCB and the Digital Policy Office, the
Cybersecurity & Diverse Innovation Symposium 2025 was held on 16
May at the Hong Kong Convention and Exhibition Centre, bringing
together over 600 participants from government, industry and
academia. In his opening remarks, Commissioner of Police Mr CHOW
Yat-ming, Joe, highlighted that the critical question is no longer
whether cyberattacks will occur, but when—and how prepared we
are. Featuring over 30 speakers, the Symposium included keynote
sessions and six panel discussions on topics such as Al governance,
supply-chain security, trusted platform deployment, cross-sector
collaboration, and emerging attack trends. The event served as
a platform for exchanging practical experience, strengthening
partnerships, and aligning strategies across sectors, thereby
enhancing Hong Kong’s capability to prevent, detect, and respond
to cyber threats. CSTCB and the Digital Policy Office reaffirmed their
commitment to sustained engagement to build a secure, innovative
and resilient digital ecosystem.

To strengthen the government’s overall capability to counter cyber
threats, CSTCB and the Digital Policy Office co-organised the 9th
Inter-Departmental Cyber Security Drill in May 2025. The exercise
attracted over 280 IT professionals and industry experts from
71 government departments and six professional and academic
institutions. “The Chief Executive’s 2024 Policy Address” announced
the introduction of the “Three-tier Prevention Framework” to enhance
counter-terrorism efforts. In line with this, this year’s drill, for the
first time, incorporated a counter-terrorism segment comprising the
“Counter-Terrorism Information Security Awareness Challenge” and
the “Cyber Defence Tournament”, aiming to bolster the government’s
overall defence capabilities against cyber terrorism threats and
enhance personnel’s ability to handle cybersecurity incidents.
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years, the campaign has helped local organisations and
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Ethical Phishing Email Campaign 2025
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vulnerability testing.

The BugHunting Campaign 2025 was conducted from July to
August 2025, with participation from 185 organisations across
sectors such as banking and financial services, healthcare services,
education, technology, and SMEs. Leveraging artificial intelligence
technology and the expertise of cybersecurity professionals, the
campaign provided participants with comprehensive vulnerability
testing, security reports, and one-on-one professional consultation
services. CSTCB aims to expand the campaign’s reach to involve a
wider range of organisations in the future, thereby promoting the
widespread adoption of system vulnerability testing for enterprises
and jointly building a more secure digital network environment.

To raise staff awareness in identifying suspicious emails and reduce
cybersecurity risks for participating organisations, CSTCB has organised the
Ethical Phishing Email Campaign since 2021, collaborated with the HKIRC since
2023, and welcomed PCPD as a strategic partner in 2025.

The 5th Ethical Phishing Email Campaign was held from October 2025 to January
2026, which attracted 53,285 participants from 301 organisations. During the
campaign, employees from participating organisations received four pseudo-phishing
emails designed to assess their cybersecurity awareness. Additionally, a phishing
SMS campaign was newly introduced this year which attracted 30 organisations
with 3,620 participants. Upon conclusion of the campaign, each participating
organisation received a comprehensive report that detailed the overall performance
of its employees in handling suspicious emails and SMS. The campaign seeks to raise
awareness among corporate employees against phishing attacks and contributes to
building a safer and more resilient cybersecurity environment in Hong Kong.

Cybersecurity Report 2025
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Cyber Security Seminar cum Tabletop Exercise “SWORDLIFTER”
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CSTCB organised the Cyber Security Seminar cum Tabletop
Exercise, codenamed SWORDLIFTER, on 9 September 2025,
aiming to strengthen the cyber resilience, incident-reporting
coordination, and immediate response capabilities of key
stakeholders in preparation for the 15th National Games, the 12th
National Games for Persons with Disabilities and the 9th National
Special Olympic Games.

The seminar covered cyber-threat landscape and defence
strategies associated with major sporting events, addressing a wide
range of topics including phishing prevention, system intrusion
protection, and the security of websites, applications, and social
media accounts. Industry experts shared practical experience from
both local and overseas contexts, offering valuable insights and
best practices, thereby helping to raise awareness and reinforce
preventive measures across all stakeholder groups.
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The accompanying tabletop exercise featured an integrated
scenario simulating potential pre-event cyber incidents. Tailored to
the unique operational contexts of each participating organisation,
the scenarios required participants to perform incident analysis,
execute coordinated multi-agency reporting procedures,
and undertake recovery and service-restoration operations.
Through this hands-on simulation, stakeholders gained a clearer
understanding of the potential impacts of various cyberattacks
and the corresponding response workflows.

The event attracted over 100 representatives from more than 30
departments and organisations, including the National Games
Coordination Office (Hong Kong), venue operators, government
departments, transportation and public bodies, as well as relevant
sports associations. It not only enhanced the cybersecurity
standards of the organisations involved, but also fostered
stronger cross-sector communication and collaboration, ensuring
that all parties are better prepared to safeguard the integrity of
the upcoming Games.
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Promotlng Cybersecurlty Awareness and Education
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The “CyberDefenders’ Alliance” is one of the key collaborative
initiatives led by CSTCB, bringing together more than 130 government
departments, public bodies, and private corporations. Each partner
contributes within its respective sector to collectively strengthen Hong
Kong’s cybersecurity and anti-deception capabilities.

In October 2025, CSTCB launched the “CyberDefenders’ Alliance Card
Game” through the Alliance’s platform. This program is jointly organised
by CSTCB, the Education Bureau, and the Digital Policy Office, and is
being promoted actively across all primary and secondary schools in
Hong Kong. It aims to systematically cultivate cybersecurity awareness
among young people and contribute to the long-term advancement of
digital literacy in the community.
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Each game card is thoughtfully designed, containing cybersecurity
content based on authentic real-world cases and recognised criminal
tactics. By strategically combining different cards to simulate tactical
deployments and conduct structured attack-defence exercises,
participants engage in an interactive and immersive learning experience.
This approach not only deepens their practical understanding of cyber
threats, but also builds applicable defensive skills, achieving a deliberate
fusion of education and experiential engagement.

The “Super Special Rare” and “Ultra Rare” card sets are printed
with mascots from participating departments and organisations,
significantly enhancing their appeal and collectability. This design is
intended not only to engage the public through gameplay, but also
to encourage them to retain these cards as practical and memorable
educational tools. Thereby, it seeks to steadily build essential digital
literacy across the community and cultivate sustained alertness to
cyber threats.
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Greater Bay Area Youth Al and CyberSec Challenge 2025
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The Final and Awards Ceremony of the “Greater Bay Area Youth
Al and Cybersecurity Challenge 2025” concluded successfully in
Hong Kong on March 9, 2026. The event was jointly organised
by CSTCB, the Judiciary Police of Macao, and the Education and
Youth Development Bureau of Macao. The competition aimed to
encourage youth in the Greater Bay Area (GBA) to keep pace with
technological advancements, enhance cybersecurity awareness,
and cultivate talent for a secure digital future through cross-
border exchange.
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The challenge was co-organised by the Education Bureau of Hong
Kong, the Association of IT Leaders in Education, the Guangzhou
Al Industry Development Promotion Association, the Hong Kong
Institute of Information Technology, the Macao Science Center,
and China Mobile International Limited. It attracted 1,100 student
applicants from Guangdong, Hong Kong, and Macao. Following
the preliminary rounds, 120 elite students—comprising 52 from
Hong Kong, 46 from Macao, and 22 from the Mainland—were
selected to attend a three-day, two-night “Al Training Camp” and
the final competition in Hong Kong. These students were randomly
assigned to inter-regional teams to receive comprehensive
training in Al, cybersecurity, and team communication. This
year’s competition emphasised the integration of innovation
and practice, incorporating commercial elements to encourage
students to think beyond conventional boundaries and develop
practical models with real-world application and business value.

This competition provided a high-quality exchange platform for
GBA youth, enhancing the digital literacy of the next generation
and building a solid foundation for their future in scientific
research and digital challenges.
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Anti-Crime Elite Games Carnival
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CSTCB, together with the Commercial Crime Bureau (CCB),
Family Conflict and Sexual Violence Policy Unit (FCSV), Financial
Intelligence and Investigation Bureau (FIIB), and Narcotics
Bureau (NB) under Crime Wing, organised the “Anti-Crime
Elite Games” on 18 and 19 October 2025 at the West Kowloon
Cultural District, attracting over 20,000 visitors. The vibrant event
featured performances by the Police Band and Police Dog Unit,
alongside music, dance, and magic shows. In the CSTCB zone, 11
strategic partners and technology organisations — including the
Macao Science Center — hosted game booths, with a dedicated
“CyberDefenders’ Alliance Card Game” booth where visitors could
collect cards and engage in on-site battles, disseminating anti-
scam and cybersecurity messages through interactive gameplay
to raise public awareness of online threats.

Cybersecurity Guidebook for Schools in Hong Kong

RPER-—BERRBERAEZZEZESR  WEEEBER
BIBERABRNERZZEM - Bt HAREE
BHEAAMEEERAR  EMRRHBEEMHS
(AITLE) REBERKEE®B DarkLab &EHRER(E
BERAEZ2ER) (TBUER))  ARBRIR
HEABRGIENSZESR - (B BETR&HE -
BEIREFESHELR BEERH5H
W BHRESRE URRFAHERE
EEMBRERBE  BHERREM
HEISENER  BREKZZER
RMABEEEEHBENR BIE
SMERMFEERED o

AERE(ER) ®M - ARNTER
RERZEE]  BEFRBERRES ZRNRE S
2 BERBEFERREREEZS - YEAS0BA
BROBEION - BABREBZEBNZA - HRH
BERTAIPTEER - REARN - AFERSEFRER -
BANEXRBEZSE EDRERKZZENE
R BWHEREZZASNBINREPERRIHNHE -
AEBRENEBERERPEINEEEREEME

CSTCB places strong emphasis on strengthening cybersecurity
within the school sector and actively enhances cyber resilience
in education through cross-sector collaboration. To this end, we
collaborated with the HKIRC, the Association of IT. Leaders in
Education (AITLE), and PwC Hong Kong DarkLab to publish
the Cybersecurity Guidebook for Schools in Hong Kong (“the
Guidebook”), providing local schools with a practical and systematic
reference framework. The Guidebook focuses on four key areas —
policy and governance templates,
real-world case studies, incident
response workflows, and system/
network configuration checklists —
§ helping schools of varying resources
and technical capability embed
cybersecurity into daily management
and teaching operations, and
PR, progressively build effective defences.

To complement the release,
CSTCB also organised a School
Cybersecurity Seminar, where partner experts shared the latest
threat trends, common attack patterns, and practical security
recommendations, engaging teachers from over 50 local schools
to raise awareness of cyber risks and strengthen preparedness
ahead of the new academic year. Looking ahead, CSTCB will
continue to work closely with industry, the education sector, and
professional organisations to advance cybersecurity capacity-
building in schools, supporting innovative teaching in a secure
digital environment and laying a stronger foundation for digital
literacy and cyber resilience across Hong Kong.
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Enhancing Public and Private Sector Collaboration
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Cyber Security Professional Awards 2025
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Cyber Security Action Task Force (CSATF)
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The Cyber Security Professional Awards 2025 (CSPA 2025) is a
prestigious award programme organised by CSTCB, and co-organised
by the Digital Policy Office (Government Computer Emergency
Response Team Hong Kong) and Hong Kong Productivity Council
(Hong Kong Computer Emergency Response Team Coordination
Centre). The Awards recognise individuals and organisations that
have demonstrated excellence in areas such as policy implementation,
risk management, incident response, cyber defence innovation,
and the promotion of a strong cybersecurity culture. A total of 219
nominations were received from 140 organisations, underscoring
broad industry participation in this distinguished event.
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In 2024, the HKPF established the Cyber Security Action Task
Force (CSATF), bringing together leading global cybersecurity
experts and firms to work closely with law enforcement agencies
in combating cybercrime. The Task Force aims to strengthen
cyber threat intelligence sharing, enhance operational support,
and promote professional
knowledge exchange,
ultimately boosting the
collective capability to
effectively respond to evolving
cyber threats in the future.

The Cyber Security Professional
Awards 2025 presentation
ceremony was held in January
2026, during which the
inauguration ceremony for the
second term of the CSATF took
place. 12 leading cybersecurity firms from around the world were
appointed to the CSATF for a two-year term. The establishment of the
second term signifies the ongoing collaboration between public and
private institutions in their shared commitment to safeguarding Hong
Kong’s cybersecurity landscape.
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Web3 Intelligence & Enforcement Summit set Intelligence Taskforce Inauguration Ceremony
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To address the challenges posed by virtual asset-related crimes,
CSTCB established the “Virtual Asset Intelligence Taskforce
(VAIT)” to promote intelligence exchange and knowledge
sharing among law enforcement agencies (HKPF and Hong Kong
Customs and Excise Department), regulatory agencies (the Hong
Kong Monetary Authority (HKMA) and Securities and Futures
Commission (SFC)), licensed Virtual Asset Service Providers,
and licensed stablecoin issuers. By enhancing enforcement
collaboration mechanisms, optimising virtual asset stop payment
procedures and strengthening anti-money laundering efforts, the
VAIT is dedicated to collaborating with all stakeholders to build
a safe and compliant digital asset industry ecosystem, thereby
protecting the public from virtual asset-related crimes.

The second-term “Smart Policing Advisory Panel” (formerly
known as the “Cybercrime Policing Advisory Panel”) was
established in March 2025 and is chaired by Director of Crime
and Security (D C&S). The panel was renamed from its previous
title to reflect the expansion of its functions and scope, with its
focus extending beyond technology-related crimes to encompass
broader policing issues as well as the application and governance
of emerging technologies.

Members of the Smart Policing Advisory Panel come from diverse
professional backgrounds, including cybersecurity, artificial
intelligence, blockchain, financial technology, and the low-altitude
economy. In 2025, the second-term panel convened four meetings,
engaging in in-depth discussions on emerging technological topics
such as “Low-Altitude Economy and Policing Innovation,” “The
Future Development of Low-Earth Orbit Satellites and 5G/6G,”
and “The Development of Artificial General Intelligence (AGI) and
Acrtificial Superintelligence (ASI).”
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Fostering Intelligence and Data Sharing for Collective Cyber Defence
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Scameter Enhancement
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Security Operation Centre Alliance (SOCA)
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In 2025, the Police introduced a major upgrade to the “Scameter+”
platform, deploying an Al+ analysis framework that significantly
enhances the automation and efficiency of scam intelligence
processing, matching, and data ingestion. The enhanced system can
autonomously assess public reports of suspicious URLs and phone
numbers by integrating multiple risk indicators into a unified analysis
result. This greatly shortens verification time and enables even faster,
more accurate, and more comprehensive scam protection.

The upgraded Scameter+ mobile app now supports automatic
database updates and has expanded its reporting channels to
include major social media platforms, allowing the public to
easily submit various types of suspicious information. An Al-
driven early-warning mechanism is also now operational, with
verified high-risk items immediately indexed into the Scameter
database and flagged as “high-risk”. Furthermore, the system
compiles daily updates on the latest scam trends and publishes
a prevalent scam ranking, thereby strengthening public
awareness of emerging fraudulent tactics.

In late 2024, CSTCB officially established the Security
Operation Centre Alliance (SOCA), a core cyber
threat intelligence sharing platform that connects
major and critical infrastructure operators in Hong
Kong. Members of SOCA come from various
industries, including but not limited to air transport,
banking & financial services, communications, energy,
government, healthcare services, land transport,
maritime, public utilities, and broadcasting services. By
analysing intelligence provided by its members, CSTCB
gains a comprehensive understanding of cybersecurity
threats targeting Hong Kong, enabling timely warnings
and immediate responses.
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Another key advancement in 2025 was the deeper integration
of Scameter data into banking and financial sector. Banks and
financial institutions have integrated high risk indicators identified
by Scameter—such as phone numbers, emails, IP addresses, and
receiving accounts—into customer onboarding and transaction
monitoring processes to enhance the identification of suspicious
applications and “stooge account” activities. This effectively
strengthens digital identity verification and customer due diligence
procedures, thereby boosting the overall anti-fraud capability of
the financial system.

With the Al+ upgrade and increasingly close collaboration
with financial institutions, Scameter+ has evolved from a
public enquiry tool into a scalable, cross-sector early-warning
and risk-mitigation platform, further bolstering Hong Kong’s
cybersecurity and anti-deception strategy.

In 2025, SOCA members uploaded over 1.5 million pieces of cyber
threat intelligence to the platform, allowing CSTCB to rapidly
identify threat types and attack chains. This early detection
capability facilitates the issuance of timely warnings to organisations
or sectors under threat, helping local organisations strengthen
monitoring, patch vulnerabilities, and adjust cybersecurity
strategies. Moreover, cross-sector intelligence sharing enhances
incident response coordination, reducing the risk of large-scale
incidents and fostering a more resilient cybersecurity ecosystem.
These insights also help public and private sector organisations
heighten vigilance, promote the formulation of long-term protection
policies, and comprehensively strengthen Hong Kong’s digital
security environment, its overall cyber defence capabilities, and
societal resilience. CSTCB will continue to integrate innovative
technologies into the SOCA platform and actively advance the
development of Hong Kong’s cybersecurity ecosystem.
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T%L' ﬁﬁ Tﬁﬁ Glossary

f5#8 Abbreviations English 3z
Al Artificial Intelligence ALEg
AML/CTF Anti-Money Laundering an-d Counter-Financing of TREER RS FESEE
Terrorism
API Application Program Interface ERRXRE
APT Advanced Persistent Threat EREFE R E
c2 Command & Control S B
CADET Cyber Attack and Defence Elite Training cum %ﬁ%%lﬂl[‘}?fk%ﬁiﬁﬁllg
Tournament A -S
CSATF Cyber Security Action Task Force K Z2ERIITE N
CSPA Cyber Security Professional Awards PR R ERETTE
CSTCB Cyber Security and BER2 RPN RRIEN
Technology Crime Bureau
CyberEx Cybercrime Expert Group R RERERA
DDoS Distributed Denial-of-Service 2 B PR B R S
DeFi Decentralised Finance EF ML &R
DFEG Digital Forensics Expert Group IS A ERERAE
DoS Denial-of-Service REL I PR 7
DPO Digital Policy Office BEFBERBRAE
EDR Endpoint Detection and Response i 2B F (2] FE
HKCERT Hong Kong Computer Emergency Response Team BBRELZEEHRFAH O
HKIRC Hong Kong Internet Registration Corporation BEOBRTMER
Limited BIRAF
HKPF Hong Kong Police Force EREKER
HKSARG Government of the Hong Kong Special = BRI S RERAT
Administrative Region
IDFC International Digital Forensics Challenge B SR T
loT Internet-of-things YIEsE AR
IP Internet Protocol EBMRY
IT Information Technology =k St
LCGE Legislative Council General Election VEERERE
LLM Large-Language-Model REESER
MFA Multi-factor authentication LERE

-
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f5#8 Abbreviations

English A3z

M.O. Modus Operandi BLEFE
NAS Network Attached Storage WEREERE
NG National Games 2EERS
OFCA Office of the Communications Authority BAEBEERRAE
PCPD Privacy Commissioner of Personal Data BAERFEES
POS Point-of-sale SHEE
RaaS Ransomware-as-a-service PEBAFRRTS
RCE Remote Code Execution BinETREIN
RDP Remote Desktop Protocol RimKEBE
SaaS Software-as-a-service B EIARE
SME Small and medium enterprise R/ NEI R
SOCA Security Operation Centre Alliance WER2THT LR
SPAP Smart Policing Advisory Panel EEERER/NAE
SQL Structured query language R EWES
SSH Secure Shell Protocol REIRIGFH
TTPs Tactics, techniques, and procedures KBS ~ FATANEF
UAT User Acceptance Test AFRWCAE
VAIT Virtual Asset Intelligence Taskforce EREEBRIFA
VPN Virtual Private Network ERLERE
L XDR Extended Detection and Response FE feR{E B A0 (2] fE )
~
& Methodology
FERFBBAZHAET HEEBHEEEFE CSTCB collects and analyses cyber threat intelligence from multiple
RLUGEMOERE  IWEMDITEKZR sources, including case investigations, intelligence sharing with

ZIER AT ER2ETHRIEREBNEL working partners, and other reliable channels. This multi-source

ZERE -

approach enables a comprehensive overview of the cybersecurity

landscape, both globally and in Hong Kong.

ARREF2HNEBEREZETNERERE The data presented in this report are drawn from a selection of
BEE BUEEERERERREDRF credible sources and industry insights, though they are not exhaustive
IN= V=l Jl g R

EREZE2BE BRETNERTBRSH

REtETEAKRERANAROBIELES

or representative of all global cybersecurity trends. The conclusions
and observations herein aim to provide a general reference for

understanding emerging patterns and risks, rather than serving as a

E > MIFERERAMENZEENDHMRIE - definitive or comprehensive analysis.
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