Bear in mind

The tips below to dodge all traps

Law enforcers will not ask for
“guarantee money”, banking
passwords and verification codes

Beware of deepfake and
verify the identities of
your family and friends carefully

Do not dial numbers given in
unknown SMS or rashly click
on embedded links

Stay alert to investment schemes
with high returns

can 18222 i you suspect that
you’ve been scammed

Trap No. 1
Pretend customer Service

Scammers may call, claiming
to be from banks, insurers,
or telecommunication providers

[ AB Bank] t)’

Thank you for signing the
service contract. Autopay of
$78,000 has been enabled,

Thank you for your paymen
for renewing your policy.
Click on http:/cdcd.cd.pl
to cancel the service

enquiry number: 80096323 SMS
prishiZ
[CD Insurance]

Scammers may ask for your
banking passwords or trick you
into screen sharing to steal
your money.

Trap No. 2

w@ Investment Seams

| have insider
invesitment tips

The investment records
are fake, designed fo frick
you into thinking you're
profiting

Scammers will add you
as friends randomly on
social media platforms,
or send random
messages to start a
conversation

App now

i
Sscam you o

Scammers urge you to
invest more, but you'll
never get your money
back

Install this investment

Trap No.3
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Scammers impersonate law
enforcers via calls with pre-
recorded messages or in person

Scammers name
you as suspects
and ask you to
facilitate
investigation

Trick you into giving banking
information or transferring
money to “prove innocence™

Need you to allow relevant call _
permissions in order to compare with
the scam information within your device

Scameter +
Need you to allow "VPN" permission ||

Don't Allow

CyberDefender.hk Q

Get up-to-date cybersecurity tips and
anti-scam information now

Life Hack 101

Top secret tips unveiled to everyone!

* Follow us

https://adcc.gov.hk

Website YouTube

TikTok rednote
O] =

Follow us to stay updated with the latest
anti-scam information
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# www.adce.gov.hk

e-Report Centre of the Hong Kong Police Force:
https://www.police.gov.hk/ppp_en/

#DCC | v

@ Starmoly. All rights reserved.



\\“c,.,emefe.,der /,

https://cyberdefender.hk

Website YouTube

Instagram
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Get up-to-date cybersecurity tips and
anti-soam information now

Wish to fend off scammers ?

Millions of “trick questions”
throughout university life

Watch

= &
Dodge“3 traps” + ‘

Learn“4 moves ? to ward off
scammers

Escape
[PresSSure

Calls requesting passwords
are all scams

Stay calm and hang up

lvestment
kmeowledge

Your “best buddies” offering you
investment tips?

Stay away from them and cut ties

Easy
PESSES

Phishing texts pretend to be
customer service

Clicking random links will bring
you disservice

to ward off
scammers
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