


Decoding Traps: A Guide for Teachers and Parents (2026 Edition)
This lesson, “Unmasking the Screen: Deconstructing Online Sexual Grooming”, is grounded in the core values of law-abidingness, rationality, respect and responsibility. It aims to help students recognise the risks associated with online sexual grooming, strengthen their awareness of personal safety, and develop practical strategies to protect themselves and maintain a safe online environment.

	Topic
	Unmasking the Screen: Deconstructing Online Sexual Grooming

	Grade Level
	Junior secondary students

	Subjects
	Class Teacher Period, Citizenship, Economics and Society, Ethics and Religious Studies

	Suggested Time Allocation
	40 minutes

	Learning Objectives
	Knowledge:
	· Identify common online risks, including online sexual grooming and nude-chat trap;
· Develop a basic understanding of relevant local crime data involving young people

	
	Attitudes:
	· Remain alert to potential risks when using social media and online platforms;
· Enhance self-protection awareness and develop positive values;
· Learn to reject temptation that are harmful to health;

	
	Action:
	· Apply appropriate strategies and online safety guidelines to refuse inappropriate requests
· Practise the “Three Steps to Prevent Grooming” to safeguard their personal safety

	Values
	Law-abidingness, respect, integrity and responsibility

	Teaching Resources
	Worksheet



Teaching Plan
	Time
（Minutes）
	Teaching Content and Learning Activities
	Learning Objectives
	Resources

	
	Introduction
	
	

	5
	Self-check — Use of Online Media

The teacher reviews students’ use of social media and online platforms and points out the hidden dangers of the online world.

Students complete worksheet task 1 
	Knowledge

	PPT 
P.1 to P.3

Worksheet Task 1

	
	Development
	
	

	15
	Risks of Making Friends Online
The teacher presents statistics on “Online Child Sexual Grooming" Offences, emphasising that the victims were harmed through social media and that the youngest victim was only nine years old.
	Knowledge

	PPT 
P.4 to P.5


	
	Be Alert to Sexual Offences
Case sharing: teacher plays the video

Guiding questions:
If you were Tung, what made you feel that something was wrong when Nam asked you to wear a swimsuit?
What words or methods did Nam use to make it difficult for Tung to refuse?

Group discussion:
Students reflect on the psychological traps involved in online sexual grooming.

Divide the class into groups of 6 students. Each group has exactly 6 minutes to brainstorm and discuss Nam’s psychological traps. Each member speaks for 1 minute, and a rapporteur summarizes their findings to the class.

Guiding Questions:
1. What psychological tactics (e.g., flattery, creating shared secrets, emotional blackmail) did Nam use to make it hard for Tung to refuse?
2. How did these tactics gradually break down Tung's boundaries?
	Knowledge Attitudes
	PPT 
P.6



	
	Impact of Online Sexual Grooming on Young People

Guiding question:
When a friend makes a request that causes discomfort or crosses personal boundaries, such as nude chatting, what impact may it have on a person’s emotions, relationships, learning, and daily life?

Online sexual grooming may have far-reaching and lasting effects on young people’s psychological well-being, self-image, trust in others, learning and daily life:
Self-esteem, body image and relationships
· Self-esteem, body image and relationships 
· Anxiety, depression and self-blame
· School bullying and long-term labelling
· Legal risks and criminal liability

The teacher emphasises the importance of seeking help from a trusted adult as soon as possible.
	Knowledge

	PPT 
P.7 to P.11


	10
	Using the “I-Message” Communication Method to Express Boundaries

The teacher asks: “How would you respond if a friend or partner made a request that caused you discomfort?”

The three steps “I-Message” communication method:
· State the concrete facts
· Express your true feelings
· Set a clear boundary

Students first discuss in pairs and exchange ideas with the classmate seated next to them. Two pairs then join to form a group of four, select the most natural yet firm version of the “I-message”, and present it to the class through a role-play.

Students complete worksheet task 2.
	Attitudes
Action
	PPT 
P.12 to P.13

Worksheet Task 2

	
	Conclusion
	
	

	10
	How can you protect yourself when meeting new people online or through dating apps?

The teacher asks:
1. Does receiving a gift mean that you must agree to the other person’s request?
2. At what stage in an online grooming situation can you stop contact or seek help?

The teacher emphasises that receiving a gift does not mean that students must agree to later requests. When another person’s request causes worry, discomfort, or pressure, students have the right to refuse, stop contact, and seek help from a trusted adult, regardless of the stage of the situation.

Three Steps to Prevent Grooming
· Refuse inappropriate requests
· Protect your personal privacy
· Make control of the situation

Students complete worksheet task 3
	Knowledge Attitudes
Action
	PPT 
P.14 to P.19

Worksheet Task 3

	
	Extension
	
	

	
	Invite students to suggest additional ways to stay safe online.
	Action
	PPT Slides P.20 to P.23
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